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BackupChain Backup Software Concepts

If you handle and store important data on your computers, it is important for you to understand the
following concepts related to data backup.

Sector-Level Disk Backup vs. File Backup vs. Virtual Machine Backup

Sector-level disk backup is a process where the entire disk is being copied to another disk or a virtual
disk, or a container file. Disk backup doesn’t have to be aware of what'’s in the disk; disk backup is a
sector-by-sector copy of a disk and includes whatever may be stored on disk, including hidden areas,
encrypted files, file fragmentation, etc.

File backup is a process where the backup application processes each file or document separately. File
backup offers many benefits over disk backup, such as file versioning, where the entire history of a
document is available for restore. In addition, file backup can be tuned to quickly skip unchanged or
unwanted files in the backup. BackupChain also offers a way to change how each type of file is
processed (compression, encryption, deduplication, file history length, cleanup, etc.) depending on its
file extension.
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While disk backup is useful to take a backup of the Windows operating system in its entirety, it’s not
recommended as a replacement of file backups. Similarly, file backups alone can’t restore the Windows
operating system; hence, most IT administrators chose a hybrid backup strategy: A sector-level disk
backup when the server or PCis fully installed with all applications and perhaps once or twice a year
after that. File backups, on the other hand, are utilized to make sure all important documents are
backed up as often as necessary to avoid losses. Since file backups skip quickly all unchanged portions of
your file server structure, they can run several times a day without having an impact on your server’s
quality of service and without consuming excessive backup storage.

Virtual machine backup is a specialized backup process where backups of virtual machines are taken
from the host without interrupting or otherwise interfering with the virtual machines on the host. The
virtual machine backup process talks to the virtualization platform (for example, Hyper-V) to bring the
VM into a consistent state before backup. It then takes a consistent file backup of all relevant VM files,
which are then compressed, encrypted, and or deduplicated.

Compression

Compression is a method by which the size of a file is reduced based on repetitive patterns within a file’s
content. For example, if certain words repeat many times inside a Microsoft Word Document, the
compression program replaces each word with a much shorter code.

Some types of files usually do not contain repetitive patterns. For example, WAV, AVI, MP3, and other
media or music files are usually not compressible because their content is random and not repetitive.

On the other hand, text files, program files, databases, and virtual machine image files, usually contain a
good portion of blank space and repeated blocks; hence, it is recommended to compress such files.

BackupChain Backup Software is shipped with various presets so that it turns compression on and off
automatically depending on the type of a file; however, you change the configuration and determine
yourself whether you want to compress a given file type or not.

Encryption

Encryption is a method that “randomizes” data to a point where it cannot be recognized. Symmetric
cyphers are programs that use the same password and method to encrypt and decrypt information. If
you decide to encrypt your files, BackupChain will use an AES256 symmetric cypher to encrypt your files.
AES is an open international industry standard for data security and is considered one of the most
secure and efficient algorithms for encryption (see
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http://en.wikipedia.org/wiki/Advanced Encryption Standard for more information.)AES256 is also
HIPAA compliant.

Without a password it is usually impossible to recover an encrypted file. Therefore if you forget your
password there is no way to restore your backup files.

Deduplication (Delta Compression)

Deduplication, also known as Delta Compression, is a method that compares a file to its previous
contents. For example, if an incremental daily file backup is generated, BackupChain compares
yesterday’s copy with today’s file contents to find the actual differences. Then, a delta file is generated
that contains only the changes.

Differential deltas compare the changes that occurred between now and the first backup that was taken
(also called “full delta” or “full copy”).

Because delta files (the detected file content changes between backup cycles) may contain repetitive
patterns, it makes sense to compress them as well. BackupChain is configured to compress delta files
automatically to save even more space in your backup folder or device.

Backup Tasks

A backup task is a group of items you wish to back up in one process. For example, you can configure
BackupChain to back up your My Documents folder and your virtual machines at the same time.

Backup Tasks may be scheduled to run at predetermined times, such as every 30 minutes, every night at
10 PM, or weekly on Saturdays.

With BackupChain you can set up as many tasks as you need and run them simultaneously if necessary.

Scheduler: The Auto-Pilot

A scheduler is a background process that starts backup tasks automatically when the trigger event
occurs. BackupChain runs a scheduler as a Windows Service in the background; hence, you do not need
to be logged on to Windows for backup tasks to start. As long as the computer is switched on, backups
will start at the configured time intervals.


http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
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BackupChain’s scheduler supports several types of schedules:

Continuous: Run a task at given intervals. For example, every X minutes, hours, days, or weeks. The task
will be repeated indefinitely at specified intervals.

Daily: Run tasks every n days at a particular start time. For example, at 8 AM every third day, or 11PM
every night.

Weekly: Run tasks on specific days every nth week. For example, you can set up a task to run on
Mondays, Wednesdays, and Sundays at 9PM every second week.

Monthly: Run tasks on specific months, days of the month, and weeks of the month. Example #1: Run
backups on every 2" day of each month. Example #2: Run tasks every third Monday in January, March,
and June.

Network Folders

A network folder (or network share) is a data folder located on another computer connected through a
private local area network (LAN) or VPN (virtual private network).

There are two ways to access network shares and both require authentication. Authentication is the
transmission of a user name and password to the other computer before the remote computer grants
access to its files.

One way to access the network folder is using a UNC path. This is the method supported by BackupChain
and it’s also the most flexible method. These are several examples of UNC paths and how they should be
entered in BackupChain:

\\computername\foldername
\\computername.domainname\foldername
\\<ip address>\\folder asin: \\192.168.1.1\foldername

When connecting to a network folder it’s very important to let Windows know how to authenticate. The
user name should be prefixed with the domain or server network name or address to make it clear how
the authentication is to be made.

Examples for user names, instead of joe use: joesdomain\joe (in a domain setting)
OR

192.1.3.5\joe (in a workgroup or mixed setting to authenticate as user Joe created on server with
address 192.1.3.5)
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OR

Fileserver4\joe (in a workgroup or mixed setting to authenticate as user Joe created on server
“fileserverd”)

Domains and Workgroups

A Windows Domain requires a Domain Controller, which is a computer that manages user accounts and
their access permissions. Workstations and servers authenticate with domain controllers in order to
obtain access to resources on the local network.

A workgroup is a decentralized network approach without a domain controller. In a workgroup,
computers share resources when they belong to the same workgroup.

Windows User Accounts

Microsoft Windows uses a user session concept to protect your computer and network from
unauthorized access and damage resulting from malicious software, such as viruses.

Users may have restricted rights. For example, the built-in SYSTEM user has access to almost everything,
while a guest user account may not be allowed to access certain folders on the computer. Similarly, you
can share a folder to others on the network and specify which users can read and who is permitted to
write and delete inside that folder.

Most people are not aware of it but your computer runs several user sessions simultaneously. Each
Windows PC has a SYSTEM user and several other users with restricted access to files and network
resources. BackupChain’s background service, which actually runs the backups even when you are not
logged on to Windows, runs in the session of the local system user.

Anti-virus programs and other services on your computer run in different user sessions, invisible to your
personal user session. It is important to know that network connections are not visible to other user
sessions. Mapped drives and network shares cannot be created and authenticated in one session and
accessed by another. Hence, if you personally have access to a network folder, these access rights are
private to your user session. Other user sessions, such as the local system user, do not have the same
access permissions as you have. This was done that way for several reasons. First it protects your
machine from virus damage and security breaches. Second, it allows several people to work
simultaneously on one single computer (this is especially important for servers).
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Authentication

When connecting to a network drive it is important to understand how authentication works.

In Microsoft Windows, each computer may have several user accounts of its own and several users may
be logged in to the same computer simultaneously. For example, you may be logged in physically as user
“Sven” and system processes in the background may be using internal user accounts to run applications,
such as “SYSTEM”. In addition, Windows Servers permit multiple administrators to work via Remote
Desktop on the same server simultaneously, each with their own account and desktop screens.

Problems may arise when several users connect to the same remote server or when several similar user
names exist. This is why you should use the following pattern to connect to a network share:

\\servername.domainname\foldername
And then log in using this use name pattern:

Domainname\YourDomainUserName

If connecting to a computer that isn’t on a domain:
\\ RemoteServerName \FolderName
And use this user name pattern:

RemoteServerName\UserNameOn RemoteServer

This method ensures Microsoft Windows understands which user and which server you mean.
On a simple network without domains you can use a simpler login:
\\servername\folder

And log in with the user name.

Common Network Connection Challenges

BackupChain runs backups in a background service called “BackupChain Service” and it is using the local
system user session. Note: Backups do not run in the application visible to the user. Because the
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background process uses the local system user, that user needs to authenticate separately with each
network server used.

Your own user session may be connected to the network share but the local system user is a separate
session which has its own set of network connections, different from yours. When you add a network
share to BackupChain, it uses the login credentials you entered to authenticate with the other computer
on the network.

Note: You cannot use two different users to connect to the same server on the network. Example: Say
you have a server named dataserver and it contains two shares: datafiles and musicfiles. You can use
Dataserver\userl to connect to \\dataserver\datafiles and \\dataserver\musicfiles

You cannot connect two users to connect from one PC to one server:
Dataserver\userl to connect to \\dataserver\datafiles
And Dataserver\user2 to connect to \\dataserver\musicfiles

Note: The above limitation is a Microsoft Windows limitation and applies across all user sessions on your
computer. Hence you need to give the BackupChain the same user credentials that you use personally in
your user session. You cannot connect two different users to the same remote server simultaneously.

An alternative is not to use the local system user for BackupChain’s background service. Open the
Service Manager or Services from the Control Panel using the Windows Start menu. Look for the service
called “BackupChain Service” and open its properties (see screenshot below). Navigate to the Log On tab
and change the user from local system account to a local administrator or a domain administrator. If you
are on a domain, that user needs to be a local admin and also have permissions on the remote server. If
you want to change the user for BackupChain’s background service you have to select a local
administrator user.


file://///dataserver/datafiles
file://///dataserver/musicfiles
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BackupChain Service Properties (Local Computer ﬁ

ol

General | Log On | Recovery | Dependencies|

Log on as:

i7) Local System accourt

Allow service to interact with desldop
@ {This account: “\BackupChainAgert
Password: I IIIITIITIT]
Confim password: EEERERRRRRRR RS

Help me configure user account log on options.

OK || Cancel Apply

Network Drives Accessed via a Mapped Drive Letter

Do not use mapped drives in BackupChain. In fact, BackupChain will not show mapped drives in the
folder and file selection screens. The reasons have been stated in the previous section.

Mapped drives are user session specific. BackupChain’s background service runs as local system user
and does not have access to the mapped drives you use personally when you log in using your own user
name.

Instead you need to provide a UNC path to the network share with user name and password, see section
above. You may also need to change the Windows user for the BackupChain’s background service as
described in the previous section.
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What can BackupChain do for my business?

BackupChain Backup Software is specifically designed for small to medium sized companies and offers
you a multitude of configuration options so you can fully control your backup processes and the
characteristics of your backup data.

Mitigate Risks of Data Loss

Naturally the main function of backup software is to prevent data loss as much as possible. You need to
have a good sense of all common risks of data loss because most forms of data loss are preventable.

These are some typical causes of data loss:

e Fire.
e Storms.
e Floods.

e Software faults and errors, including the operating system.

e Accidental deletion by users.

e Hard drive faults: head crash, deterioration, etc. The expected lifetime of hard drives is usually
under two years.

e Virus, ransomware, and malware damage.

e Static discharge. For example on days with low humidity below 40% and carpets installed in the
office. Vacuum cleaners and other devices may be statically charged as well. Be aware of this
when near a computer.

e Humidity levels and condensation. Ideal levels should be kept between 40% and 60%. High
humidity levels can cause condensation. Dry levels can damage electronic parts.

e Electric shock caused by lightning strike to exterior structures in the vicinity of the building or
power lines.

e Electric surge caused by lightning or defect electric appliances connected in the same office or
household.

e Water damage. Fire sprinklers, flooding, or other leaks.

e Temperature. Do not expose computers to temperatures below 15 degrees Celsius (60 degrees
Fahrenheit) or above 27 degrees Celsius (80 degrees Fahrenheit) because electronic parts may
overheat. Low temperatures may lead to condensation.

e Mechanic shock. For example, a notebook may be dropped or a desktop may be struck
accidently while the hard drives are spinning.

e Magnetic fields. Magnetic fields caused by older TV sets or wiring can damage the sensitive
plates inside hard drives or electronic components on motherboards.
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e Incomplete data transport. For example data is copied to a new computer and users may not
notice that the transfer was not complete.

Protect Your Data Efficiently and Economically

Using BackupChain you can plan your backups and thereby save time, money, storage space, and
bandwidth. In addition, the built-in FTP server and client features allow you to set up your own remote
backup system.

Deduplicate and Save Space by Removing Redundancy

The deduplication (delta compression) technology offered by BackupChain offers incremental and
differential backups at the file level and is optimized to work with very large file sizes (> 1TB).

The deduplication process works as follows: first, a compressed full file copy is generated. At the next
cycle, BackupChain compares the current file to its previous version in the backup store. It extracts the
changes and creates an incremental delta file. Differential backups always compare the current file to its
most recent full copy in the backup store.

Incremental Backup

Incremental backup may also mean that only changed files are backed up. BackupChain skips files
automatically if they haven’t changed since the last backup. Incremental backup may also refer to
‘deduplication’, also known as delta compression. See previous section on how BackupChain performs
deduplication on a file basis.

Run Backups while You Work

BackupChain runs in the background and can process locked or exclusively opened files as well. For
example, BackupChain can back up your Word document while you are writing it and back up databases
and virtual machines while they are running without service interruptions.
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“Owning” your Own Data - No Technological Lock-In

Many other tools lock you in technologically to their software. Once you make a backup, so-called
container files are produced in the backup store. These container files are usually in a proprietary format
that cannot be opened using standard tools; hence, even if you have backup you may not be able to get
access to your own data unless you use the software that generated it.

BackupChain does not use container files. BackupChain replicates the exact folder structure from the
original folder to the backup media. It uses open-standard file formats, such as ZIP or 7Z files which can
be opened on any computer without BackupChain. The only exception is the “FastNeuronDelta” format
which is BackupChain’s proprietary file format for incremental / deduplicated file backup. This format is
necessary because there is no open standard for deduplication; however, you can fully configure how, if,
and when to use each file format to match your specific in-house backup requirements.

Sector-Level Disk Image Backup (P2V, V2P, P2P, V2V)

Sector-level disk image backup in BackupChain offers several advantages. Physical disks can be copied to
either physical disks or virtual disks and vice versa. The supported formats are VHD, VHDX, VDI, and
VMDK. The resulting physical to virtual (P2V) or virtual to physical (V2P) conversions are bootable as
VMs or physical machines in most circumstances. Virtual disks may be mounted to Windows (VHD,
VHDX, depending on Windows version) or you can use the BackupChain tool to access disk images and
restore files individually without restoring the entire disk image.

Physical to Physical Disk Copy (P2P) / Disk Cloning

Copying physical disks to physical disks on a schedule allows you to always have an independent boot
disk or data disk available when the original disks fail.

¢ Copy RAID array disk contents to a single disk, which can be simply plugged in or brought online (via
Windows Disk Management) when needed. Or the disk can be plugged into another server at any time.

* Copy the system disk or data disk to another disk. Unlike a typical mirror RAID you now have some
reaction time in case of a virus attack or accidental deletion. Also the disk can be placed offline or
physically removed from the server for additional safety and security, for example to protect against
ransomware or theft.

See the section “Create a new disk backup task” on page 29 for detailed how-to instructions.

Physical Disk to Mounted Virtual Disk Copy: Disk to Disk Copy over LAN
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Physical disk to a virtual disk appearing as physical can be achieved over the network:

Create VHDs on target server and share the VHD files using a network share. Mount the VHDs on the
other server where you plan to run the backup via Disk Management. They now appear as “real”
physical disks even though they are VHDs stored on a network server.

Then create a physical disk to disk copy task in BackupChain to copy each disk to its own target disk. In
case of a disaster the disks are immediately accessible on the target server or any other server over the
network. The VHDs can be attached to VMs if need be (and booted) or simply attach them via Disk
Management to any computer you want to access files immediately.

See the section “Create a new disk backup task” on page 29 for detailed how-to instructions.

Live VM Conversion (V2V)

Another unique feature in BackupChain is its ability to back up live virtual machines into a different
virtual disk format, while running and without interruptions. You could for example, convert a VM from
VMware Workstation to Hyper-V or VirtualBox and vice versa.

See the section “Create a new disk backup task” on page 29 for detailed how-to instructions.

Physical to Virtual (P2V) and Virtual to Physical Conversion (V2P)

A virtual disk can be converted and copied to a physical disk and vice versa.

See the section “Create a new disk backup task” on page 29 for detailed how-to instructions.
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General File Backup

File backup is more than just a simple file copy. BackupChain can be configured to keep track of file
histories so you can go back in time and restore old versions of a file.

In addition, BackupChain uses VSS technologies to obtain valid, consistent, and reliable live copies of
files when these files are in use. Copying files by hand does not provide a consistent view of the files and
folders being copied. Some application or another user may be modifying, moving, adding, deleting files
while the folder is being copied. The result of a manual copy is hence not guaranteed to contain exactly
the same information as when the copy began. BackupChain, on the other hand, uses a snapshot
mechanism to guarantee that all files and folders are copied exactly and consistently to the target
media, as they were when the backup commenced, even if the backup job takes a long time and other
users have since modified the files being backed up.

BackupChain can be configured to process files depending on their type. For example, you may wish to
ZIP compress Microsoft Word files and keep the last 100 versions of each document, but in the same
task you may want to deduplicate VMDK files with compression and set a file version limit of only three
copies.

Files may be backed up to a network share, an external drive, a local drive, or an FTP / FTPS server.

Virtual Machine Backup (Hyper-V, VMware, VirtualBox, CSV)

BackupChain’s tools are optimized to perform live virtual machine backups using Hyper-V (including
Cluster Shared Volumes), VMware, VirtualBox, and other platforms that are VSS compliant.

For Hyper-V, BackupChain offers a single-click and restore feature which configures itself automatically.
For other platforms, such as VMware, simply point BackupChain to the folder containing the virtual
machine files.

An important part of virtual machine backup is deduplication (delta compression). Instead of generating
full virtual machine copies, BackupChain detects the changes that occurred between backup cycles and
extracts and compresses them into a delta file. Using this technology a daily backup is usually only 1 to
5% of its original size.

Another important strength of BackupChain is its quick processing ability, which can be configured to
use all available CPU cores during deduplication.

Database Backup
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Databases contain a lot of redundancy; therefore, data compression and deduplication are very effective
means to back up database files.

BackupChain’s delta compression feature performs a quick scan and generates delta files of each
database every time it backs them up. This is the fastest and most economical way to back up database
container files.

Set up Your Own Online Backup System

One of BackupChain’s unique features is its built-in FTP / FTPS server. An FTP server is needed to receive
backup files from other computers over the Internet.

Many customers use BackupChain to connect their office and home computers or connect two servers
in different offices. The idea is to back up one computer’s files to the other and vice versa. That way you
don’t need to have a backup store or pay for online storage because each computer uses the other as its
backup store.

In addition, you can set up a centralized backup server and have workstations back up to that
centralized server locally or over the Internet.

Alternatively you can use a compatible standard FTP server on the Internet that is hosted by a third
party.

Many online backup hosting services have switched to BackupChain. Using BackupChain at the client site
as well as the receiving end eliminates most incompatibility problems that other solutions involve.
Contact FastNeuron sales or support for more information if you plan to deploy BackupChain in a large
scale environment.
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Getting Started

Minimum Requirements

o A Microsoft Windows PC or Server with 1GB RAM.

e Ensure at least 512 MB RAM are available for optimum performance.

e Supported Workstation Operating Systems: Microsoft XP, Vista, Windows 7, Windows 8, and
Windows 10.

e Supported Server Operating Systems: Windows Server 2003, Windows Server 2008 R1 / R2 incl.
Core Installations, and Hyper-V Server 2008 R2. Windows Server 2012 / R2, its Core installations,
Hyper-V Server 2012 R2, Windows Server 2016 and Hyper-V Server 2016, Windows Server 2019
and Hyper-V Server 2019.

e A .Net framework installation is almost never necessary. BackupChain can run on .Net
Framework 2.0 (already included in Vista, Windows 7, and Windows Server 2008);.Net
Framework 2.0 SP2 is recommended if only .Net 2.0 is installed, but not required. .Net
Framework 4 is also supported (preinstalled in Windows 8, 10, Windows Server 2012 — 2019)
and a separate .Net 2.0 or 3.5 installation is not required. BackupChain can run on either or both
framework versions. A .Net Framework installation is hence not required in all current cases,
except from Core installations of Windows that do not have any .Net runtime installed. For more
information for Windows Core .Net installation, visit http://backupchain.com/dotnet

e System drives should have at least 10% free space available or 5 GB (This is not for BackupChain
but to ensure enough resources are available during the backup process).

Feature List

e Live Virtual Machine Backup

e Live disk backup (physical to physical disks, physical to virtual disks, virtual disk to physical, and
virtual to virtual disk)

e Optional secure login requirement to prevent unauthorized access to backup settings

e Ability to remotely control other instances of BackupChain via a centralized console view

e Configurable file backup settings per type.

e Live database backups

e Verification of sector-level disk backups at file and sector level

e Verification of file level backups, stored locally and at remote sites

e Parallel, multitasked file backup also available within a single task.

e Parallel backup job execution (Backup Concurrency).

e Configurable CPU core usage (1 to all CPU cores).


http://backupchain.com/dotnet
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Configurable retention period in time periods and also in number of backup versions.
Delayed deletion: configurable time to retain files that have been deleted at the source.
Quick and economic incremental and differential backups.

Continuous Server Backup and Protection.

Efficient Locked File Handling via VSS.

Built-in FTP and FTPS Server (secured and encrypted FTP over TLS).

Remote Backups using built-in FTP / FTPS Server.

In-file Delta Compression / deduplication create smaller backups and minimize bandwidth
requirements.

Fully Configurable File Versioning based on file types.

Advanced Scheduler.

Email Alerts.

Capable of backing up millions of files of any size.

FTP / FTPS backups.

Network to disk, disk to network, and network to network backups.

Granular backup (backup files stored inside VMs from the host)

Granular restore (restore files from VM disk images and physical disk images without having to
restore the entire disk)

Military-strength encryption AES 256 (FIPS and HIPAA compliant).

Unattended mode runs in a Windows service.

Backup concurrency: Start several backups at the same time.

Full CPU utilization (limit to one CPU core is possible).

Unicode file name handling: all languages supported.

Support for ultra-long file names (32768 characters long), even when creating ZIP files and using
FTP.

Support for files larger than 4GB even with ZIP compression (64-bit file sizes are possible).
Selective file restore of old file versions; search for old versions via date and time filter.
All Windows Server Editions (2003 to 2016) and Workstations XP, Vista, Windows 7, Windows 8, and
Windows 10 are supported.

Support for Hyper-V Server 2008 / R2 and Windows Server 2008 / R2 Core installations.
Support for Hyper-V Server 2012 / R2 and Windows Server 2012 / R2 Core installations.
Support for Hyper-V Server 2016 and Windows Server 2016 Core installations.

Support for Hyper-V Server 2019 and Windows Server 2019 Core installations.

Restores file folder structure as of time of backup.

Installation Instructions

You need administrator rights in order to install BackupChain.
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Download the BackupChain package http://backupchain.com/BackupChainSetup.zip
and run it as administrator.

On Hyper-V Server 2008 R2 or Windows Server 2008 R2 Core Installations

From the command line execute the following commands to install the .Net Framework 2.0:
start /w ocsetup NetFx2-ServerCore

start /w ocsetup NetFx2-ServerCore-WOW64

If the above lines do not work with your Hyper-V OS version, try these:
DISM.exe /online /enable-feature /featurename:NetFx2-ServerCore

DISM.exe /online /enable-feature /featurename:NetFx2-ServerCore-WOW64

Then change directory to the folder containing BackupChainSetup.exe (available from our download
page) and run:

BackupChainSetup.exe

To start BackupChain after installation, run: C:\Program Files\FastNeuron
Inc\BackupChain\BackupChain.exe

On Hyper-V Server 2012 - 2019 or Windows Server 2012 -2019 Core Installations
The .Net Framework v4 is already preinstalled; there is no need to install anything.

To start the BackupChain Monitor after installation, run: C:\Program Files\FastNeuron
Inc\BackupChain\BackupChain.exe

On Windows 8, Windows 10, Windows Server 2012 - 2019 Installations

The .Net Framework v4 is already preinstalled; there is no need to install anything.

Introducing BackupChain Backup Software Features
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This section describes each feature step-by-step to give you a complete tour of the product.

Sector-Level Disk Backup Strategies

Disk backup can be done in very many combinations of strategies and each strategy offers its own pros
and cons.

How Disk Backup Works: A consistent view of the disk contents is obtained by VSS. VSS also ensures
that services prepare for live backup and prepare their data structures on disk so that the resulting disk
image is application-consistent as well as crash-consistent.

Important Note: VSS cannot ensure consistency of non-Windows partitions and disks and offline disks.
For example, if you attach a physical disk directly into a VM, that disk cannot be backed up from the
host; instead, it must be backed up from inside the VM.

Disk backup via disk copy: By setting up a live disk to disk copy task you can clone a physical disk to
another and have it ready to boot or access when disaster strikes. You will have to use a disk of the
same exact size or larger than the original. This strategy also works with RAID disks that may be
implement using several disks combined. For example a three disk stripe array can be copied to a single
disk with sufficient capacity. The clone can then be booted alone if the RAID fails.

Make sure your boot settings are configured to force booting from the “correct” disk. Once you have
several bootable disks in the server, the BIOS might use the “wrong” one next time you boot.

Disk backup via virtual disk conversion: BackupChain can create a virtual disk (formats: VHD,
VHDX, VMDK, and VDI) from a physical disk. You can use this strategy to create a bootable virtual disk
that can be mounted to a virtual machine and booted at any time. VHDs and VHDX may be used to boot
directly from if added to the Windows boot configuration via bcdedit.exe

Virtual to virtual disk backup: Say you have a VM running Hyper-V. On your backup server you have
VMware Workstation. You can convert the Hyper-V VM live and without interruptions into a VMDK,
which you store on your backup server. There you can boot the VMDK any time you want. BackupChain
can convert any VM from and to Hyper-V, VirtualBox, VMware Workstation / Server, and Virtual PC in all
combinations.

Virtual to physical (i.e. Disk restore): You can copy the contents of a virtual disk back to a physical
disk and boot from it with a physical machine. By backing up your physical disks to virtual disks and
restoring from virtual disk to physical, you have basically implemented a traditional backup scheme
where the virtual disk is the backup medium.

Remote disk backup via copy: Mounted virtual disks are offered in Windows 7 and Server 2008 and
later. You can mount VHDs that sit on a network share on your LAN somewhere. These virtual disks
appear in Windows like a real physical drive. In BackupChain you can set up a task to copy the server’s
disks to the mounted disks on a schedule. In case of a disaster, these VHDs can be mounted anywhere
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on the LAN as physical disks and you can access data from them directly. Alternatively you could attach
these VHDs to a virtual machine and boot immediately.

Backing up Virtual Machines
Please refer to the Tutorial section on page 134 onwards. The sections below discuss general features,
such as email alerts, scheduler, etc.

Creating a New Disk Backup Task

This section explains how to back up, copy, or convert entire disks using a “disk to image backup” task. If
you want to back up file server documents, virtual machines, or databases, please refer to the next
section: “Create a New Task” on page 46.

Definition of terminology

This manual uses the terms “conversion”, backup, and copy interchangeably. Physical disks are
converted to other physical disks or virtual disks. A conversion is similar to a copy and can be used as a
backup image file that you can use to restore the entire system from. Copying from disk to disk may
include additional operations beyond the straight copy and is hence more of a conversion than a true

copy.
Disk Cloning

Windows requires all mounted physical disks to have unique identifiers. Copying disks on a live system,
hence, requires that the “copy” must be assigned a new identity before it can be mounted. BackupChain
takes care of this issue so that Windows permits the original and the “clone” to coexist side-by-side
without clashes. However, BackupChain performs some modifications on the target disk in order to
achieve this. If you are using a 3"-party boot loader, other than the standard Windows boot loader, the
cloned disk might, if it is a Windows operating system boot disk, not boot correctly.

Getting started
To create a new disk backup task, click “New Task” from the main window, select “disk to image backup”
and enter a task name:
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bCCreate a Mew Backup Task Wizard -- BackupChain

SelectBackupType| Help |Di5kImaging Finished

Welcome to BackupChain's Backup Task Wizard!

This wizard guides you through the main functions of BackupChain and assists you in setting up a backup task. Backup tasks store all your

settings for future use, Tasks may be scheduled or may be run manually whenever you need to run a backup, Once saved, you may fine-tune
your backup task later in the Main Screen, where all features of BackupChain are available,

Create Task on Server: backupchain-PC

Enter a Task Name: Windows Disk Backup Example Task|

Please select the purpose of this backup task:

I'want to back up documents and file server data...

"} File-Level Backup

[File Server and Version Backup.
Use for file server data, documents, ete,

Files are placed individually in backup folder.
Do not use for VMs)

I'want to back up virtual machines...

) Hyper-V Backup (Server) ) Hyper-V Backup (Client) ) VMware Backup
[Automatic [File-based, recommended only for
or Granular Backup) ‘Windows 8-10 = Pro Edition]

) virtualBox Backup

[Vhware Workstation, Player,
VMware Server backup)

Iwant to back up the Windows boot disk or sector-level backup...

(*) Disk to Image Backup (Sector-Level) ) Disk Cloning (Sector-Level) ) Restore Disk Image Backup (Sector-Level)
[Sector-based backup of a physical disk into
a disk image file, This is usually only done

(Sector-based copy of a physical disk to [Restore a disk image
to back up operating system disks)

another physical disk. This can be used for file to a physical disk)
‘Windows operating system boot disks as
well as data disks)

I'want to convert physical and virtual machines / disks...

 pav 0 vap 0 vav
[Physical disk to virtual disk conversion) [Virtual disk to physical disk conversion] [Virtual disk format conversion)

Other backup task types:

[ SQL Server Backup

[Backup SQL Server [Backup all VS5 aware services,
and MSDE Databases) Use anly if no other backup type suits)

) Universal Backup

Then click “Next Step” and have a read through the various helpful hints that appear. Then click “Next”
again to reach the following screen:
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bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type | | Help | | Disk Imaging Finished

steps.

Below select the source disk and target disk, If you want to back up several disks simultaneously, click "Add Disk” to add additional backup

For P2V, V2P, and V2V conversions, simply select the source disk type and target disk type to set up the kind of conversion you need.

Disk Step #1

Disk Selection | Options

Hide Settings

Backup Type

Source Disk

Selected Source Physical Disk:

Target Disk Image File

Target File:

Virtual Disk Format
©) VHD (< 2TB)

Virtual Disk Type

Same as Original

|:| Apply universal boot settings

(@ VHDX (= 64TB)

Pre-allocated, Fixed Size

selected Backup Type: Disk to Image: Copy physical disk to virtual disk image (P2V)

(©) VMDK (= 2TE)

Pre-allocated, Sparse

BErowse

(©) VDI (= 2TE)

@ Dynamically Expanding

Add Disk

| Help | | Refresh |

In the above screen you need to choose the type of backup (“disk to image” is preselected above), then
the physical source disk and the target file for your backup image.

Disk to image backup (Copy physical disk to virtual disk image)

Copying a physical disk to a virtual disk creates a backup file with the disk contents on it.

You can later

e Restore the machine by copying the virtual disk back to a physical disk.
e Mount the virtual disk to extract files and folders (VHD and VHDX via Windows Disk
Management), or use BackupChain’s granular restore tool (Disk Tools->Browse Disk Images and

Virtual Disks) for all formats

o Immediately boot the virtual disk as a VM by creating a “dummy” VM and attaching the virtual

disk to the virtual IDE controller.
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Select Source Disk M=l B3

Please select one disk:

Disk Murnber Faurt Poirts Capacity Space Uszed Type todel Layout Serial =

0 Ch DS B B B [oful 7'M | HE

1 Zh 273TE 751.56 GB Basic Seagate STI000DMOMT-1CHT SCS1 .. GPT: 4cbco?d]-7d72-4166-841 07 1h...

B C:\backupmount... 364 TB 364 TB Bazic Seagate Expangion Deszk USE Device  GPT: 72c35055-86ea-11e4-B12(-00155...  MA4MELST

7 C\backupmount... 364 TB 209TB Basic Seagate Backup+ Desk USE Device GPT: cbE7d701-83a7-11e4-80bb-0015...  MATDODJZH

g C\backupmount... 364 TB 248TB Basic Seagate Backup+ Desk USE Device MER: 9AABFD 3 MATEF12P

9 C:\backupmount...  3E4TE 277 TB Basic Seagate Backup+ Desk USE Device GPT: ch87d707-83a7-1124-80bb-0015...  MATERZAT

10 C:vbackupmourt... 364 TB 364 TH Basic: 5T4000DM 000-1F2168 USE Device  GPT: ch87d70c-83a7-11e4-80bb-0015,

11 C\backupmount... 459 TB 327 TB Basic Seagate Backup+ Desk USE Device MEBR: 34454034 MATECHTG

1? C:\backupmount...  3.64 TB 2497TB Basic Seagate Backup+ Desk USE Device  MBR: 94432893 MATEBZID | 'I

4 3
Refiesh Ok | Cancel |

BackupChain supports raw disks, basic and dynamic disks (see https://technet.microsoft.com/en-
us/library/bb726994.aspx for definition of terms), and GPT as well as MBR partition layouts.

After you select your source disk, click OK. The selection then appears in the backup/conversion step:


https://technet.microsoft.com/en-us/library/bb726994.aspx
https://technet.microsoft.com/en-us/library/bb726994.aspx
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b€ Create a New Backup Task Wizard -- BackupChain

Select Backup Type | | Help | | Disk Imaging Finished

Below select the source disk and target disk, If you want to back up several disks simultaneously, click "Add Disk” to add additional backup
steps.
For P2V, V2P, and V2V conversions, simply select the source disk type and target disk type to set up the kind of conversion you need.

Disk Step #1 Hide Settings

Disk Selection | Options

Backup Type

selected Backup Type: Disk to Image: Copy physical disk to virtual disk image (P2V) -

Source Disk

Selected Source Physical Disk:
Disk #1: 238.47 GB [E\\}, GPT, EFI{Boot), Madel: Samsung 55D 860 PRO 256GE ATA Device, Serial: 34533831474 e4b413031343

Target Disk Image File

Target File:

Virtual Disk Format
©) VHD (< 2TB) @ VHDX [ 64TB) ©) VMDK (= 2TB) (©) VDI (= 2TB)

Virtual Disk Type

Same as Original Pre-allocated, Fixed Size Pre-allocated, Sparse @ Dynamically Expanding

|:| Apply universal boot settings

| Help | | Refresh |

Note: Dynamic physical disks must be converted all combined in one step by adding additional disks to
the above screen using the Add Disk button. Dynamic disks in Windows (not to be confused with
expanding virtual disks, see https://technet.microsoft.com/en-us/library/cc737048 for a definition)

allow spanned, striped, and mirrored volumes that may span several disks. If you want these disks
imaged you must select all of them to be converted simultaneously. You can add additional conversion
steps (i.e. disks) by clicking the “Add Disk” button. Each disk will then be converted to its own virtual disk
or physical disk target.

Specifying the target file

Enter the full file path to the virtual disk you would like to create or click browse to select a target file
location or network location. Our example below backs up to Z:\backup-vhds\servermaindisk.vhd:


https://technet.microsoft.com/en-us/library/cc737048
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Click “Browse” to specify the target image file, which could be stored on a local disk path or a network
share.

Browse

Browse Local Folder

Browse Metwork Folder
| [

Once you select your target folder, the ‘target file’ field shows your selection:

bCCreate a Mew Backup Task Wizard -- BackupChain

| Select Backup Type | | Help | | Disk Imaging | Finished

Below select the source disk and target disk, If you want to back up several disks simultaneously, click "Add Disk” to add additional backup
steps.

For P2V, V2P, and V2V conversions, simply select the source disk type and target disk type to set up the kind of conversion you need.

Disk Step #1

Hide Settings
Disk Selection | Options
Backup Type
Selected Backup Type:  pjsk to Image: Copy physical disk to virtual disk image (P2V]) T

Source Disk

Selected Source Physical Disk:
Disk #1: 235,47 GB (E\), GPT, EFI[Boot), Model: Samsung 550 860 PRO 256GE ATA Device, Serial: 34533531474e4b413031343

Target Disk Image File
Target File:  Csample target folder\disk_1_drive_E.vhdx

Virtual Disk Format
©) VHD (< 2TB) @ VHDX [ 64TB) ©) VMDK (= 2TB) (©) VDI (= 2TB)

Virtual Disk Type

Same as Original Pre-allocated, Fixed Size Pre-allocated, Sparse @ Dynamically Expanding

|:| Apply universal boot settings

| Help | | Refresh |

Below the target file you see several options. The first row is the target format (VHD, VHDX, VMDK, and
VDI). The only format that supports disks larger than 2TB is VHDX. If you intend to use your backup file
to boot the image as a virtual machine, note that VHD and VHDX can be used in Hyper-V, and all formats
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except VHDX should work in VirtualBox. VMware Workstation and Player can handle VMDK and VHD,
whereas for ESX/vSphere you need VMDK.

The above screen requires at least two choices to be made: the virtual disk format (VHD, VHDX, VMDK,
and VDI) and whether you want a pre-allocated, fixed sized virtual disk or a dynamically expanding
virtual disk.

A dynamically expanding virtual disk will only hold the data volume that is actually occupied in the
physical disk and will hence be smaller than the original disk. For example, if your physical disk is 2 TB
and only 100 GB are occupied, the virtual disk grow to be around 100 GB as well after the backup
completes.

Choosing a virtual disk target type
If your source disk, the physical hard disk, is 2 TB or less, you can choose any virtual disk type; however,
if your disk is above 2 TB you can only use VHDX.

Note that VHDs can be used in Hyper-V and some versions of VMware Workstation and VirtualBox.
VHDs may be mounted to Windows 7 and Windows Server 2008 and later.

VHDX, at the time of this writing, can only be used in Hyper-V or mounted as a disk in Windows 8 or
Windows Server 2012 and later.

VMDK can be used on VMware Workstation and ESX. VMware offers a tool to mount VMDK as a disk to
Windows.

VDI can be used in VirtualBox.

All formats can be opened in BackupChain for a granular restore via the main menu Disk Tools->Browse
Disk Images & Virtual Disks. There you can restore / extract individual files and folders without having to
restore the entire disk.

Physical to Physical Disk Copy (Disk to Disk: Sector level copy)

Physical disk copy allows you to have a copy of your hard drive immediately accessible.
Example usage:

e Copy RAID array disk contents to a single disk, which can be simply plugged in or brought online
(via Windows Disk Management) when needed. Or the disk can be plugged into another server
at any time.
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e Copy the system disk or data disk to another disk. Unlike RAID you have some reaction time in
case of a virus attack or accidental deletion. Also the disk can be placed offline or physically
removed from the server for additional safety and security.

e Copy multiple disks to another set of disks for a complete clone of the current server.

e Physical disk to disk backup over the network: Create VHDs on another server and share them
using a network share. Mount the VHDs on the other server where you plan to run the backup.
The disks now appear as “real” physical disks. Create a physical disk to disk copy task in
BackupChain to copy each disk to its own target disk. In case of a disaster the disks are
immediately accessible on the other server or any other server over the network. The VHDs can
be attached to VMs if need be (and booted) or simply attach them via Disk Management to any
computer you want.

To copy one physical disk to another, select “Disk to Disk: Sector-level copy physical disk to physical
disk” in the Disk Imaging tab screen as shown below:
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bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type | | Help | | Disk Imaging Finished

Below select the source disk and target disk, If you want to back up several disks simultaneously, click "Add Disk” to add additional backup
steps.
For P2V, V2P, and V2V conversions, simply select the source disk type and target disk type to set up the kind of conversion you need.

Disk Step #1 Hide Settings

Disk Selection | Options

Backup Type

selected Backup Type: Disk to Disk: Sector-level copy physical disk to physical disk -

Source Disk

Selected Source Physical Disk:
Disk #1: 235,47 GB (E\), GPT, EFI[Boot), Model: Samsung 550 860 PRO 256GE ATA Device, Serial: 34533531474e4b413031343

Physical Target Disk

Selected Target Physical Disk:

Disk #0: 3.64 TB X\, GPT, Model: TOSHIBA MGO3ACA400 ATA Device, Serial: 4 14K276FF

Please check this setting carefully--this is the disk that will be deleted!

[ Apply universal boot settings

| Help | | Refresh |

Then click “select” to choose the target physical disk.

Note that the target disk will be deleted when the backup task is run.

The target disk has to be either larger or the same exact size as the original. Virtual disks mounted in
Windows (VHD or VHDX) using Windows Disk Management may also be used as targets or source disks.

Note: Please make sure your boot settings are configured to force booting from the “correct” disk. Once
you have several bootable disks in the server, the BIOS might use the “wrong” one next time you boot
and if they happen to be clones, it will be easy to confuse them as the original.

Important notice regarding disk to disk live backups
When copying one physical disk directly to another live (while Windows is running), BackupChain needs
to make changes to the destination disk in order for Windows to be able to function and boot correctly
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with both disks being mounted side-by-side. For example, BackupChain has to assign a new ID to the
destination disk to avoid issues, since all operating systems expect each disk to have a unique identifier.
In addition, the boot loader of the target disk needs to be modified to make the copied disk bootable
just as the original. BackupChain can only take care of Windows boot loaders. If you are using a different
boot loader product or operating system, you may need to edit the boot settings to work with the new
disk ID.

If you intend to take the physical disk copy and boot it elsewhere, please ensure the BIOS is set to the
same boot setting (EFI / UEFI or legacy) as the original server where the backup was made. It also helps
to boot first into safe mode to give Windows an opportunity to switch critical boot-related drives if need
be. In addition you can run the BackupChain tool “Prepare disk to boot as VM” (Disk Tools in main
menu) and alter the boot settings before attempting to boot on completely new hardware. If possible
try booting using an IDE / SATA port first. Once Windows is booted you can install RAID drivers if need
be and attach the disk to a RAID controller.

Automatic Cleanup of 0Old Virtual Disk Backups

Once you save the task, in the main screen you will find a new tab “Imaging Options”:

Disks | Imaging Options | Schedule Ciptions Speed Log Log Options [ty

Backup Versioning of Virual Disk Tangets
[] Clean up backup version history before backup {not recommended)

Disk Backupsto Keep: 3 -

The above screen offers a field at the bottom “Disk Backups to Keep = 3” where you can specify how
many backup files you wish to keep. The “3” above means you want to keep the last three virtual disk
backup files created by BackupChain. After that, the oldest backup file will be deleted at the end of each
successful backup cycle. You can change the number or enter ALL to keep all virtual disks created. Since
each virtual disk created will be quite large, you will want to limit the number of virtual disks created
depending on the backup storage size you have available.
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Note that here BackupChain includes an additional option “Clean up backup version history before
backup” which is not recommended unless you are using backup rotation or multiple backup targets. By
default, BackupChain deletes the oldest backup file after a backup cycle completes successfully. This is
to ensure there is always at least one good backup to restore from. In certain circumstances you may
want to delete the oldest backup before placing the newest backup, for example when backup storage
space is very limited and you have another backup on different media. However note that using this
option could possibly result in having no backup to restore from in case the backup is stopped or fails.

Backing up Several Disks Simultaneously

Use the “Add Disk” button to add additional “Backup / Conversion” steps as needed. Whenever you
have a server with multiple hard drives where one service is accessing more than one, you may have to
back up all disks simultaneously. For example, SQL Server may use be using the system disk as well as
disk #2 to store the bulk of its database records. In that case you would select disk #0 (assuming that’s
the system disk), then click ‘add disk’ and in the new section, select “disk #2” as the source.

When you back up several disks simultaneously, the backup is consistent in time and the resulting virtual
disk backup files are consistent to each other as the backup was taken at the same point in time for all
disks.
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Virtual Disk Conversion

A unique feature in BackupChain is its ability to convert virtual machines live from one format to
another without interrupting or otherwise affecting the original VM.

For example you could convert Hyper-V VMs to VMDKs and power them up using VMware Workstation
in case of a disaster. Alternatively you could convert VMs live in order to migrate them from one
platform to another, such as from VMware Workstation to Hyper-V.

Similar to the instructions of the preceding section, create a new task of “V2V” type. The example below
converts a Hyper-V VHD to a VMDK to be used in VMware Workstation:

I'want to convert physical and virtual machines / disks...

O pav ) va2p w2y

[Physical disk to virtual disk conversion] [Virtual disk to physical disk conversion) (Wirtual disk format conversion)

Then in the next screen we select the source VHD and the target VMDK file we want:
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bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type | | Help | | Disk Imaging Finished

Below select the source disk and target disk, If you want to back up several disks simultaneously, click "Add Disk” to add additional backup
steps.
For P2V, V2P, and V2V conversions, simply select the source disk type and target disk type to set up the kind of conversion you need.

Disk Step #1 Hide Settings
Disk Selection | Options
Backup Type
selected Backup T¥pe:  mage Format Conversion: Convert virtual disk image to another format [V2V) -

Source Disk Image File

Qriginal file:

BErowse

dwirtual\Ubuntu Server.vhd

Supported virtual disk formats: VHDY, VHD, VDI, and VMDK, [ Perform Live VM Conversion

Target Disk Image File

Target File:  zConverted VMs\Ubuntu.vmdk

BErowse

Virtual Disk Format

(©) VHD (= 2TE) (©) VHDX (= 64TB} @ VMDK (= 2TE) (©) VDI (= 2TE)

Virtual Disk Type

@ Same as Original () Pre-allocated, Fixed Size () Pre-allocated, Sparse  (©) Dynamically Expanding

Apply universal boot settings

Help

|

| | Refresh |

Note the option “Perform Live VM Conversion” has to be checked if you want to back up or convert this
VM while it’s running. In the case of Hyper-V, this conversion will be made application consistent and
you will notice in the Hyper-V Manager the VM switching to a live backup state (no interruptions will
occur unless Hyper-V pulls the VM into a Saved State at its own discretion. Contact our tech support for

details).

The file Z:\Converted VMs\Ubuntu.vmdk will be produced from the Hyper-V VM while the VM is
running. The VMDK can be directly attached to a new VMware Workstation or ESX VM and booted in
most cases. An intermediary step may be necessary for some VMs, see sections below. The intermediate
step can be included in the screen above by selecting ‘apply universal boot settings’, which alters the

VM'’s boot settings to be more compatible with VMware in this case.
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Automatic cleanup
If your target disk above is a virtual disk and you intend to run this backup repeatedly, BackupChain

offers an automatic cleanup mechanism. See page 38 for details.

Image to Disk: Copy virtual disk image to physical disk

Instead of copying a VHD to another virtual disk you can also copy the virtual disk contents to a physical
disk. This way you can convert the VM to boot as a physical machine. Note that some modifications may

be necessary on some systems.

The screen below shows how to configure a physical disk target. Select ‘lmage to Disk” as the backup
type, then the virtual disk source file, and finally the physical target disk.

Note that the target disk will be deleted when the backup task is run.




Page |43

bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type | | Help | | Disk Imaging Finished

Below select the source disk and target disk, If you want to back up several disks simultaneously, click "Add Disk” to add additional backup

steps.
For P2V, V2P, and V2V conversions, simply select the source disk type and target disk type to set up the kind of conversion you need.

Disk Step #1 Hide Settings

Disk Selection | Options

Backup Type

selected Backup T¥pe:  mage to Disk: Copy virtual disk image to physical disk [V2P) -

Source Disk Image File

Supported virtual disk formats: VHDY, VHD, VDI, and VMDK, [ Perform Live VM Conversion

Physical Target Disk

Selected Target Physical Disk:

Please check this setting carefully--this is the disk that will be deleted!

[ Apply universal boot settings

Original file:  gowirtual\Ubuntu Server.vhd

Disk #0: 3.64 TB X\, GPT, Model: TOSHIBA MGO3ACA400 ATA Device, Serial: 4 14K276FF

Help

| | Refresh |

Note: Make sure your boot settings are configured to force booting from the “correct” disk. Once you
have several bootable disks in the server, the BIOS might use the “wrong” one next time you boot.
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Disk Backup Verification

All disk backup processes (P2P, P2V, V2P, V2V) can be verified on either block or file level or both as
shown below:

bCCreate a Mew Backup Task Wizard -- BackupChain

| Select Backup Type | | Help | | Disk Imaging Finished

Below select the source disk and target disk, If you want to back up several disks simultaneously, click "Add Disk” to add additional backup
steps.

For P2V, V2P, and V2V conversions, simply select the source disk type and target disk type to set up the kind of conversion you need.

Disk Step #1

Hide Settings

Disk Selection | Options

[l Prepare all services for backup (application consistency)

[l Skip disk space marked as free
Verification Options

Verification Method:

File Level =
Folders to exclude: ‘temp -
Do not enter drive letters,
for example:
‘temp
Windows

Add Disk

| Help | | Refresh |

The option shown above “Prepare all services for backup (application consistency)” causes BackupChain
to send a signal to all VSS aware services to prepare for backup. Use this option if the server runs a VSS
aware service, such as SQL Server, modern versions of Oracle, Microsoft Exchange Server, etc.

The option “skip disk space marked as free” allows BackupChain to skip disk storage blocks if they are
explicitly marked by the file system as free, such as free space on the volume “C:".
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Verification can exclude certain paths. Enter each path in a separate line and do not enter drive letters.
The above example excludes the path “\temp” from verification. Since verification prolongs the time
needed to complete a backup, it makes sense to reduce the verification volume when possible. The
above example excludes the \temp folder as it holds uncritical files that do not have to be verified.
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Creating a New Task

This section outlines file backup tasks. Disk backup tasks are discussed in the previous section.

When you first start BackupChain it automatically opens the following screen which assists you in
creating your first backup task:

b€ Create a New Backup Task Wizard -- BackupChain

| Select Backup Type| | Help | | Select Folders| Default Settings Cptians Target Finished

Welcome to BackupChain's Backup Task Wizard!

This wizard guides you through the main functions of BackupChain and assists you in setting up a backup task. Backup tasks store all your
settings for future use, Tasks may be scheduled or may be run manually whenever you need to run a backup, Once saved, you may fine-tune
your backup task later in the Main Screen, where all features of BackupChain are available,

Create Task on Server: backupchain-PC

Enter a Task Name: File Server Backup

Please select the purpose of this backup task:

I'want to back up documents and file server data...

(%} File-Level Backup

[File Server and Version Backup.

Use for file server data, documents, ete,

Files are placed individually in backup folder.
Do not use for VMs)

I'want to back up virtual machines...

) Hyper-V Backup (Server) ) Hyper-V Backup (Client) ) VMware Backup ) VirtualBox Backup
[Automatic [File-based, recommended only for [Vhware Workstation, Player,
or Granular Backup) ‘Windows 8-10 = Pro Edition] VMware Server backup)

Iwant to back up the Windows boot disk or sector-level backup...

) Disk to Image Backup (Sector-Level) ) Disk Cloning (Sector-Level) ) Restore Disk Image Backup (Sector-Level)
[Sector-based backup of a physical disk into (Sector-based copy of a physical disk to [Restore a disk image
a disk image file, This is usually only done another physical disk. This can be used for file to a physical disk)
to back up operating system disks) ‘Windows operating system boot disks as
well as data disks)

I'want to convert physical and virtual machines / disks...

 pav 2 vap O vav
[Physical disk to virtual disk conversion) [Virtual disk to physical disk conversion] [Virtual disk format conversion)
Other backup task types:
[ SQL Server Backup ) Universal Backup
[Backup SQL Server [Backup all VS5 aware services,
and MSDE Databases) Use anly if no other backup type suits)

Name the backup task at the top and describe it in a meaningful way, which can be useful if you plan to
run several backup tasks.

It is important to select the correct type of backup at the beginning to match your needs. If no other
type matches your needs, please select “Universal Backup”. Documents and file server data should be
backed up using the “File-Level Backup” type selected in the above example.
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File-Level Backup should be used if you don’t want to back up databases, virtual machines, or other VSS
aware applications.

Use Hyper-V Backup (Server) only to back up Hyper-V VMs or for Hyper-V Granular Backup using the
Server Editions or Platinum Edition. You can use this type of backup also on Windows 10 with the Server
Edition of BackupChain.

Use Hyper-V Backup (Client) on Windows 8 or Windows 10 with Hyper-V installed, with the Professional
Edition of BackupChain. This type of backup uses the file-based Hyper-V backup method discussed in
later sections of the user guide. Advanced users can use this option also on Windows Servers with the
Server Editions of BackupChain for very specific scenarios only.

Use the SQL Server Backup type only when backing up Microsoft SQL Server and regular data files.

If you have a server with several virtual machines and databases, unless they depend on one another, it
makes sense to back them up individually. Backing up many services simultaneously increases the load
on the machine and may severely impact system performance. VM backups are discussed in detail in the
tutorial section of this manual.

Selecting folders

After clicking Next, you may select folders for backup in the following screen:
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bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type| | Help | | Select Folders Default Settings Cptians Target Finished

Select the folders you want backed up [sub-folders are automatically included):

Didata

Add Folders v| | Remove Folder

Recommendations:

Regular file backups: select the data folders you have,

Microsoft SQL Server: select all data folders not listed above,

VMware, Virtual Server, Virtual PC, and VirtualBox: select folders containing virtual machine files,

To set up a Granular Backup, click "add folder, then add folder stored inside virtual machine”

Client Hyper-V Backup: Select folders containing virtual machine files, the default folders are already preselected,

Note that when you select a folder to be backed up, subfolders are automatically backed up as well. You
may leave this screen empty and select folders and files later on. If you don’t need the folders

automatically listed, you can remove them.

Backing up Local Folders

Click Add Folders and select Add Local Folder, which opens the folder selection screen:
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lb& Select folders] to be backed up |E| |E|
Dh—l Public Favarites =
|:|[|_I fy Pictures
Dh_l Public Dacuments
- O Public Music
|:|[|_I Public Pictures —
~[E Public ideo
Du [CINTF5.1012 GE free of 442.36 GE
DI:I etdachines (0] MTFS, 4.39 GB free of 36.51 GB
DI:I server 200811 [FINTFS, 25,69 GB free of 4952 GE
) [G:)NTFS, 37.97 GE free of 55.67 GB
. [ $RECYCLEBIN
Ol Swstem Yolume Information
W wme:
Du [H:)FAT, 3.99 GE free of 400 GE
DI:I (-] FAT, 0.12 GE free of 0.24 GB
DI:I [J:)FAT, 0.24 GB free of 0.24 GB
Du [K:) FAT. 0.11 GE free of 0.28 GE
DI:I storage [L:)WTFS, 316.55 GE free of 1266.85 GB
O o
e b
Du o

Create Mew Falder | ar. Cancel

You may select one or more folders and create new folders as needed.

Backing up a Network Folder

Backing up from a network folder is called a ‘pull strategy’. Here files are “pulled” from the other
computer.

Note: Files in use (opened exclusively) cannot be backed up using this method. You need to run
BackupChain on that machine locally in order to unlock files. Examples of files in use: Hyper-V or other
virtual machines, databases, Microsoft Outlook files, and Microsoft Exchange.

The example below shows the screen that appears after clicking Add Folder -> “Add Network Folder”. In
our example we connect to another computer in a workgroup (not a domain):
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Details | Help

[ 45 dd New Network Folder

-

Metwor UNC path: (Bxample: “\computemamemyfolder ar “\computemame mydomain‘folder)

“Wyservermyfolder

|User Mame: Password:

myserveriuser] SEERRERBEEES [V Aiwaye Butherticate!

Maote: i is not possible to unlock files or peform live backups over the networl.
BackupChain needs to mun locally in order to perform live backups.

Important: Enter user name as domain‘usemame or computemame®Usemame.
Do not use mapped dive letters; instead, use UNC path and provide login info.

Tet || o0k || Cancel

The previous chapter elaborates on network connections in more detail. Please refer to the previous

section for more information on how to connect to network shares.

The feature “Always Authenticate” allows BackupChain to skip authentication if it isn’t necessary. This

may also help prevent re-authentication attempts leading to connection errors.

Note: Mapped drives cannot be used. Instead you will need to enter UNC paths with credential

information. See previous chapter for more information.

The following example demonstrates how to connect in domain environments when the target server is

member of a domain:

Metwaork, UMC path: [Example: \hcomputernamehmofolder or Shcomputername. mypdomaintfolder]

I"-.'xmj,lserver.m_l,ldn:nmain'xm_l,ldatafn:nlder Browse |

Izer Mame: Paszward:

ImyDu:umairq'kmyLlserName e —

Mate: [tz not pozzible to unlock files or perfarm live backups over the netwark.
BackupChain needs to run locally in order to perform live backups.

Irmpartant; Enter uger name as domainhusername or compubernamesusenams.
Do not use mapped drive letters; instead, uge UNC path and provide login info.

Test | k. I Cancel

ﬁ.ﬁ.dd Mew Metwork Folder

-
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Backing Up Folders Stored Inside a Virtual Machine (Granular Backup)

BackupChain Server Enterprise Edition and the Platinum Edition include Granular Backup. It allows
users to back up files and folders that are stored inside a virtual disk of a virtual machine, such as a VHD,
VHDX, VMDK, or VDI .Note that limitations apply as shown on BackupChain’s user interface.

This feature is available only in Server Enterprise and Platinum Editions.

To back up folders inside a virtual machine, select Add Folders and then “Add Folder Store inside a
Virtual Machine”:

bc Create a Mew Backup Task Wizard -- BackupChain
| Select Backup Type | Select Folders DefaultSettingsl Optiohs | Target | Finished|
5
Select the folders you want backed up (sub-folders are automatically included): 5
CiProgram Files\Microsoft SQL Server E
CiProgramDatatVMware
(s)creat. &

| Compres

Add Folders. v| l Remave Folder

Recommendations: Add Local Falder

Regular file backups: select the data folders you have, Add MNetwork Folder

Microsoft SQL Server: select all data folders not listed above,

Hyper-V file-based backups, Virtual PC, Viware, and Virtual Server: select all folders containing Add Folder Stored Inside a Virtual Machine

virtual machine files (VHD, AVHD, VMDK files, etc,)

Previous Step ] [ Mext Step

Now a new screen opens: “Select Folders Within Virtual Machine” as shown below:
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| b Select Folders Within Virtual Machine ==

Select Disk File:

(Supported formats: VHDX, VHD, VDI, and YMDK)

This feature allows you to back up files stored inside virtual machines without the
need to install anything inside the VM.

MNotes:

* Only single vitual disk files may be opened. Snapshots and disk chains are

not yet supparted.

* Opening a virtual disk file may take more than a minute depending on its size.

* The following formats are supported: VHDX, VHD, VMDK, and VDI

* AVHD and other multi-part virtual disks are not supported

* Supported file systems: NTFS (Windows XP and later), FAT, and EXTZ2

* Support for additional file systems is planned for future releases of BackupChain

* This feature may naot waonk with certain vitual disk partition layouts and file systems.
In those cases, please cancel and back up the entire virtual disk file using the Add Folder
or Add File buttons.

Next Step | | Cancel

Note that not all types of file systems are supported. The Granular Backup feature does not yet support
snapshots or multi-file virtual disks. Virtual disk files have to be single files. Hyper-V (AVHD or AVHDX
files) or VMware snapshots are not supported.

Proceed and select a virtual disk file. In our example we open a VirtualBox VDI file; however, you could
also open Hyper-V (VHD / VHDX), Virtual PC, Virtual Server, and VMware VMDK files:
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b Select Folders Within Virtual Machine =
Select Disk |Select Falders

Select Disk File:  p\Virtual Box\Junk Box Win7 vdi
(Supported formats: VHDX, VHD, VDI, and YMDK)

This feature allows you to back up files stored inside virtual machines without the
need to install anything inside the VM.

MNotes:

* Only single vitual disk files may be opened. Snapshots and disk chains are

not yet supparted.

* Opening a virtual disk file may take more than a minute depending on its size.

* The following formats are supported: VHDX, VHD, VMDK, and VDI

* AVHD and other multi-part virtual disks are not supported

* Supported file systems: NTFS (Windows XP and later), FAT, and EXTZ2

* Support for additional file systems is planned for future releases of BackupChain

* This feature may naot waonk with certain vitual disk partition layouts and file systems.
In those cases, please cancel and back up the entire virtual disk file using the Add Folder
or Add File buttons.

Next Step | | Cancel

Click “Next Step” to open the virtual machine. It is not necessary to stop or pause the virtual machine to
make a folder selection. The virtual machine will not be affected or interrupted.
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In our example we select the folders Users and Windows from the virtual machine’s major partition:

b Select Folders Within Virtual Machine
Select Disk | Select Folders

=[E~<)

a O System Reserved
O Boot
: [>|:| System Volume Information
2 [} PartitionT
[>r|:| SRecycle.Bin
[f}--|:| Documents and Settings
[fy--[l PerfLogs
[>f|:| Program Files
[f:v--|:| Program Files (x86)
[>|:| ProgramData
[iy--|:| Recovery
[>|:| scanner
[>r Ol Svstem Volume Information
bl test
[>r Users

+ e Windows

[>f addins

-

Previous Step ] [ Mead Step ] [ Cancel ]

The folders are now select and we may move on to the next step:
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bCCreate a Mew Backup Task Wizard -- BackupChain

SelectBackupTypelSelectFolders Default Settings | Options | Target | Finished

Select the folders you want backed up [sub-folders are automatically included):

Ch\Program Files\Microsoft SQL Server
Ch\ProgramData\VMware
PAVirtualBoxJunkBox WinT.edi: \Wsers
PaVirtualBosdJunkBox Wind wdi: Windows

Add Folders v| ’ Remove Falder
Recommendations:
Regular file backups: select the data folders you have,
Microsoft SQL Server: select all data folders not listed above.
Hyper-V file-based backups, Virtual PC, VMware, and Virtual Server: select all folders containing
virtual machine files (VHD, AVHD, YMDK files, etc.}
Previous Step l [ Mext Step

Backup Defaults

The next step in the Backup Wizard shows a selection of “Default Settings” that impact how the backup
is to be taken. You are shown three different options:

e Recommended Settings
e No File Processing
e | want to choose different settings

Recommended Settings

“Recommended Settings” is the option that suits most users and it preconfigures the task with fastest
compression, deduplication, and regular version retention of 10 backups per file. This means that for
each file up to ten backups will be held in the backup target. Thereafter, BackupChain deletes the oldest
backup copy of a file to make room for the next one.
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Note that no matter what backup default options you choose, you may always amend your settings later
using BackupChain’s Main Screen.

bcCreate a Mew Backup Task Wizard -- BackupChain

|SelectBackupTypelSelectFoIders Default Settings | Cptions | Target | Finished

How do you want your files backed up?

EBackup Options

Recommended Backup Settings

_ Files will be deduplicated and compressed using BackupChain's recommended settings.
@ Advantages: Deduplication and compression saves a lot of storage space and the backup process runs faster
than with other aptions.

No file processing

= Files will be backed up in their original format, without any processing.
~ Advantages: Files may be opened and used directly from the backup folder. Storage space usage is easier to predict.

() Iwant to choose different settings (Encryption, compression, etc.)

Mote: you may always change settings later in the File Types, Options, and Compression tabs.

[ Previous Step ] [ MNext Step l

The advantage of using compression and deduplication is that backups finish faster and use less space. A
disadvantage of compression in general is that it is difficult or impossible to predict actual runtime and
storage space needed. If your environment requires exact timing and storage usage you need to use the
next option: No File Processing.

No File Processing

No File Processing means that BackupChain will not compress, encrypt, or deduplicate any files.
BackupChain will be configured to make a backup copy of each file; however, file versioning will
nevertheless be available. BackupChain keeps up to ten backup copies of each file (default setting, can
be changed) and thereafter deletes the oldest file version to make room for the newest backup. This
process is done at the file level; each file is processed separately.
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Custom Backup Settings

If you select “l want to choose different settings” the following screen is shown:

b€ Create a New Backup Task Wizard -- BackupChain

| Select Backup Type | | Help | | Select Folders | | Default Settings | | Options | | Target| Finished

Please choose among the following options. These are minimum settings to get youstarted.
Mare advanced settings can be specified later if necessany.

[ Permit deduplication in task

—|Dedup|icati0n

on o) Off

«—|C0mpression Settings Resource Usage

_ Mo Compression (Usually slower)

) Maximum Speed (Uses more resources and RAM)

(©) Fastest Compression (@) Minimal System Impact (Slower)

) Standard Compression ) Reduce Hard Drive Stress (Slowest)

_ High Compression (Slower)

Keep this many versions of each file in the backup store: 10 ~ These are Automatic Cleanup / File Version Backup Limits.
Enter a number or ALL to keep all file changes.
A setting of 10 will keep the last 10 versions of each file,
A new file version is only created when a file change occurs,

[ Encrypt files with military strength encryption [AES 256, HIPAA compliant)

Password: Confirm password:

Compression may be switched off, set to fastest, standard, or high level. Disabling compression is useful
if you know beforehand that the data is not compressible. Music, video, media, and previously
encrypted files are examples for files that do not compress well. To save time you may want to switch
off compression completely as it does not add any benefit in the case of encrypted or media files.

Regular files generally compress well and take up less space in the backup store; hence, backups run
faster because less information needs to be written or transmitted. The high compression setting, on
the other hand, leads to longer backup times because the CPU will take more time trying to compress
the data to a smaller size.

The switch “Deduplication” controls the use of deduplication on your files. Deduplication is compression
based on a previous backup of a file. The contents of a file are compared to its last backup and only the
difference (the delta) is backed up. This process saves storage space and backup time, especially when
dealing with large files, such as databases and virtual machines.

The “Resource Usage” setting controls BackupChain’s background process priority. Maximum Speed lets
backups run with normal priority and without CPU limitations. Note that BackupChain’s Main Screen
(Speed tab) offers many more settings to fine tune the speed of each backup task.
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“Minimal System Impact” reduces the process priority to minimal and limits the process to just one CPU
core for the backup. This is useful when you want to limit the impact of the backup process on your
server.

The setting “Reduce Hard Drive Stress” limits the backup process even more and applies a 10MB/sec
read and write speed limitation.

The setting “Automatic Cleanup” is preset to 10 and controls how many copies you wish to keep in the
backup store. Entering ALL will keep every single file change forever, while entering “1” will keep only
one backup copy of each file. Every time a file is changed and subsequently backed up, a new file version
is created in the backup store. This allows you to restore older file versions but uses more space in the
backup store. If you are backing up large files that change often you may need to reduce this setting or
you can utilize BackupChain’s deduplication feature.

Note that you may fine tune the “Min. Number of File Versions” setting on a per-file-type basis in
BackupChain’s Main Screen, along with several other data retention features.

Finally, you may want to encrypt your files using AES256, which is today’s military-strength encryption
standard. If you lose your password, however, you will not be able to restore any of your files. If you
plan to change your password regularly, it's recommended to change backup folders when you change
passwords since encryption passwords would otherwise vary within the same folder and lead to restore
problems.

Note that all of the above settings may be fine-tuned later if necessary in the Main Screen of
BackupChain.

Selecting a Backup Target

Proceed to the next screen and configure your backup target:
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bCCreate a MNew Backup Task Wizard -- BackupChain

| Select Backup Type | Select Folders | Default Settings | Options | Target | Finished

Target Folder Settings: Where do you want to store your data?

@ Local folder E:

Use this option to send your files to a local hard drive, external USE/Firewire drive, flash drive, etc,

() Metwark UNC folder Browse

Use this option to send your files to a network drive on your LAN or VPN, Example: \\myserver\myfolder

) FTP site Browse

Use this option to transmit files via FTP to a remote server. Example: fip://ftp.myserver.com

Mote: Every task should have its own separate backup folder.

Prewvious Step l [ Mext Step

Use the above screen to send your backups to either a local drive, network share, or FTP/FTPS site.
Local folders may be external drives (USB 1/2/3, FireWire, eSATA, etc.) or local hard drives.
Network folders are shared folders on a LAN or VPN, see previous chapter for details.

FTP Site allows you to specify an FTP server as a target, which may be a BackupChain FTP Server or a
standard FTP server on the Internet. FTPS is also supported.

Specifying an FTP Backup Target

In this example we want our backup to be sent to an FTP server:
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i ™
ﬁ Add Mew FTP Server Connection Details [":" (=] éj
General Settings | Advanced

Server host name and folder: (Bample: ftp myftpsenver com/myfolder)

myftpserver.com I
| Paort number: |zer Name: Passward: i
21 Joe TIIIII L]

1 [¥] Use explict FTP aver TLS (FTPS, encrypted link)

Server type:

BackupChain FTP Server w4 or later -
Microsoft 115 7 or later

BackupChain FTP Server v or later

Linuxtased server or NAS
— Custom Settings

| Tet [ ok || cancel

-

Enter the server’s name or IP address, port number, user name, and password and run a quick test to
check your settings.

Some servers (especially some Linux-based variants) that are not following the full FTP standard do not
support the SIZE command or Passive Mode and some have other limitations as well. In those cases you
may want to switch the server type to “Linux-based server” and see if this resolves the connection
problems.

In case of a connection failure an error will be displayed with more information. To investigate the cause
of the problem you may also want to check your outbound firewall restrictions and all the settings
above. Also you may want to look at the FTP server logs in case of a connection error.

“Use explicit FTP over TLS” is secure FTP. The initial handshake is done clear text but then the
connection is explicitly turned into a secure, encrypted link before user name and password travel over
the wire. Data is also encrypted.

Please do not change the server type once you have run a successful backup, as it changes internal
structures in the backup folder. If you must change the setting, you should also wipe the target folder or
start a new target folder.

The folder entered in the address must already exist; it will not be created by BackupChain if it doesn't.

Running your Backup
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After specifying your target, you may want to start the task immediately or save it to run it later:

bcCreateaNew Backup Task Wizard -- BackupChain

| select Backup Type | Select Folders DefauItSettings| Ciptions Targetl Finished

All required information has been collected!
fou may sawe this task or start it immediately.

To access more advanced settings, such as scheduling or email notification,
press 'Sawe Task and Edit’ and edit the advanced settings.
Mote that tasks may be cloned from the main window if needed.

Run Backup Mow Save Task and Edit Cancel

Previous Step | Start Mo I

Where Do I Set Up a Schedule?

Backup task schedules may be entered in the main screen’s Schedule tab. You can schedule several jobs

using separate schedules and backups may overlap; however, overlapping schedules should be avoided
because they put a high load on your computer.
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Disk Backup and Disk Converter

If you want to copy disks, convert VMs from one format to another, or take a backup of a physical disk,
you can use the “Disk Backup & Disk Converter” tool.

The “Disk Backup & Disk Converter” tool offers the exact same functions as discussed in the previous
chapter (Disk Backup Tasks) but it’s a once-off operation and the settings won’t be saved. Unlike
creating a task that is meant to be repeated at some point, either manually or via the task scheduler, the
“Disk Backup & Disk Converter” tool offers disk backup functionality for manual, once-off operations.

Select Disk Tools->Disk Backup & Disk Converter from the BackupChain Monitor main menu:

Disk Tools| Help User Guide

Disk Information

Disk Backup & Disk Converter
Browse Disk Images & Virtual Disks
Disk Preparation Tools

windows Disk Manager

Diskpart Tool

A new screen will open with essentially the same layout as when you create a new disk backup task via
the “New Task Wizard”:
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r b
| Disk Backup and Virtual Disk Conve [ESREER
Disk: Step #1 Hide Settings w
Disk Selection | Options
Backup Type
Selected Backup Type: Image to Disk: Copy vitual disk image to physical disk (V2F) -
Please select

Disk to Image: Copy physical disk to virtual disk image (P
Image to Disk: Copy virtual disk image to physical disk (V2P)

Image Format Conversion: Convert virtual disk image to another format (V2V)
Disk to Disk: Sectordevel copy physical disk to physical disk

m

You can also add additional disks to the operation via the “Add Disk” button, for example, when you
need to back up two drives at the same time due to applications that use multiple drives for data

storage simultaneously. When you add more disks, some settings will be copied over for your
convenience.

See page 29 for in-depth details of each function provided in this tool.
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The BackupChain Monitor (Main Screen)

Below is an overview of the BackupChain Monitor, BackupChain’s main screen:

b BackupChain® Server Enterprise Edifion v4.0.4710 ~ FastHleuron Inc. ==
BackupChain Restore Task Logs FTPServer DiskTools Help User Guide @
&b Server List o | Toske onsclected servers
B bosupports - =
& unzone Server Name OnOf  Schedule Status Target LastRun Previous Status Type
& senverz015de

WocalhostiMis

Run daily 27.0.0.Timis General File Backup

» 3+ enc + rev s 3457 PM
sel de unctounctest on shed sl 9 6:45:52 AM =
server2019de S drive backup VHDX on Run daily Running Secondary Task @ 1iMiserver2013de backups\.. 9121/2019 5:16:22 AM oK Sector Level
server2019de S drive backup YHD on Manual start Running Secondary Task TTZTO0. 1Miserver2013de backups\. 8121/2019 8:30:22 AM 0K Sector Level
server2019de S drive backup YMDK on Manual start Verifying W127.0.0.1Wiserver2019de backupsl.. 912012019 9:36:22 PM @ Sector Level
4 =

server2019de 05 drive backup VDI on Manual start Finished. 1 file(s), 0 folder(s) created 127.0.0.1Miserver2013de backups\.. 212019 5:16:13 AM Sector Level

4 T W ] 3
Scftware is up to-date @ Run Task Now Delete Task

‘Fn\dersl Files | Exclusions |Hyper—\/ | Backup Target | File Versioning / Cleanup | Deduplication |Schedme| Opions | Compression |\/ermca|mn| Speedl Log | Log Options |Nmes | Progress ‘

Backup Mode =
@ Sequential VM Backup © Multiple-VM consistent backup

Virual Machine Selection Mode

I

O lwantto select VMs from a list @ Automatic VM selection

Automatic VM Selection Settings

This function wil automaicall back up all VMs on his host without further corfiguration.
Al VMs will be backed up. Fiter ptions below are optional.

[ Include orly VMs wih this text in their name:
(Do ot use ~ char.; use one iine for each fiter)
Example to include VM names containing
_Impand Prod, enter.
_Imp
_Prod
< i ’

Save

HV2019 -

#1 This is the main menu. Using the main menu you can terminate BackupChain Monitor application,
restore files, open logs, and edit the settings of the built-in FTP server.

#2 Shows the selected task in the backup task list with gray background.

The first thing you would normally do after opening the Main Screen is to select a task from the Task
List.

In our example, “Manual start” means the backup will not be started automatically; rather, it will run on
demand when you click the button #4 “Run Backup Task”. “Run Daily” means a task is scheduled to run
once a day.

#3 Shows whether a newer version of BackupChain is available. If a new version is available you use the
option in the Help menu and BackupChain will start the automatic update process and install
BackupChain.

#4: By clicking “Run Backup Task”, the selected backup task in the task list (#2) is run immediately,
regardless of how it has been scheduled to run.

#5: Tasks that are currently running are displayed on blue background in the task list.

#6: The server tree on the right hand side only shows when you enable remote management. In the case
of a standalone server, this section may be completely hidden or only the local host shows up. Using the
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Server Enterprise edition, you can remotely control other instances of BackupChain (all editions except
the Server Edition), and the servers can be added to the server tree on the left. By clicking the “Server
List” node at the top of the tree, BackupChain will show all tasks of all servers simultaneously so you can

have an overview of all connected servers.

It is recommended to use the Save button to save your settings.

Context Menu

By right-clicking on a task you can open a menu of shortcuts:

serverZ(19de OS5 drive backup WVHDX on Run daily
P =zerver(18de 05 drive backup VHD o Mamial stz
] Run This Task Mow
serverZ(19de OS5 drive backup VMDEK
_ _ Delete Task
serverd(19de S drive backup VDI | Dicable Tack
1 ' -
| Enable Task =
oftware is upto-date Cl Task
one Tas
Rename Task —
Disks | Imaging Options | Schedule Dption.s‘ Open Log Viewer Pptiq

Note that if you click ‘disable task’ it will ask you to confirm whether you want to stop the task, if it is

currently running.

Open Log Viewer

The Open Log Viewer option opens a new window for the task’s log, so you can inspect several logs
simultaneously.

Deleting Tasks

You can delete tasks from the context menu by right-clicking on the task’s line in the Backup Task List.
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Cloning Tasks

A useful productivity tool is the clone function: right-click on the task’s line in the Backup Task List and
select Clone. This will copy all task settings into a new task.
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Selecting Folders

Use the Folders tab to select the folders you want to back up:

|Fc|ders| Files | Exclusions | Backup Target | File Types | Deduplication |Schedule| Options | Compression |Speed | Log | Log Opticns | Progress |

Folders to be backed up (sub<olders are automatically included):
C\DATA

Ci\lsers

H:\projects

| Add Folders 'H Remove Folder ]

Note that subfolders are always included during backup automatically. If you do not want to include all
the content below a folder, you can either include subfolders instead, or use the Exclusions Tab to select
individual files or subfolders to omit.

When you click Add Folders, a sub-menu opens:

Add Folders v|[ Remove Folder ] ‘

Select Local Folders
Add Metwork Folder

Add Folder Stored Inside a Virtual Machine

Select Local Folders to Be Backed Up

Click on “Add Folders” and then “Select Local Folders” to back up specific local folders on your machine.
Subfolders are scanned automatically during backup. Note: Mapped drives cannot be added, use the
“Add Folders” -> “Add Network Folder” option instead.

Select Network Folders to Be Backed Up

Click on “Add Folders” -> “Add Network Folder” to open the following screen:



[ 45 dd New Network Folder
Details | Help

Metwor UNC path: (Bxample: “\computemamemyfolder ar “\computemame mydomain‘folder)

“Wyservermyfolder

|User Mame: Password:

myserveriuser] SEERRERBEEES [V Aiwaye Butherticate!

Maote: i is not possible to unlock files or peform live backups over the networl.
BackupChain needs to mun locally in order to perform live backups.

Important: Enter user name as domain‘usemame or computemame®Usemame.
Do not use mapped dive letters; instead, use UNC path and provide login info.

Tet || o0k || Cancel

The example above shows a connection to a workgroup computer. Note that it is recommended to

prefix the user name with the computer’s name to avoid ambiguities.

The “Always Authenticate” option will permit BackupChain to skip network authentication if possible.
This may prevent re-authentication issues that could lead to errors and is also faster if a connection has

previously been established.

Use the following example as a guide when connecting to domain controlled servers:

-

[ 45 dd New Network Folder

Metwork UMC path: (Example: Yicomputername\myfolder or Vicomputername. mydomainifolder)

“servemame domainnamefolder Browse

ser Name: FPassword:

domainname™ocaluser Tt

Mote: |t is not possible to unlock files or perform live backups over the network.
BackupChain needs to run locally in order to perform live backups.

Important: Enter user name as domainusemame or computemametusemame.
Do not use mapped drive letters; instead, use UNC path and provide login info

Test ][ 0K || Cancel

You can use the Browse button after entering network path, user name and password. User name and

password are optional in case the target path is allowed to everyone.
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Note that the service “BackupChain Service” is a background service (listed in Service Manager of
Microsoft Windows) and the test button and backups run using that service. By default the service is
running as LocalSystem user. You may need to change the Log On settings of BackupChain Service to run
it as a local/domain administrator instead in case you encounter connection or authentication problems.

However most of the connection problems have to do with Windows not knowing how to authenticate a
user. Use the “always authenticate” option and prefix the user name with the domain name
(mydomain\joe) or in a workgroup setting the name of the server where the user was created
(fileserver1\joe). Note you can also use the IP in the user name: 10.0.0.2\joe (no backslashes at the
beginning as this is a user name, not a UNC path)

Select Folders Stored Inside a Virtual Machine or Virtual Disk (Granular Backup) to Be
Backed Up

A great feature in BackupChain Server Enterprise Edition is Granular Backup which is just as useful as
Granular Restore but operating at the backup level rather than the restore process. Granular Backup
allows you to take live backups of folders stored inside a virtual machine, without backing up the
entire virtual machine and without interfering with the virtual machine processes.

In addition, no software needs to be installed inside the virtual machine. Note: This feature is only
available in BackupChain Server Enterprise Edition and Platinum Edition.

Hence, in addition to backing up physical files, you may also select a folder that is stored inside a virtual
disk or virtual machine and back it up from the host. This Granular Backup functionality is available from
the host and does not require an agent inside the virtual machine. It does not interfere with the virtual
machine either. As shown below, local and VM files may be backed up simultaneously:
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b€ BackupChain® v2.4.495 - FastNeuron Inc. =] r
BackupChain Restore Task Logs FTP Server Help
Task List:
Name On/Off Schedule Status LastRun -
personal files backup to F on Manual start Idle 5/8/2012 5:51:17 PM
b |Aufgebe Erstellt am Dienstag, 24. Apr..|on Manual start Idle never
retention test on Manual start ldle 514/2012 1:25:26 PM
retention test FTP on Manual start Idle 514/2012 1:45:51 PM %l

Software is upto-date

Run Backup Task [ New Task ][ Delete Task ]

|FOIder5| Files | Exclusions Backup Target | Fl\eTypeal Deduplication |Schedule| QOptions | Compression |Speed | Log | Log Options | Progress ‘

Folders to be backed up (subfolders are automatically included):
C:\Program Files'Microsoft SQL Server

C:\ProgramDataWMware

C\a\backups

Pwhdboot\Server2008DevBox 1. vhd: Server20080ev\Users
Pwhdboot\Server2008DevBox1.vhd: Server2008Dev\ProgramData

Add Folders -|[ Remove Folder

Select Local Folders

- Add Network Folder
|| IS Failed with 2 errorls. 59277 file(s). 41 folder(s) created

Add Folder Stored Inside a Virtual Machine

Click “Add Folders” and then “Add Folder Stored Inside a Virtual Machine”.

In the screen “Select Files & Folders within a Virtual Machine”, click browse and navigate to the virtual
machine’s virtual disk file. In our example it’s a VHD of a Hyper-V virtual machine:

b Select Folders Within Virtual Machine =)= &S
Select Disk |SE.-IE.-1::t Folders

Select Disk File:  D-\witual\Windows Server 2003 R1 x64.vhd

(Supported formats: VHDX, VHD, VDI, and YMDE)

This feature allows you to back up files stored inside virtual machines without the
need to install anything inside the WM.

MNotes:

* Oniby single virttual disk files may be opened. Snapshots and disk chains are

not yet supported.

* Opening a virtual disk file may take more than a minute depending on its size.

* The following formats are supported: VHDX, YHD, WMDE, and VDI

* AVHD and other multi-part virtual disks are not supported

* Supported file systems: NTFS (Windows XP and later), FAT, and EXTZ2

* Suppaort for additional file systems is planned for future releases of BackupChain

* This feature may not worlk with certain virtual disk partition layouts and file systems.
In those cases. please cancel and back up the entire virtual disk file using the Add Folder
or Add File buttons.

Next Step | | Cancel |
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As you can see above, several limitations apply. Note that this feature is being extended in future
releases of BackupChain. Note that VMs with snapshots are not supported (AVHD or AVHDX files or
multi-file VMDK in the case of VMware Workstation or VMware Server).

Click “Next Step” and the virtual machine will be opened. You can then select the folders you want
backed up:

-

e Select Files & Folders Within a Vitual Machine [l 2|

" Select Disk  Select Folders

~ O[] System Reserved

D[I—I Boat

g Recoverny

g Svstem Yolume Information
-] boatrngr

- [] BOOTH=T

-] BOOTSECT.BAK,

~ ML) Yolume1

g #$Recycle.Bin

-~ Documents and 5 ettings
g Perflog:

[ Program Files

[z Program Files [x86)
M5 ProgramData

W Application Data
M3 Deskiop

Wi Documents
M Microzoft

| »

Previous Step Mext Step Cancel

By continuing with “Next Step” the selection is accepted and BackupChain is configured to back up the
virtual machine’s folders.

Note: The virtual machine will not be taken offline or during this process or during VM file backup. There
will be no interference with the virtual machine processes during backup.
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Note: If you change the partition layout inside the VM you may need to update the backup folder
settings in BackupChain.

Adding Individual Files to Backup Task

If you don’t need to back up entire folders, you can instruct BackupChain to back up just single files.

As with folders, you have the choice to back up:

e Localfiles.
e Files located on a network share.
e Files stored inside a virtual machine disk file.

Adding Local Files

Navigate to the Files tab to select individual files to be backed up:

T P
4 |FOIders| Files | Erclusions | Hyper-y | BackupTargetl File Types | Deduplication |Schedule| Options | Compression |Speed | Log | Laog Options | PIE

Select individual files to be backed up:

File Group

» | Program Files\MicrosoftsExchange Server14\MailboxiMailbox Database 2082341337\Mailbox.. | L:\Hyper WM shExchange 201 0MExchange 2010 vhd
C:M\Whdhwista HardDrive #86.vhd

Add Files  ~ Remove File

Click the button “Add Files” and then “Add Local Files” to select a single local file to be backed up:
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e Select file's E @ @
-] [CIMTFS, 1012 GB free of 442 360 =
|'&1| el achines [D:] NTFS, 4.39 GE free | |
[ E: taols-light-237 767 286. =ml 111172011 4:11:22 P 237 KB
|'&1| zerver 2008 1 [F)MTFS, 25,69 GB f
-] [GINTFS, 37.97 GE free of 55.67 G
() [H:)FAT, 3.99GB free of 4.00 GEB

- {2} [FAT, 012 GE free of 0.24 GB
-] [:)FAT, 0.24 GB free of 0.24 GB

- {2} [K:)FAT. 011 GE free of 0.23 GB

- [ PACKAGES

[ 50710

Hame o Date Size

----- [ LOCKER
[ VIES

----- {3 PROFILES

[ VAR
-5 $RECYCLEBIN

|'&1| storage [L:)MTFS, 316.55 GE free of—
M
- 0

1

I
-

ok Cancel

Adding Individual Network Files to Backup Task

Individual files on a network share may be selected as well. After clicking “Add File” and “Add Network

File” BackupChain will display the standard network connection screen discussed in the previous section,
followed by a file selection screen:
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ﬁ.ﬁ.dd Mevs Metwork Folder

Metwaork, UMC path: [Example: \hcomputernamehmofolder or Shcomputername. mypdomaintfolder]

[Mheluster2y Browse |

Izer Mame: Paszward:

Ifastneumn'\administratnr ssssssan

Mate: [tis not pozsible to unlock files or perfarm live backups over the netwark.
BackupChain needs ta rin lacally in order to perform live backups.

Irmpartant; Enter uger name as domainhusername or compubernameiusername.
Do not use mapped drive letters; instead, uge UNC path and provide login info.

Test | k. I Cancel

You can use the Browse button after entering the UNC path and user name and password. Note in the
above example the domain name is prefixed to the user name. You could also use the following format
to address the server in a domain: cluster2.fastneuron (fastneuron being the domain name and cluster2
the server name). Alternatively you can enter the IP address of the server, provided it’s static.

After clicking OK, the file selection screen opens, where you can select the network file and complete
the selection process:
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be Select fle/s == el

----- L) “hcluster2t)
- [ $RECYCLEBIN
- [ backuptarget

[ CDs
[ cluster2

| »

Hame - Date Size

‘windows Server 8 Beta vhd BA1/200211:4242 4 17.09GE

Fa

[l demain ve backup
[ Hyperd Wik

- [ domain vs

- [ Exchange 2010
- [ Exchange 2010 - installed ba| |
- [ Exchange 20M10-2

- [ Oracke 119 on Server 2008 A
- [ Server 2003 5P2

M Win Server 2008 B2 SPT MLL
- [ win2008:2 DC

- [ Windows 7 Ultimate JFP

- [ ‘Windows 8 Desktop

5 Windows Server 8 Beta
“Windows <P 5P3 »86
wingerver 00802 fully update:
#P Mo 5P

) ¢

111
-

1

ok Cancel

Adding Files Stored Inside a Virtual Machine to Backup Task (Granular Backup)

A great feature in BackupChain is Granular Backup which is just as useful as Granular Restore but
operating at the backup level rather than the restore process. Granular Backup allows you to take live
backups of files stored inside a virtual machine, without backing up the entire virtual machine and
without interfering with the process. In addition, no software needs to be installed inside the virtual
machine. Note: This feature is only available in BackupChain Server Enterprise Edition and Platinum
Edition.

Select “Add Files” and then click “Add Files Stored Inside a Virtual Machine”:

Add Files = Femove File | ‘ ‘

Add Lacal Files
Add Wetwark Files

Add Files Stared Inzide a Yirtual M achine



Enter or click Browse to select a virtual machine file:

& Select Files & Falders Within a Vitual Machine
select Disk I Select Folders I

=3|=

Select Disk File: IL:"\H_I,Iper-‘»-" WhdzhOracle 11g on Server 2008 R2%0racle 11gon 5 Browse I

[Supported formats: YHD, WD, and WDE]

Thiz feature allows you to back up files stared inside virtual machines without the

need ko install anything inside the 4.

M okes:

* Opening a wirtual dizk file may take more than a minute depending on itz zize.
* The fallawing farmats are supported: WYHD, WMDE, and WD

* Only zingle virtual dizk filez may be opened. Snapshatz and dizk chaing are
not et supported.

“fHD and other multi-part wirtual dizks are not supparted

* Supported file systems: MTFES Mwindows =P and later], FAT. and ExT2

* Support for additional file systems iz planned for future releazes of BackupChain
* Thiz feature may not waork, with certain wirtual dizk partition lagouts and file systems.
In thoze cazes, please cancel and back up the entire wvirtual dizk file uzing the Add Folder

ar Add File buttans.

Mext Step Cancel
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beselect fileds E @

[ Hyperd Wi =

- [ domair vs

m Exchange 2010 Oracle 11g on Server 2008 B2 vhd 2622 43516 P 1714 GE

- [ Exchange 2010 - installedba 1

- [ Ewchange 20M10-2

-] Oracle 11g on Server 2008 A
E...J Wirtal M achines

- [ Server 2003 5F2

- [ Win Server 2003 R2 SP1 ML

- [ win2008r2 DC

- [ Windows 7 Ultimate JP

ﬁ_] Windows 8 Desktop

- [ Windows Server B Beta

-] Windows XP $P3 «86

m winserver2008r2 fully updated

- [a] ®P Mo 5P e

- [ ipbackup

- [ restore a vm

- [ server2003i2sp2

- [ server2003estore

- [ serverd vm backup

Hame B Date Size

4 | 3

ok Cancel

Click “Next Step” to open the virtual machine file browser and select the files you would like backed up:
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b Select Files & Folders Within a Virtual Machine

" Select Digk Select Folders

ﬂD@ System Reserved

: v|:|[[_] Boot
Ol Svstem Yolume Information
|:| baatmar

- -[] BODTSECT BAK

1|‘m‘| Wolume11
’DIFH $Recycle.Bin
ai h app

i [ Adminigtratar
rlj[[_] admin
*Dm cfgtoollogs
rlj[[_] diag
rlj[[_] flazh_recowen_area

M oradata

[ vl ol
- [¥ CONTROLOM.CTL
- [¥ CONTROLOZ2.CTL
- [# CONTROLOZ.CTL
ExaMPLEDT.DEF
[ REDODT LOG
[ REDOD2LOG
[ REDOD3LOG
[V SYBAUXIT DEF
[V SYSTEMO1.DEF

=)&)

| ¥

Previous Step Mext Step Cancel
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Excluding Folders and Files

If you do not want certain folders or files backed up you can configure BackupChain to omit them:

|FOIde|s| Files: | Exclusions | Hyper | BackupTargetl File Types | Deduplication |5c:hedu|e| Options | Compression |Sneed | Log | Laog Options | Progress ‘

Folders to exclude: [Folders you do not want backed up):

C:AU sershadministrator. FAS THEURDNWAppD ata\Local\Microsoft\windows\Temporary Intemnet Files
CNwindows\TEMP

C:AUgershadministrator FAS TNEUROMNWApPD ata\Local\Temph2

Coiwindowshtemp

C:AlgershDefaultappD atatLocal\Microsoft\windows\Temporary Internet Files

Select Fold R Foldh
Files to exclude [Files you do not want backed up) See e Emeve ToRer

Exclude files and folders containing this text in their name [type one or mare lines):
pagefile. sys
hiberfil. sps

Advanced: Enter one or more reqular expressions to define which files/folders to exclude:

Temporary file folders are excluded by default from backups. Add files and folders as needed to exclude
more folders when necessary.

The Exclusion tab offers four different ways to exclude files:

o Exclude folders by name.
e Exclude files by name.

e Exclude files if certain text is contained. Use this with caution. Example: if you enter .tmp then
all files and folders will be excluded if the text .tmp appears anywhere in the entire file path.

e For advanced users: You can enter several Regular Expression filters to custom filter your files.
The .NET flavor of RegEx is used internally. Ensure your regular expressions are syntactically
correct; otherwise, backups will report errors.

Note: If you want to exclude a certain file type, it’s simpler to do this in the File Versioning / Cleanup tab.
There you should enter a new line for the extension and set the “Min. Number of File Versions” to No
Backup. See File Types discussion in next chapters.
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Adding Hyper-V Virtual Machines to Backup Tasks

On a Windows Server 2008 — Windows Server 2019 with Hyper-V role installed, or on a Hyper-V Server
2008 R2 /2012 / 2016 / 2019 or Windows Core installation, you may back up Hyper-V virtual machines
using BackupChain’s Hyper-V tab.

The Hyper-V tab is not available in the BackupChain Professional Edition.

Inside the Hyper-V tab are two major sections, which differ in the selection mode that is being offered.
You can either ‘select VMs from a list’ by hand or use the “Automatic VM Selection” feature.

The Automatic VM Selection feature is only available in Server Enterprise and Platinum editions.

Manual VM Selection
The manual selection feature allows you to select the VM from a list:

|Fo|ders| Files | Exclusions | Hyper-\/ | Backup Target | File Versioning / Cleanup | Deduplication |Schedu\e| Options | Compression |Ver\ﬁcation| Speed | Log | L
Backup Mode
() Sequential VM Backup O Muttiple-VM consistent backup
Virtual Machine Selection Mode
(%) |want to select VMs from a list O Automatic VM selection

Manual VM Selection
Select in the table below all Hyper-V Virtual Machines you want backed up:

Select Name Size  Files Path Checkpoints
» [ |winl0 EN 21GB 4 C:'\ProgramData'Microsoftiwindows\Hyper-\ViVi _ 0
[ Hv2019 22GB & F\server2015VMs'HV2019Wirtual Machines\8.. 0
Double click on VM to see storage usage estimates Refresh

If the VM you selected is not present at the time of backup, the VM will be skipped and an error will be
logged. In environments where VMs are moved, either automatically or manually, it’s best to use the
automatic VM selection feature presented in the next section.

VM Backup Size Estimation

By double-clicking on the blue links above (the VM name or size field), a new screen will open with
detailed size information that is based on your current backup settings. The screen will help you figure
out how much space you need to back this VM up, depending on current backup settings and the VM’s
actual current size:



Page |81

Virtual Machine Information @
VM Name: HV2015
MNumber of Rles: & Total Size: 22GE
Checlkpoints: | I
N
Fi k
Estimated Full Backup Size: 14GB
Estimated Incremental Backup Size: 7Z2MB-144 MB
(if deduplication is activated)
Estimated Backup Chain Size: 1.6GE
{Full backup + N * deltas) (2 deltas)
Max_ Estimated Storage Usage: 82GB I
(Before cleanup occurs) (Mumber of Backups Limit : 10, Chain size: 3)

Mote: The above estimates depend on your cument backup settings.

The limit "Number of Backups" is defined in the tab "File Types" for *wvhd and * vhdx, etc.

The backup chain length is defined in the Deduplication tab (After N file changes, create full file copy)
The oldest chain can only be deleted when a newer chain is available and when enough backup
versions exist beyond the oldest chain to exceed the "Mumber of Backups” setting defined in File Types.

L

As you can see above, the VM'’s size is reported as full backup size, which is the current size in

uncompressed form. If your backup task has deduplication and compression switched on, the screen
shows estimated sizes for increments and full backups. The estimates use 5-10% of compressed size
(60% estimate) as rule of thumb. If you switch deduplication and/or compression off, the estimates will
update accordingly to reflect the new backup configuration. Note that the traditional backup scheme
consists of a full, compressed backup followed by a number of increments or differentials. This forms
one backup chain. After completion of one backup chain, a new one is created for easier management
and faster restore operations. Once a new backup chain is created, and only then, BackupChain can try
to delete the oldest backup chain, if your cleanup settings require it (see tab “File Versioning /
Cleanup”).

Automatic VM Selection Feature

The automatic VM selection feature allows you to configure a ‘set it and forget it’ type of backup
configuration and handles the case where certain VMs may move in and out of hosts and certain VMs
might be for testing only and do not require backup.

The screen is shown below:
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Folders Files Exclusions Hyper-Y | Backup Target | File Versioning / Cleanup | Deduplication | Sch

Backup Mode
(%) Sequential VM Backup i) Multiple-VM consistent backup

Virtual Machine Selection Mode
) | want to select VMs from a list *) Automatic WM selection

Automatic WM Selection Settings

This function will automatically back up all ¥YMs on this host without further configuration.
All VMg will be backed up. Fitter options below are optional.

7 Include onby WMs with this teat in their name:
(Do not use ™ char.; use one line for each fiter)

Example to include VM names containing

Production gt _Imp and _Prod, enter;
_Imp
o _Prod
4 2
] Exclude YMs with this test in their name:
(Do not use ~ char.; use one line for each fitker)
i Example to exclude WMs containing " Test”
or "Temp" in their names, enter:
- test
temp

[] Do NOT back up VMs that are replicated
] Do NOT back up ¥Ms that are shut down

[] Wait for VM it is being backed up by ancther task {avoid backing up the WM twice at the same time)

[¥] Log a waming if no VMs are selected for backup

The above screen uses a text to match the VMs that we want backed up: “Production”. This means that
we have configured our VMs in Hyper-V Management to use the word “Production” somewhere in the
VM'’s name. When BackupChain starts the task and sees VMs with the word Production in their name,
they will be automatically included to the backup task.

If you don’t provide an inclusion filter, all VMs are included.

In addition, you can exclude VMs based on their name as well. In above exclusion box, you could enter
“test’ without the quotes to let BackupChain omit those VMs that contain the word test in their name.

Furthermore, you can omit backups for VMs that are being replicated or that are shut down.
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Nnote: If you decide to not back up VMs that are shut down, this will lead to potential data loss. If the
VM was backed up live and subsequently turned off, the last backup will be from the time it was running
and will not include the changes that have occurred since the last backup. A VM that just happens to be
always switched off when the backup task runs, will never be backed up because it will never be seen
running at the time when the backup starts. Please keep such potential side-effects in mind when using
these filters.

If no VMs are selected for backup, by default, a warning is logged, which you can turn off. There are
cases where all VMs are moved intentionally to another host. In such cases you probably do not want
the warning to occur and hence you would uncheck that option.

The wait option above is for situations where a VM cannot be backed up simultaneously; hence,
BackupChain would need to wait for the other backup (or conflicting operation on the VM) to finish first.
It’s highly recommended to leave this option on, unless you know for sure the VM can handle
simultaneous backups. Some services internal to a VM might use exclusive locks in internal databases
and hence backups will fail if run simultaneously. Potentially this can occur with certain SQL Server and
Exchange Server databases, which are set up in a way that does not allow for simultaneous backups.

Note: You need to select “Hyper-V Backup (Server)” when creating a new task in order to use these
screen. In addition, if the task was created using the “Universal Backup” option, the option “Backup all
VMs simultaneously” will remain checked and cannot be switched off.

Note: On Windows Server 2012, Server 2016, and Server 2019 do not use Universal Backup to backup
Hyper-V; use Hyper-V Backup task types instead to back up Hyper-V virtual machines.

To back up a Hyper-V virtual machine, including its snapshots and configuration, simply select it from
the list or use the automatic VM selection mode. If you select several virtual machines and want them
backed up simultaneously, select the option “Backup all VMs simultaneously”. On a very busy system
you may want to back up your VMs one after another instead.

Note: Sequential virtual machine backup is supported for tasks that were created using the “Hyper-V
Backup” option only.

Note: Do not use the simultaneous backup option in an attempt to cut down backup time. It may
actually shorten the backup time a little but at the expense of much greater resource consumption. In a
typical Hyper-V host environment most users prefer to keep their backup process in the background
without much interference with the rest of the system. If you uncheck the option “Backup all VMs
selected above simultaneously” BackupChain will back up the selected VMs sequentially. Sequential
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backup is almost as fast as the simultaneous option but much more efficient because it involves only
one virtual machine at a time in the backup process.

You may need to click “Refresh” if you added a new VM after BackupChain was started.

Note: If you use the Granular Backup option you do not need to check the VM here again, unless you
also want a full backup of your VM in addition to selective VM folder backups.
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Selecting a Backup Target

Navigate to the Backup Target tab to specify a backup target:

|Fo|ders| Files | Exclusions | Backup Target | File Versioning / Cleanup | Deduplication |Sc:hedule| (iptions | Compression |Veriﬂcation| Sp

Target Folder Settings

& Local folder M server2015de backups \Windows folder with verfication

Use this option to send your files to a local hard drive, extemal USB/Firewire drive, flash drive, etc.
MNote: You cannot enter mapped drives. Use the UNC netwark folder option below instead.

) Network UNC folder

Use this option to send your files to & network drive on your LAN or WPN.
Bample: “\myserverimyfolder

0 FTP site
Use this option to transmit files via FTF to a remote server. Bxample: ftp://ftp myserver.com

When task starts and target
is unavailable, retry target 5 years -
connection for up to:

Hirt: Each task should have its own backup folder. A backup folder is an archive on its own.
You can freely rotate or change backup folders at any time.

As shown above, you have the option to choose between local folders, network shares, and FTP / FTPS
sites.

The option at the bottom is the retry option. In the example above, the task will retry to reach the target
folder for 5 years if it can’t be reached at the beginning of the backup. If a target is not found, an error is
logged and an email alert is sent once, if configured. The task will then retry every minute until the
configured period limit is hit.

Local Drive Backup Targets
All types of local drives are supported, such as physical internal drives, external drives, USB (all versions),
eSATA, FireWire, etc.

Hints: For best performance, use NTFS formatted targets. NTFS is also necessary if you use the ACL
backup option in the Options tab.

If you format the target drive (or even the source drive) with large clusters (64KB) you could increase
backup speed even further.

Network Folder Targets
Follow the examples below to specify a network folder (see previous chapters for more details) :



Details | Help

[ 45 dd New Network Folder

Metwor UNC path: (Bxample: “\computemamemyfolder ar “\computemame mydomain‘folder)

“Wyservermyfolder

|User Mame: Password:

myserveriuser] SEERRERBEEES [V Aiwaye Butherticate!

Maote: i is not possible to unlock files or peform live backups over the networl.
BackupChain needs to mun locally in order to perform live backups.

Important: Enter user name as domain‘usemame or computemame®Usemame.
Do not use mapped dive letters; instead, use UNC path and provide login info.

Tet || o0k || Cancel

The example above shows a connection to a workgroup computer. Note that it is recommended to

prefix the user name with the computer’s name to avoid ambiguities.

The option “Always Authenticate” may be turned off in order to re-use existing connections rather than

to force re-authentication. This may help avoid some connection issues.

Use the following example as a guide when connecting to domain controlled servers:

[ 45 dd New Network Folder

Metwork UNC path: (Example: Ywcomputername'\myfolder or VYicomputername. mydomain'folder)

“servemame domainnamefolder Browse

ser Name: Password:

domainname*ocaluser T

Mote: It is not possible to unlock files or perfarm live backups over the netwarl:.
BackupChain needs to run locally in order to perform live backups.

Important: Enter user name as domain‘usemame or computemamea \Usemame.
Do not use mapped drive letters; instead, use UNC path and provide login info.

Tet || 0K || Cancel

-

You can use the Browse button after entering a network path, user name and password. User name and

password are optional in case the target path is allowed to everyone.
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Note that the service “BackupChain Service” is a background service (listed in Service Manager of
Microsoft Windows) and the test button and backups run using that service. By default the service is
running as SYSTEM user. You may need to change the Log On settings of BackupChain Service to run it as
a local/domain administrator instead in case you encounter connection or authentication problems.

FTP / FTPS Backup Targets
The following is a sample configuration for an FTP backup:

' - ™
ﬁ Add Mew FTP Server Connection Details Elﬂlﬂ
General Settings | Advanced

Server host name and folder: (Bample: ftp myftpsenver com/myfolder)

fp:/127.0.0.1

I Port number: |ser Mame: Password:

FEET Car ERRRERER

[¢] Use explict FTP aver TLS {FTPS, encrypted link)

i Server type:

BackupChain FTP Server v4 or later -

Microsoft 115 7 or later

[ BackupChain FTP Server v4 or later
Linux-based server or NAS

mmm _Uistom

[ ok || cancel

Enter the server’s name or IP address, port number, user name, and password and run a quick test to
check your settings.

Some servers (especially some Linux-based variants) that are not following the full FTP standard do not
support the SIZE command or Passive Mode, or other certain features. In those cases you may want to
try switching those features off to resolve the connection problem by using “Linux-based server or NAS”

or custom settings.

In case of a test connection failure an error will be displayed with more information. To investigate the
cause of the problem you may also want to check your outbound firewall restrictions and all the settings
above.

Advanced FTP Settings
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Advanced FTP settings include server certificate validation, timeout and various features that can be
turned on or off. Depending on some FTP servers you may have to switch to custom settings to get
backups to work properly.

i B
ﬁ Add Mew FTP Server Connecticn Details E@I&J

-

[¥] Use Keep Alive [¥] FTP server supports SIZE command

Server supports file names

| |z Y
starting with a period [# Use Passive Mode

O Full name transcription [ Server uses case-sensitive file system
: [¥] Server supports tilde (™) in names
Timeout [s]: 10 O Debug Logging
1 O Validate Server Ceificate
ﬂ Tes || ok || cancel |

For example, some Linux systems do not support file names starting with a dot, which can lead to
backup errors. Also, if the target uses a case-sensitive file system, as almost all Linux/Unix systems, the
option above should be checked because Windows uses a case-insensitive name comparison. Some
software systems may produce file names with varying case, which is permitted in Windows but not on
case-sensitive file systems. To cover that potential source of errors, check the option “Server uses case-
sensitive file system” above.

Certain versions of Microsoft IIS servers do not allow files with ~ in their file names. The IIS preset takes
case of that possibility. If you are using a version of IIS that does allow tilde characters, use the custom
option and set this option to true again.

Backup Configuration Depending on File Type (File Versioning / Cleanup Tab)

BackupChain contains a great configuration feature located in the File Versioning / Cleanup tab.
You can fine-tune your backups and configure different settings depending on the file type of each file.

For example, you may want to treat your heavyweight *.DB files differently than your Microsoft Word
documents *.DOCX.
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‘Fn\dersl Files | Exclusions | Hyper-\/ | Backup Target | File Versioning / Cleanup | Deduplication |5chedme| Options | Compression |Venﬁcatmn | Speed | Log | Log Options Notes | Progress ‘
Define below how you would like files to be backed up, depending on theirfile type:
Extension Min. Number of File Viersions Compression Min. File Age Dedupication Delayed Deletion Penod B
- I - Dsecs [&] Never delete
“vhd 10 - Osscs Never delete
= avhd 10 - Dsecs Never delete
*vhax 10 - Dsecs Never delete =
“avhidx 10 ° Osecs Never delete
<vud 10 - Dsecs Never delete
*hdd 10 - Dsecs Never delete
“sav 10 ° Osecs Never delete i

Second example with deduplication switched off and period limits set:

‘ Fn\dersl Files | Exclusions | Backup Target | File Versioning / Cleanup | Deduplication | Schedule | Options | Compression |Venﬁnatlnn | Speed | Log | Log Options | Notes | Frogress ‘
Define below how you wauld like files to be biscked up, depending on their il type:
Edension Min. Humber of Fie Versions Compression Win. Fie Age Delayed Deletion Period Archive Period
“db 10 - Osecs 15days Imonths
» B : B Dsecs Never delete Forever

Remove

Important Note: The *.* is a catch-all configuration because it applies to all files unless another line in
the table defines it otherwise. Warning: if you remove the line containing the *.* definition,
BackupChain will only process the file types listed in this table and skip all other types of files.

In the File Versioning / Cleanup tab you can control the following settings on a per-file-type basis:

e Min. Number of File Versions
e Compression

e Minimal File Age

e Deduplication

e Delayed Deletion Period

e Archive Period

Limiting the Number of Backups (File Version History)

The Min. Number of File Versions formerly “Number of Backups” setting controls the automatic cleanup
process. In the above example of 10, a file will be backed up ten times before the oldest backup of that
file is deleted to make room for the newest backup. For example, say ImportantDocument.doc is being
edited every hour of the day and BackupChain is configured to run nightly to back up this document.

Setting Min. Number of File Versions to 10 would give you a file version history going back up to 10 days
because BackupChain runs nightly. If BackupChain ran hourly the history would go back only 10 hours.
The Min. Number of File Versions limit, hence, depends on how often the backup is taken. Using this
limit you know that you have at least the last 10 changes to that file in the backup folder.
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Note that files are only backed up if a change occurred; hence, even if the backup runs 100 times but the
file hasn’t changed, you will see only one file version in the backup folder.
Alternatively you can enter No Backup to exclude a file type.
Or, you may enter ALL to keep all file revisions.

You will see those two entries in the drop down box when you attempt to edit the File Versioning /
Cleanup table:

|Folders| Files | Exclusions | Backup Target | File Versioning / Cleanup Deduplication |Schedule| Options | Compression |Ver|ﬁcat|on| Speed | Log | Log Options Motes Progn

Define below how you would like files to be backed up, depending on their file type:

Extension Min. Number of File Versions Compression Min. File Age Deduplication Delayed Deletion Period Archive Period
» - 10 - 0secs ] Never delete Foraver
*pst :‘JD Backup - 0 secs Never delete Forever
*msg 2 = O secs Mever delete Forever
sc2 :3_ 0secs Never delete Foraver
org 'g 0secs Never delete Foraver
*accdb 7 0 secs Never delete Forever
= adt g O secs Mever delete Forever
apr 1? O secs Mever delete Forever

Enabling / Disabling Data Compression

Data compression is useful for most types of files, especially text files, Word documents, Excel sheets,
databases, and program files; however, there are certain file types that do not compress well by their
nature: media files, music files, videos, encrypted files, and other digitally recorded data.

Extension Min. Mumber of File Versions Compression Min. File Age Delayed Deletion Period Archive Period
“db 10 - Osecs 15 days 3 marths
3 _ 2 = 'secs Never delete Forever

In the above example, *.db type of files are compressed and kept for up to 3 months (after 3 months the
backup file will be deleted, even if the original still exists) and deleted after 15 days if the original is
deleted, whereas all other files (*.*) will be compressed and kept forever, even after the original is
deleted.

Minimum File Age
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When BackupChain comes across a new file, that is a file that doesn’t exist in the backup store, it backs
it up immediately.

If, however, the file exists already, BackupChain checks the time difference between the backed up file
and the current file. This is how it determines if changes have occurred.

The Minimum File Age setting defines the minimum time period that needs to pass before another
backup is taken.

For example, your backup could be scheduled to run continuously (indefinitely) every 30 minutes and
your folder contains a very large database file which changes every minute. You may want to back up
the database immediately when it appears in the folder but not every 30 minutes thereafter. You may
want to restrict database backups (example: *.DB) to 8 hours instead. By choosing these settings, the
backup may run every 30 minutes but the backup of *.DB files is taken after at least 8 hours passed since
the last backup.

A setting of “0 secs” basically turns off this functionality and backs up files immediately when a change is
detected; hence, the default is 0 Sec.

Note: you may enter any value you want, such as 45 sec, “1 hour, 9 minutes” as fractions of an hour, “1
year, 3 months”.

Enabling Deduplication Depending on File Type

Extension Number of Backups Compression Min. File Age Deduplication Delayed Deletion Period Retention Period 'E|
10 Osecs O] 30 days 3 months
“pst 10 Osecs ] 30 days 1 year

The example above turns off deduplication as default (*.*) but enables it for *.pst files (Outlook).

You can fine-tune your backup this way and allow deduplication for all files or just particular file types of
your choice. You can add new lines to the above File Types table, as shown in the next sections.

Note: v4 renamed “retention period” to “archive period”.

Delayed Deletion Periods Depending on File Type

Extension MNumber of Backups Compression Min. File Age Deduplication Delayed Deletion Period Retention Penod 'E|
10 Osecs ] 30 days 3 months
“pst 10 Osecs ] 30 days 1 year
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Note: v4 renamed “retention period” to “archive period”.

Delayed deletion is a feature that prevents the backup store from overfilling. It basically permits
BackupChain to delete files once BackupChain detects that a file has been deleted at the original source.

For example, if C:\temp\testfile.txt is deleted today and BackupChain runs tomorrow, the “timer” will
start tomorrow. According to the above table (assuming there is no entry for *.txt), the delayed
deletion period is 30 days; hence, BackupChain will delete the file 31 days from now or later, depending
on when BackupChain runs after 30 days. The 30 day limit is hence the minimum time to keep a file in
the backup folder after its deletion has been detected. If your backups runs daily then today’s deleted
files will be detected at the next backup run (tonight or tomorrow) and the deletion in the backup
folder will take place another 30 days after that.

File Backup Archive Period Depending on File Type

Extension Min. Number of File Versions Compression Min. File Age Deduplication Delayed Deletion Period Archive Period
“pst 10
“msg 10
“sc2 10
*nm n

Osecs Never delete 3 months

Osecs Never delete 1year
D secs Never delete Forever

Osecs Never delete Forever

95|=EEE
J15EE DO

N ears Mevar daleta Frrevar

Note: In v4 the column “retention period” was renamed to “archive period” and “number of backups” to
“min. number of file versions”.

The above example shows that the default (*.*) is to keep files and file versions for 3 months. For *.pst
files (Outlook), however, we want a archive period of 1 year.

What does this mean exactly? Assuming that your backup runs daily, and assuming you are backing up
an active Outlook database, chances are you will hit the 10 ‘Min. Number of File Versions’ limit above
(second column).

If you set ‘Min. Number of File Versions’ to ALL, this means there will be no limit in terms of number of
changes retained in the backup. However, the archive period of 1 year still applies.

Assuming that your Outlook database is changed and backed up daily, you’ll end up with 365 backups a
year. After 365 backups, the retention limit will be hit and the oldest backup version will be deleted. This
will ensure your backup history doesn’t go back forever and space is released after a given time limit.

Example Interpretation of File Versioning / Cleanup table
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This is an example of how the following table is interpreted:

| Folders | Files | Exclusions | Backup Terget | File Versioning /Cleanup | Decuplicaion | Schedule | Options | Compression [ verifcation | Speed | Log | LogOpions [tiotes | Progress |
Define below how you would like files to be backed up. depending on their file type:
BExtension Min. Number of File Versions Compression Min. File Age Deduplication Delayed Deletion Period Archive Period B
B - 7 0secs Never delete Forever =
“pst 0 V| Osecs Fl Never delete Forever
“msg 10 V| 0secs V| Never delete Forever
“sc2 0 v 0secs v Never delete Forever
*org 10 V| O secs V| Never delste Forever
*accdb 10 V] 0secs V| Never delete Forever
“adt o Il Osecs Fl Never delete Forever
“apr 0 V| Osecs Fl Never delete Forever 4
Nete: If *is defined, it will be used if there is no exact file extension match.
Min. Number of File Versions defines the number of file versions you wartt to keep for each file,
before automatic cleanup occurs.

Note: v4 renamed “retention period” to “archive period”. “Number of Backups” was renamed to “Min.
Number of File Versions”.

The second line (*.pst) configures BackupChain to keep the last 10 copies of each file ending with a PST
extension. File deduplication is switched on, causing BackupChain to create delta files (incremental or
differential). Data compression is also switched on; hence, BackupChain will compress the deltas
created. If file deduplication is switched off and data compression is on, BackupChain will create ZIP files
instead (or another format as configured in the Options tab). Note that deduplication and compression
may also be turned on and off globally in their respective tabs “Deduplication” tab and “Compression”
tab.

The “Minimum File Age” determines how much time has to pass since the last backup before
BackupChain processes a given file type. For example, a setting of 20 minutes means the PST file will not
be backed up until at least 20 minutes have passed since its last time the PST file was backed up. If the
backups run every minute, BackupChain will hence skip 20 cycles before backing up the same PST file.

The “Minimum File Age” is useful to fine-tune your backups, especially when large files are involved. For
example, if your VHD files are over 100 GB and you have small TXT files included in your backup as well,
you may want to run the backup every 10 minutes (to back up your TXT files) but you would want the
VHDs processed every 60 minutes or less. Instead of backing up everything in 10 minute intervals, you
set the *.VHD minimum file age setting to 60 minutes. Now VHD files must be at least one hour older
than the copy in the backup store before they are backed up again. This saves time and resources when
files are changed often and backup cycles are kept short. Note that new files will always be backed up
immediately, regardless of the minimum file age setting.

To add a new file type definition, click Add:
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& Add New File Extension

New BExtension: | -~ Bxamples: " docx, “td, “wvhd, ="

[ Compress files of this type
[ Apply file deduplication on files of this type

Mumber of backups to keep: 10 » Set mumber of backups to keep’to zero to exclude certain types of files.
Set it to ALL to keep all file versions of this file type. You may also enter new values.

Minimum file age: 0 zec ~  After afile has been changed, this is the waiting period before a file is backed up.
Examples: "0 sec” backs up files immediately
"1h" backs up files that have been created or altered >= 1 hour ago

[ ok | | canced |

Note: Versions to Keep may be set to “No Backup” to omit a file type from the backup.

You may also set Versions to Keep to ALL, to have BackupChain hold on to all changes made to a
particular file type.

Deduplication is recommended for large files that change often and in cases where you want to hold on
to an entire history of file changes. These conditions generally apply to database files, virtual machine
files, and other large documents.

How to Exclude a File Type from your Backup

Change the setting “Min. Number of File Versions” to No Backup. In the example below, *.PST files are
excluded from the backup and *.MSG files are kept with all file revisions but for no longer than 1 year
(Archive Period):

|FOIders| Files | Exclusions | Backup Target | File Versioning / Cleanup | Deduplication |Schedule| (Options | Compression |Veriﬁcation| Speed | Log

Define below how you would like files to be backed up. depending on their file type:

Extension Min. Number of File Versions Min. File Age Delayed Deletion Period Archive Period
» _ all - |0secs MNever delete 1year
*pst Mo Backup - |0 secs MNever delete Forever
*vhd 12 ~ |10 seconds Mever delete Forever
= 14 - |Osecs MNever delete 7 days

The *.msg example will cause BackupChain to hold each backup file version for up to 1 year and there
can be an unlimited number of file versions for *.msg files during that year. *.VHD above is configured
so that BackupChain will keep up to 12 versions of each VHD file without an archive period defined =
store forever.
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How do I Backup Specific File Types Only?

Remove the line *.*. This will cause BackupChain to only process the file types listed in the table.

The line *.* is a “catch-all” and is there to define the default backup setting for all file types not listed
elsewhere. The example below shows the line *.* removed; hence, only *.msg, *.pst, and *.vhd files will

be backed up:

|Folder3| Files | Exclusions | Backup Target | File Versioning / Cleanup | Deduplication |Schedule| Ciptions | Compression |Veriﬁcation| Speed | Log

Define below how you would like files to be backed up. depending on their file type:

Exension Min. Mumber of File Versions Min. File Age Dielayed Deletion Period Archive Period
*.msg all - Dsecs Never delete 1 year
*pst Mo Backup - |Osecs Never delete Forever
» “wvhd 12 = |10 seconds Never delete Faorever

Deduplication (Delta Compression) Settings
Deduplication, also known as delta compression, is a process that reduces redundancy when backing up
a large file on a regular basis. Delta compression algorithms cut down storage usage and backup time by

detecting the change that occurred between backup cycles.

‘Foldersl Files | Exclusions Backup Target | FiIeT\_.rpesl Deduplication |Sche|:iu|e| Options | Compression |Spaed | Log

Activate Deduplication (Deftta Compression)

Deltatype:  |ncremental -
Every 5 » cycles, create a full file copy
Delta Block Size: 4 MB -

Max. Deduplication Workers 2

Mote:

1. Delta compression detects file content changes between backup cycles and is ideal for backing up large files, such as virtual
machines, databases, and Microsoft Outlook databases.

2. Use larger block: sizes for larger files. It is recommended to use =1MB block sizes for files greater than 1 GE.

3. Restore operations are more efficient when full copies are recreated more frequertly. The ideal number of wersions before creating

a full copy depends on the file size of the data file. For quick restores, recreate full copies mare frequenthy.

4. Incremental deltas store the changes from file version to file version and are more economical with storage but take more time

to restare.

5. Differential deftas store the changes compared to the first file wersion and restore faster; however, they are not as efficient and

use more storage space.

&. Increasing the number of deduplication workers may help running backups faster at the cost of an increase in RAM and CPU usage.
It is not recommended to use more workers than available CPL cores. Before increasing this number, it is recommended to check whether

the CPU iz indeed the bottleneck:.

In order to turn off deduplication globally, uncheck “Activate Deduplication (Delta Compression)” in the

Deduplication tab.

The “delta type” setting switches between incremental and differential backup deduplication.
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Delta block size is the granularity by which deduplication works, basically the smallest detectable
change. If a large size is used, it speeds up the process and reduces overhead but wastes more storage
space. A small block size is more space efficient but involves more overhead and hence takes more time
to complete.

The number of deduplication workers controls parallel execution of the deduplication process. You can
get significant speed gains by allowing more than one CPU core to deduplicate a single file. However,
RAM and CPU consumption will rise significantly as more workers are deployed.

What is Incremental Deduplication?

Incremental deduplication is a fundamental backup term and refers to a backup chain that starts with a
full copy, followed by increments. The increments are based on a file content comparison between the
current file copy and the copy from the previous backup cycle. Hence, each successive increment
depends on the previous one.

Advantages: Fast and efficient backups, increments are as small as possible.

Disadvantages: Each increment requires its own step when restoring; hence, restore takes longer than
with differential deduplication. In addition, access to all increments as well as the last full copy is needed
when restoring.

What is Differential Deduplication?

Similar to incremental deduplication, differential deduplication starts off with a full copy of the file.
Then, increments are generated with each backup cycle but all refer to the last available full copy of the
file. The difference to incremental deduplication is that the current file version is compared to the last
full copy of the file. While incremental deduplication creates a backup chain (full copy, followed by
interdependent increments), differential deduplication creates a star relationship: each differential
depends on the last full copy, not the last differential.

Advantages: Faster restore time, since only the last full copy and the last differential delta are needed.
The restore process is hence a one or max. two step process.

Disadvantages: Differentials tend to get bigger after each backup because the percentage of change
between the last full copy and the current backup cycle (usually) grows larger.

Why and How to Create Intermittent Full Copies
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There is no right or wrong answer and no strategy suits all situations.

The setting ‘Every X cycles, create a full copy’ is a useful remedy to balance the advantages and
disadvantages of the incremental and differential backup strategies discussed above.

A setting of “5” creates a full copy every five backup cycles. For example, if your backup runs daily, every
5" day a full copy will be generated rather than an incremental or differential delta file.

The advantage of this strategy is that it cuts down restore time for incremental backup schemes because
there won’t be more than five incremental steps to restore.

The advantage for differential backup schemes is that the differential delta files will be much smaller.

The disadvantage of recreating full copies at regular intervals is that they use more space in the backup
store.

It is the responsibility of the administrator / user to balance the above pros and cons and match them to
his/her goals and preferences. All strategies have advantages and disadvantages and each setting may
be different from another.

For most large files, such as databases and virtual machine images we recommend a setting of “5” to
“10”, to keep restore time and backup store usage as short as possible, while providing efficiently small
delta files.

Delta Block Size and its Meaning

When comparing files for the purpose of deduplication, the file is processed in chunks for easier
processing. Smaller delta blocks lead to a more economic change detection and reduce waste; however,
smaller delta blocks require more overhead and management resources; hence, the backup runs slower.

Larger delta blocks significantly reduce the overhead when deduplicating a file and therefore the
backups run faster. On the other hand, larger chunks waste more space in the backup store and require
more RAM during processing.

To sum up, use smaller deltas to create economic deltas with less RAM but at a slower rate, and use
large deltas to speed up your backups, but be informed that large delta blocks require more RAM and
create larger delta files. We found a delta block size between 4MB and 16MB suits most applications.

How to Turn off Deduplication for all Files

For each backup task you can completely switch off deduplication by unchecking “Activate
Deduplication (Delta Compression)” , see above.
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How to Turn on Deduplication for Specific File Types

See above section.

First, ensure the setting “Activate Deduplication (Delta Compression)” (see screenshot above) is
checked. Then navigate to the File Versioning / Cleanup tab and check “deduplication” in the table for
the file type:

| Folders | Files | Exclusions | Hyper-¥/ | Backup Target | File \ersioning / Cleanup | Deduplication | Schedule | Dptions | Compression | Verification | Speed | Log | Log Options
Define below how you would like files to be backed up. depending on their file type:
Extension Min. Mumber of File Versions Compression Min. File Age Deduplication Delayed Deletion Period
» B - Osecs Never delete
*vhd 10 - Osecs Never delete
*avhd A1) - 0 secs Never delete
whebx 10 - Osecs Never delste
*avhdx 10 - 0 secs Never delete
" wvud L] - 0 secs Never delete
*hdd A1) - 0 secs Never delete
“zav 10 - Osecs Never delete

The example above has deduplication switched ON for VHD, AVHD, and VHDX files.

It is recommended to compress files as well when using deduplication, unless you know beforehand that
the original file is encrypted or does not compress well, for example if you are dealing with encrypted
virtual disk images or encrypted database files.
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Schedule Settings

BackupChain a powerful scheduler which offers the following features:

It runs backups automatically even when you are not logged into Windows.
Continuous backups (repeat backup at given intervals indefinitely).

One time execution: Start backup task in the future, once.

Daily execution: Start backup task every day or every N day at a certain time.
Weekly: Start backup tasks every week or every N™ week at a certain time.

ou ke wnN PR

Monthly: Select individual months, weeks, and days to run your backup, including special

features: first, second, third, and last weekday of a month, such as “last Wednesday of January

and February at 3 AM”.

The ability to run missed tasks immediately as soon as the system boots up.

8. The ability to terminate long-running tasks automatically using a timeout.

9. The ability to repeat tasks in-between their scheduled intervals, such as “run task daily at 6 AM
and repeat every hour for four hours).

10. The ability to expire tasks at a certain date.

11. The ability to stipulate fractions of time, see example below (2 hours + 2 minutes).

|Folder5| Files | Exclusions Eackup Target | File Versioning J'Cleanupl Deduplication |Schedule| Options | Compression |‘u'eriﬁcation

Hirt: Remember to click Enable Autopilot when you're done.
Settings
Run this task: Start this taskc on: | 8/ 4/2020 4:36 PM
) Manualy
Repeat continuously every: i -
(%) Continuously 2 hours + 2 minutes
One time ote: Custom values may also be entered. mple: & hours, 30 minutes
Note: C | Iso b d. Example: & h 30
3 Daily
) Weekly
) Monthly
Wl Enable schedule
W Repeat task inbetween scheduled intervals every: 1 day + 1 hour - 1day + 10 hours -
[3l Dhim dmnlr e F i

Save

Note, in order to temporarily prevent a task from being started automatically until you are done editing,
you could disable the task in the Options tab or by right clicking on the task in main task list above.

“Repeat task in-between scheduled intervals every” X days/hours/minutes for a duration of Y
days/hours/minutes. This setting allows you to repeat the task between intervals. For example, you may
want to run a task once a day (daily schedule) and then repeat the task every 45 minutes for four hours.
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“Run task ASAP if missed” should be switched on if you want BackupChain to start tasks immediately at
boot time in case the server was down during the task’s scheduled startup time.

“Expire this task on” sets an expiration date for this task schedule. The scheduler will stop running this
task at the specified date if you enable this option.

Continuous Backups
Continuous here means indefinite repetition at given intervals.

You may want to set up a continuous backup task to back up your data at regular intervals. The example
above uses 2 hours and 2 minutes, or 122 minutes. BackupChain will immediately start this task when
the system boots and then wait 2:02:00 hours before repeating this task.

One-Time Backups
One-time backups are scheduled to run a single time in the future. To use this option, select one-time
backups and select a start date (“Start this task on:”)

Daily Backups
In the example below, the backup task starts every day at 1:27 PM. If you want to run the task every 3"
day, enter “3” for “Repeat task every X days”.

‘Foldersl Files | Exclusions Backup Target | FiIeTypesl Deduplication |Schedu|e| Options | Compression |Speed | Log |

Settings
Run this task: Start this task on: 6/23/2012 1:27FM B

) Manually

) Continuousty Repeat task every: 1 dayis)

() One time

@ Daily

) Weekly

©) Morthly

Weekly Backups

The example below runs the backup task every 3" Monday and Friday at 1:27 PM:
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|Folder3| Files | Exclusions Backup Target | File Types | Deduplication |Schedu|e| Options | Compression |Speed | Log | Log Options | Progress |
Settings
Run this task: Start this task on | 6/23/2012 1:27FPM @
) Manualy
) Continuously Repeat task every: 3 weelk(s) on:
) One time [ Sunday Monday [T Tuesday 7] Wednesday
© Daiy [T Thursday Friday [T Saturday
@ Weekly
(@) Monthly

If you wanted to run the task every Sunday, select Sunday and enter “1” for “Repeat task every 1 week”.

Monthly Backups

The most complicated schedule settings can be handled using the monthly backup scheduler setting.
The example below runs the backup only on the first day of January and February at 1:27PM:

|Fnlder3| Files | Exclusions Backup Target | File Types | Deduplication |5[:hedu|e| (Options | Compression |Speed | Log |

Settings
Run this task: Start this task on: | 8/23/2012 1:27 PM B~

1 Manually

- Months: . =11 a

| Continuously orins @ Days: i

January - 2

onene |V B3 -

_ [ March =

1 Daihy [ Api I -

O Weekly [C] May ) On: [ First - [£] Sunday -
) [ June [F] Second [ Monday
@ Monthly [ Juby - [E] Third ~| | Tuesday A

Using the “On” switch, you can stipulate weekdays instead, such as “Second Thursday”. In that case the
backup would run only on every second Thursday of January and February.

The Options Tab

A plethora of options are available in the Options tab:



Page | 102

|FOId.ers| Files | Exclusions Backup Target | File Types | Deduplication |Sched.ule| Options | Compression |Speed. | Log |

Log Options

| Progress |

Task Settings
Allow this backup task to un
Backuptask name:  single type backup

Mote: create new folder for temp files because all contents will be deleted!

[] Move old file versions to recycle bin instead of deleting them

[7] Stop task if it runs longer than: 2 hours -

Locked File Handling
Copy open and locked files Always back up locked files (ignore theirtimestamp) Strict V55 Handling

Exclude these V55 writers:
[separate with semicolon ;)

Access Cortrol Lists
[ Back up Directory ACLs [ Back up File ACLs

Mete: In orderto back up ACLs, the backup target needs to be formatted using MTFS.

Sound Alert Settings

[T Play this sound when an emor occurs: Troes

[7] Play this sound when the task has completed successfully: Erowse

And if you scroll further down you'll find additional options:

Extemal Ltilties
[ Run Program when this backup task starts:

Wait for program to finish Check et code: (D

[ Run Program when this backup task ends:

Wait for program to finish Checl exdt code: (D

Task Chaining

Task chaining allows you to run a task after this task ends. Circular references should be avoided.

Tasktomun: __ =

bl Do not run above task if this task fails
bl Wait for task to finish

Task Settings

Folder for temporary files:

H

&

m

“Run this backup task” enables or disables the task completely. Uncheck a task here if you don’t want it

to start automatically.

“Backup Task Name” holds the name of the task. You can rename a task by changing the text in the

Options tab.
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“Folder for temporary files” specifies a folder for ZIP and other temporary file handling. Usually
temporary files are necessary when using FTP or other remote backups where no direct file access is
available. The default folder is C:\ProgramData\BackupChainService\temp when no folder is provided.

The option “Move old file versions to recycle bin instead of deleting them” does not delete files but
moves them off to the bin; however, the recycle bin in Windows has its own retention setting and may
delete files if it runs full.

The option “Stop task if it runs longer than” stipulates a time limit after which the task cycle will be
canceled. If the task is scheduled to run again, such as daily, it will be started again at the next scheduled
intervals.

Locked File Handling

Note: this feature works only on local NTFS drives (at least one drive must be NTFS). You cannot unlock
files from a distance / remote computer. BackupChain needs to run locally in order to unlock files.

Locked file handling allows BackupChain to access exclusively opened files, such as system files,
application files, database files, and virtual machine files and provide a live backup. Live backups are
only guaranteed to work if the application that locks the file is VSS compliant. (Volume Shadow Copy
Service).

In order to provide a live backup, the hard drive is brought to a consistent state. BackupChain can create
valid and application-consistent live backups when the application you wish to back up ships with its
own VSS writer, such as Hyper-V, Microsoft SQL Server, etc. The NTFS file system is also brought to a
consistent state and hence the file system and operating system are brought to a valid state as well
before the backup begins.

Note: it is important to use the correct Backup Type when creating a new backup task. Use Universal
Backup if you are not sure, or if you want to back up several services or applications simultaneously.

For example, do not create a SQL Server task and then add folders for Hyper-V. If you want to back up
SQL Server, use a SQL Server backup type when creating the task and then only add the files and folders
related to SQL Server. Other data files may be added as well but do not add files that are controlled by
another application, such as Hyper-V.

“Exclude these VSS writers” is a semicolon separated list of VSS writers that you wish to exclude from
the backup. Use this option at your own risk. It is provided to resolve problems with specific applications
during backup.



Page | 104

Note: You can switch off locked file handling and BackupChain will simply skip locked files.
“Strict VSS Handling” is recommended to be used unless there is a VSS problem.

Sound Alert Settings

Use the sound alert options to play a sound (MP3, WAV, etc.) file when the task finishes successfully or
fails. Select a sound file for each box found in the “Sound Alerts Settings” box of the Options tab.

External Utilities

You can run external utilities when a backup starts and finishes. You can use this feature to control
external resources or run external notification tools.

One application of external utilities is to bring a database offline before the backup and then start it
again once the backup has finished.

If you use the “Check exit code” option, BackupChain will terminate the backup and report an error if
the utility returns a different exit code than expected.

You can run batch files or PowerShell commands as well by using
%SystemRoot%\system32\WindowsPowerShell\vl.0\powershell.exe and it’s switches to run a stored
script.

Hints: Use quotes around path names. Use the > operator to send console output to a log file.
Example:
C:\app\Myapplication.exe someparameter >c:\temp\mydir.txt

The above command may produce errors but because the backup runs unattended you won’t see them.
The above “>" operator routes all console output to mydir.txt so it can inspected later on if an error
occurs.

Access Control List

You can switch on Access Control List backup for directories and files in the Access Control Lists box.
Note that ACLs are only available on NTFS, so your source and destination folders need to be formatted
using NTFS in order for this feature to work.
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Task Chaining

Task chaining allows you to run a task after another task has finished. Hence, you can ensure that the
second task never overlaps with the first task by simply chaining it. In addition, you can omit the second
task if the first one failed or was stopped. A wait option is also available which can be used to prevent
the first task from running again until the second task is finished. Furthermore, if you wait for the
second task, the first task’s final status will depend on the success of the secondary task (and tasks
further down the chain if more than one task is chained in sequence).

Task Chaining

Task chaining allows you to run a task after this task ends. Circular references should be avoided.

Tesktonn: o -

¥l Do not nun above task if this task fails
[l Wait for task to finish
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The Compression Tab

The compression tab offers compression options and encryption options. Note that if you want to
encrypt a file it also needs to be compressed. This has two reasons / advantages.

Files are being compressed first and then encrypted which improves randomization and makes the
encrypted file more secure. Second, the encrypted file needs a file container, also known as a file
format. Standard ZIP and other formats are available containers for encrypted files.

Encryption occurs using AES 256, today’s military-strength encryption algorithm.

In order to turn on encryption, turn on compression first and select a mode. You could even select the

compression mode “no compression” which puts ZIP in plain archiving mode if you know ahead of time

that your files don’t compress well anyways, as in the case of music and other media files.

Archive mode (no compression mode) is engaged automatically for the file types listed in the box below:

| Folders | Files | Exclusions | Backup Target | File Types | Dieduplication | Schedule | Options | Compression | Speed | Log | Log Opticns | Progress |
Tum on data compression to save space [ Encrypt and protect my files with a passward
Compression format: Standard ZIP (zip) - Password
Compression mode: Fastest compression -

Corfirm password:

Do not compression for these file types (Note: An uncompressed archive will still be created if compression is tumed on above):

Tz mpg
ace png
arc rar
an awf
avi 1oz
bz2 tib
bzip tib
bzip2 i
cab iff
bz2 wav
odx wma
gho wmv
gff vl
az z
gzip .zip
jar .Zoo
ipg
ipeg
Izh

mov
mpl

mp?
mp3
mpeg

< »

Mote: Choose 7-zip format for best compression and performance. Choose ZIP for best
compatibility with other systems. t is recommended to switch on compression when Add File Type ] ’ Remove File Type

using file de_duplicat_iolj IDgrt_a Compression). Encryption is based on AES-256.
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The Verification Tab

The verification tab offers various features to protect your backups:

|Fo|ders| Files | Exclusions | Backup Target | File Versioning / Cleanup | Deduplication |Schedule| Options | Compreszsion |Veriﬁcation| Speed |

O Verify files after backup
Remote targets only: Do not verfy files above this size: 50 [MEB]
Remote targets only: Percentage of files to verify: 1.0 [0.1-100%]
[ Tum on bit rot and manipulation protection
Percentage of unchanged files to be re-verified at each backup cycle: 50 [0.1-100%]

Percentage of RAM blocks allocated by BackupChain to be verfied: 5.0 [0.1-100%]

[l Log files verfied successfully

Note that backup verification will slow down your backups considerably because the data has to be read
back from the target media. In addition, the access reading back will be slower than usual because the
Windows disk cache will be turned off for those files and by doing that, several optimizations in
Windows that speed up file access will not be available, when accessing those particular files (this slower
access dffects only the file being verified and is not system-wide).

However, backup verification is crucial when handling critical data. When a file is backed up, its backup
file, which may be in a different format than the original file, such as a ZIP archive, is read back and
checked. For remote targets, the above option offers a max size limit to prevent downloading very large
files for the purpose of verification, as well as a percentage limit. Using the percentage limit, you can
limit, for example, verification to just 5% of all new files to keep backups finishing faster.

This percentage limitation makes a lot of sense, especially for very large file server backups and in
combination with the second feature “turn on bit rot and manipulation protection”.

Reverification of backup files

Files at the target may become damaged without your knowledge. Even on RAID controllers utilizing
mirror configurations, files and sectors may become corrupt without the controller noticing. RAID
controllers usually do not compare sectors while reading between several drives. A hardware fault can
hence go undetected for quite some time. In addition, RAM chips can corrupt data. RAM contained in
hard drives as well as server RAM, despite ECC technology, can be damaged and the damage can go
undetected for quite some time without producing any noticeable symptoms. For example, ECC RAM
can be damaged in a way that causes bytes to be written correctly but to the wrong address due to
damage in the chip’s internal address bus. The nature of ECC does not offer protection against such and
other types of defects. Furthermore, malicious software may encrypt, and sometimes disgruntled
employees, may vandalize backup files.

To catch such possibilities within reasonable time and use minimal resources in doing so, BackupChain
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offers a percentage based resource coverage option. You can specify to test a fraction of RAM used for
I/0 against RAM defects and a fraction of files to be re-verified. In case of remote targets, the size
options of the upper half of the screen are also taken into consideration when re-verifying.

Re-verifying backup files involves (downloading and) reading back the entire backup file and checking for
internal consistency, for example using checksums. This can also be done with previous backup versions
of a file that has changed since.

Coverage of Re-verification

By processing only a fraction of files to be re-verified, on a per backup cycle basis, you spread the work
over many backup cycles, to keep the amount of additional time required at a minimum. This idea
assumes that all files are roughly average size and that the backup task in fact runs periodically. In
addition, another assumption is that excessive re-verification of files will not help beyond a certain point
but that choice is yours. You can set up tasks to re-verify 100% of all files each time, if you the impact it
doesn’t prolong the backup cycle too much. The advantage of a 100% reverification is that you will be
notified immediately if the quality of your backup media is affected.

If you choose to re-verify, say 5% of files, it will take on average about 20 backup cycles to cover all files
once. If the backup task is scheduled to run daily, that would be a 20 day cycle where each and every
backup file has been checked again, on average. Whether that’s feasible depends on many factors, such
as overall backup time available, the total number of files and their size, and access and I/O speeds
involved.

Re-reading files actualizes sectors

A great feature of modern and enterprise grade hard drives, whether used in a RAID or not, is that
reading sectors involves many internal checks to occur within the hard drive. In addition to BackupChain
checking the consistency of backup files, the hard drive itself re-evaluates the quality of a given sector
and may decide to relocate the data on that sector on a spare internal sector if need be.

Benefits of Verification and Reverification

A lot of users intuitively prefer to keep backup time short as possible, but their underlying notion is
often that digital storage is somehow perfect and can’t have defects, not even partial defects. In the
case of backup verification, prolonging the backup process is unavoidable; however, when data has a
very high value for an organization one should consider the benefits and the risks that are being
covered.

Let’s examine a few potentialities. Hard drives can fail completely or just partially. There is a very wide
spectrum of data loss between the time when a hard drive internally detects hardware issues and when
it actually reports it to the controller, and then to the OS. Losses can occur before there is a chance for
the hard drive to report them.

When files are processed on a server, the data travels through various memory chips. Apart from the
main server RAM, some RAM is encapsulated in controllers and hard drives and other equipment. When
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a file is loaded and saved, it travels through various RAM cells and chips. If just one of them has a defect,
it will corrupt the chunk of data that was carried within it. RAM damage is not as uncommon as widely
believed, partly because RAM damage and other forms of bit rot can go undetected for years, unless it is
specifically investigated, for example by using RAM checker software. In some “lucky” circumstances,
the server might blue screen and spontaneously reboot. Even then, the warning signs of a RAM defect
are often overlooked and mistaken for something else, such as a software defect or driver problem.
RAM defects are extremely difficult to notice and pinpoint without talking the server offline and
specifically investigate for them.

ECC RAM offers some protection against single bit failures, but not all types of RAM damages. As
mentioned above, multiple bit failures or damage to the RAM chip’s handling of memory addresses
(address bus) can cause damage that is difficult to spot even for many RAM checker software. In data
files, these types of RAM damage effects may show up as random characters in random areas of the file,
or as missing or overwritten characters. Address bus damage in particular can bypass a range of checks
because a valid data word in written to RAM but to the wrong address. There have been numerous
reports of such hardware damage from our customers. The common denominator was that many files
got corrupted without notice for many months before the issue was even noticed. A RAM defect
affecting a centralized file server is especially dramatic since the server handles all files for wide range of
users on a daily basis. Every time a file is read or saved and travels through defect RAM, it might get
corrupted on the way in or out.

Bit rot occurring inside hard drives can also slip through various checks that are in place in the hardware
and software components of a server. But even if a sector is reported as bad by a hard drive, the user
will be unaware of the problem until the file is actually being read. l.e. a sector that belongs to a file
might go bad but if the file is never read back in full, this will never be noticed. In mirror RAID devices, a
corrupted sector will also go unnoticed unless the sector is in fact reported bad by the drive to the
controller. If bit rot has occurred inside main server RAM, the file will be corrupted on the way to the
drive, unnoticed, unless it is read back and verified.

Reverification, hence, alerts you to the possibility of a hardware fault that would otherwise go
undetected. By reverifying, BackupChain causes the file to be read back and this gives hard drives the
opportunity to reevaluate the health of each sector the file is stored on. In addition, some of the RAM
that is being used in the process is indirectly being checked as well. In some cases, some modern
enterprise-grade hard drives are capable to recognizing a frail sector and internally move the sector to a
set of spare internal sectors. But this process only occurs if the entire drive is scanned specifically for
that purpose or if the file is read back in full.

Ransomware is known to also encrypt backup files. If backups are stored on a vulnerable device or have
been somehow affected by an infected device, the fact that the backup files are damaged can
potentially go unnoticed for quite some time. For more intensive protection against the special case of
ransomware, please contact our support team for additional recommendations.
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The Speed Tab

Many of our customers spent well over $100,000 on server hardware and hence it is no surprise we
have received numerous customer requests to provide more options to allow them to fine-tune backup
speed. The speed tab is where most of the speed related options are available.

There is often a need to either limit speed or the inverse, to make full use of all available resources in
order to keep the backup cycle as short as possible.

|Folders| Files | Exclusions | Backup Target | File Versioning / Cleanup | Deduplication |Schedule| Options | Compression |Veriﬁcation| Speed |

Peformance Options / System Stress Prevention
Backup process priorty: Eelow Maormal -
Mz number of CPL cores to use: 2

[ Enable speed limits
Max read speed [kB/sec]: 100,000 2| Maxwrite speed kB/sec]: 100,000 =

MNumber of simultaneous file backups: 1

[l Enable folder cache

[l Enable write cache
[¥] Enable read-ahead optimization

[ Use minimal buffering

Mate:

It's not recommended to back up too many files simultaneously:; it can actually slow down the entire process
if the hardware is not fast enough to perform many tasks in parallel. The usual limitations are number of CPU
cores and hard drive speeds.

Bxception: FTP backups without compression should mun in parallel because it tends to be faster for most
sites.

Specifying Resource Allocation Limits / System Stress Prevention

There are several ways to reduce the usage of system resources, such as RAM and CPU. A lower
resource usage usually results in a slower backup process but keeps the system responsive to other
services and programs.

The backup process priority controls the priority of the background BackupChain process relative to all
other processes on the system, including Windows itself. We recommend using a low setting unless you
are running BackupChain at a time where no other service needs to remain responsive.

“Max number of CPU cores to use” limits BackupChain’s CPU usage and also helps saving RAM since only
a certain number of workers will be active at a time. Entering all available CPUs leads to full CPU
utilization; however, this depends on additional factors, such as the number of simultaneous file
backups and the number of deduplication workers used (in Deduplication tab). The limit is automatically
lifted if you have parallel file backups or if you use more than one deduplication worker.
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“Enable Speed Limits” activates the read and write input/output speed limits. Use these options to limit
the transfer speeds to hard drives, FTP, or network shares. This is useful to prevent “clogging” or
network and Internet lines, but it also helps reducing the stress on your hard drive.

It is in your best interest to avoid straining your system to prevent system overload and hard drive
stress. To keep your system responsive it is recommended to use only a percentage of the actual
throughput rates. Most of today’s hard drives can deliver a constant read / write speed of 20 to
50MB/sec with much higher burst rates; however, running a hard drive consistently at fast rates for a
long time increases its temperature and decreases its life expectancy.

Simultaneous File Backups

“Simultaneous file backups” implies that BackupChain can parallelize file backups within a task.

Note, however, it’s strongly recommended not to use this feature unless you know your hardware well
and you have selected a specific backup set where it makes sense to use parallelization.

Note: If you configure a large number of files to be backed up simultaneously the entire process may
actually take longer than with sequential backups if it is not configured correctly. If handling files one
by one is in fact using all resources to their maximum throughput, adding additional files in parallel will
only make the entire process slower. Parallel backups make sense, for example, if considerable time is
spent compressing a file. A second file could run a separate CPU core (in the case of the ZIP format
where only one core can be used per file). Or, for example, a second file could be uploaded while the
other is still being prepared. Trying to push many files through the same network connection is generally
not recommended; an exception is the case where you upload files to a remote WAN server, where each
link may be throttled due to external networks and it’s beneficial to use multiple upload streams for
better overall throughput.

Background info on hard drives

Mechanical hard drives are built using rotating disks and heads that move back and forth to read and
write data. A modern mechanical hard drive is optimized to give you good average read and write data
throughput in terms of streaming, and good burst speeds when small files are read or written.

If the heads need to move a lot, also called ‘seek time’, you will end up with an enormous degradation
of performance. Moving a hard drive head is very wasteful and takes a relatively long time of several
milliseconds. Note that solid state disks do not use mechanics and hence do not have this disadvantage.

If you back up a lot of files from the same hard drive, chances are the heads will need to move back and
forth. If the CPU in the system is the bottleneck and you are using ZIP compression, or if you use a slow
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FTP upload link, it may actually make sense to multitask and back up several files at a time. But if the
backup target is fast and CPU speed is sufficient as well, the backup will run slower when more than one
file is backed up at a time.

All hard drives also have cache space. If you read and/or write many files in parallel the cache is shared
and hence its usefulness is minimized. The best hard drive speed is achieved when large files are read
and written in long streams with almost no head movement. In that case the cache is also used
efficiently as read ahead cache.

Ethernet Background Info

Ethernet networking is actually one of the most inferior designs in networking; yet, it is the most
widespread and lowest cost technology.

The key thing to know about Ethernet is that its performance is reduced exponentially when more than
one node on the bus starts transmitting. Packets collide and lead to long delays each time an additional
node wants to ‘speak into the wire’.

If your backups are taken from a network server or they are being sent to a network device you need to
understand that the backup traffic will most likely max out all available network bandwidth. For that
reason we offer a Speed Limit for Read Speed and Write Speed. You may have to limit the backup
speeds to match a fraction of your network speed, in order to ensure the network remains operational
to other computers on the network.

The above may also become extremely critical in a cluster shared volumes environment or failover
cluster setting.

In a network setting you probably would not want simultaneous backups at all.

When to use Simultaneous Backups

The short answer is: if the hard drive or network is NOT the bottleneck.

If your CPU is relatively slow but the hard drives are very fast, as the case with many servers that are
optimized for data transfer rather than computations, it makes sense to use more than one backup in
parallel.

Note that BackupChain’s deduplication algorithm parallelizes on its own (you can specify more than one
deduplication worker in the Deduplication tab). So usually there is no need to run several
deduplications simultaneously.
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Obviously simultaneous backups make sense when many CPU cores are available and idle. In case of
virtual machine backups, chances are you are using deduplication. Then it would most likely be better to
do sequential file backups and increase the number of deduplication workers.

Another typical example is FTP. If your FTP target uses load balancing and severely limits upload
bandwidth per link, you could bypass that by uploading several files at a time.

Another typical parallelization example is ZIP. ZIP, by its nature, cannot be parallelized. So if your hard
drives are really fast but one single CPU core is relatively slow (this is the case with almost all multi core
server CPU systems) it also makes sense to back up several files at a time.

Folder Caches, Read-ahead, and Buffering Options

The speed tab also offers options to enable folder cache, write cache, read-head optimizations, and the
option to keep buffer to minimal size.

As with all algorithms, there are pros and cons and in happens as a consequence of the nature of an
algorithm that in certain environments it does not perform well. A cache works miracles with cache hits
occur often and a cache miss is rare, but these events greatly depend on the data being backed up and
the server environment and hardware.

Most users will not need to alter these settings; however, there are certain scenarios where
performance can be improved by changing the configuration.

Enable Folder Cache

This option minimizes the lookup of files through internal caches. If you use remote backups (FTP) that
do not use a BackupChain FTP Server with remote scan capability, you will want to switch this option off.

BackupChain FTP Servers with remote scan capability use a database of all server-side files that is sent
down to the client. This one time operation eliminates all file lookups thereafter and significantly
reduces backup time when large file servers are being backed up. As other FTP server products do not
offer such a feature, you will want to turn it off if you do not use a BackupChain FTP server.

Write cache & read-ahead optimization

Microsoft Windows includes some clever algorithms to cache file access and I/0 in general, and most of
the time these algorithms produce good results. There are some specific use-cases that result in bad
performance and even make the system unstable, such as when Windows runs out of memory due to a
bug in the caching algorithm. To our knowledge these bugs in Windows persisted at least until Windows
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Server 2016. To address these rare issues in Windows you can turn off write cache and read-ahead
optimization. Note that in general you will want to keep these switched on for better performance.

Minimal buffering

Faster I/O benefits from larger buffers; however, some servers are to run with limited RAM resources. In
those scenarios you will want to enable minimal buffering to reduce RAM consumption and peaks, at
the potential cost of some performance degradation.
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The BackupChain Log

BackupChain’s log keeps a record of all files processed and displays several statistics and summaries at
the end of each backup task cycle.

The default log settings (see Log Options tab) prevent an unnecessary accumulation of log entries;
however, if you want all files to be recorded (included skipped files) you can change the log settings in
the Log Options screen.

L )L )

| Folders | Files | Exclusions Backup Target | File Types | Deduplication | Schedule | Options | Compression | Speed | Log | Log Options | Progress |
Time Event Source Destination é
§22/20124:59:18PM  Finished Task b Event Properties = =
5/22/2012 4:55:18 FM Error: Task Aborted
6/22/2012 4:59:1BPM  Statistics Total processing time: 0.00:02:14 Time Stamp:  Frday. June 22. 2012 4:53:15 PM
87222012 45812 PM  Statistics Time finished: 4:53:18 PM Bvert: Created Folder Database
B/222012 45912 PM  Statistics Startup time: 4:57-02 PM Source: Cindows
6/22/2012 4:55:18 PM Statistics Mumber of errors: 0
/222012 £:55:18 PM Statistics Number of files skipped: 7030 Destraton: tz:;t\ﬁgfs.v‘\:"ﬁnt:loolevzt'-?gacglfﬁp&ainDBZD‘IEDEZZZDS?DSDEE\S
6/22/2012 45518 PM Statistics Mumber of files processed: 116
§22/2012 £53:18PM  Statistics Number of directories created: 0 lm: -
6/22/2012 £:58:18 PM Statistics Total bytes read: 104.513 MB
6/22/2012 4:55:18 PM Statistics Total bytes written: 32,343 MB
6/22/2012 4:55:16 FM HOD Operation Releasing Drive i
6/22/2012 4:59:16 PM Finished Backup Cycle
» 6/22/2012 4:59:15 PM Created Folder Database C\Windows P:windows folder backup test\C_'WWindows'.BackupChainDB...
6/22/2012 4:59:15 PM Created Folder Datab C\windows! Pwindows folder backup testiC_'\Windows'Installer' Backup...
6/22/2012 4:55:15 PM Compressed and Copied C\\windows'Installeri1c03104.msi Plwindows folder backup testiC_'Wwindows'Installer\1c03104....
6/22/2012 4:59:05 PM Created Folder Database C\indowstinf Piwindows folder backup testiC_'Windows'infi. BackupChain...
6/22/2012 4:58:56 PM Compressed and Copied C\\Wwindows'infisetupapi.ev3 Plwindows folder backup test'C_'Windowsinfisetupapi.ev3.zi..
‘l_.__.__._._____.. - e — e R R e e | - s
Double-click: Single view [ Show orly emors Log -

The log view is color coded. Errors appear in red.
Double clicking on a line opens the Event Properties as shown in the smaller popup window above.

At the bottom right you can click ‘show only errors’ to filter out all regular entries and show only failed
operations.

The time column shows the time local to the viewing machine. If you are using a master console that
connects to a remote server, which is in different time zone, the time column will show the time in your
local time, not that of the remote server.

The Log button offers several additional functions:



Refresh

Send to BackupChain Support

Open Archive
Clear Log
o Export as HTML
[] Show ony emors | Log T| |
RO Encbie Scheduled Tasks |

Export as HTML, Clear Log, Open Archive, Send to BackupChain Support, and Refresh.

Export Log as HTML
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Logs may be exported as HTML files. HTML logs are color coded as well and open in a new Internet

browser window.

Log Archive

The size of the log archive is configurable in the Log Options tab.

Every time a log gets too large, it’s archived and compressed. By using the Open Archive function, you

can open older logs and browse through them:

e Archived Logs for Tack: windows folder [ || =) (i) |

Double Click on Log to Open:

Wednesday, June 06, 2012 6:40:04 PM
Wednesday, June 06, 2012 6:47:57 FM
Wednesday, June 06, 2012 6:56:10 PM
Wednesday, June 06, 2012 7.02:55 FM
Wednesday, June 06, 2012 7:11:08 FM
Wednesday, June 06, 2012 7:16:41 PM
Wednesday, June 06, 2012 7:22:57 FM
Wednesday, June 06, 2012 72517 PM
Wednesday, June 06, 2012 7:35:51 PM
Wednesday, June 06, 2012 7.43:.02 FM
Wednesday, June 06, 2012 7:50:22 PM
Wednesday, June 06, 2012 7:56:43 PM
Wednesday, June 06, 2012 8:03:.04 FM
Wednesday, June 06, 2012 8:09:21 PM
Wednesday, June 06, 2012 8:14:35 FM
Frday, June 15, 2012 1:30:59 PM

m

1

Wiew

|| Delete
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After clicking View, a new Log Viewer will be opened with the same functionality as the Log tab (color
coding, HTML export, etc).

Skipped Files (Files Already Backed Up)

By default, BackupChain skips files that have been processed in a previous cycle. Files are skipped if their
time stamp or size has not changed since the last run.

The default logging options prevent skipped files from being logged. This prevents lengthy log files for
users with hundreds of thousands or even millions of files. If logging skipped files is feasible in your
setting you can switch it on in the Log Options screen.

Sending Your Log File to BackupChain Support

To offer you better technical support, you can send your logs to the BackupChain support team where it
will be analyzed for you in case you experience difficulties with your backup. Simply click “Send to
BackupChain Support”, enter your name and details and provide a short description of the problem.

e Send Log To BackupChain Support ==~

Ising this form you can send the log test of your machine to BackupChain Suppart.
The transfer occurs via HT TP in compressed fom.

Please provide your cortact infarmation before sending. Your information will be
keept stricthy confidential and will not be made accessible to other parties.

MName(™): Joe Doe
Email ). joe@jos.com
Phone: 9293812989

Describe the backup operation you attempted before emor occumed(™):

{*} = required entry. Send ] [ Cancel

Log Archiving
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BackupChain automatically compresses and archives log files when they reach 10 MB. Then, the log files
are kept in an archive folder until the archive reaches a certain limit (100 MB default, the setting may be
changed in the Log Options screen).

The location of log files is C:\ProgramData\BackupChainService\logs\<task name>

As in: C:\ProgramData\BackupChainService\logs\Important File Backup

On system running XP or Windows Server 2003:
C:\Documents and Settings\All Users\Application Data\BackupChainService\logs\<task name>

As in C:\Documents and Settings\All Users\Application Data\BackupChainService\logs\Important Backup

Use the Open Archive button to open, view, and delete older log lists.

Clearing and Refreshing the Log

In case you wish to track log entries as they occur, hit the Log tab or click “Refresh” at the bottom.

Opening the Log in a Separate Window

You can also right-click on the task’s main line and select Open Log Viewer, in order to open the log in its
own separate window:

b BackupChain® Server Enterprise Edition v2.4 514 - Fastheuron Inc = |[=
BackupChain Restore Task Logs FTP Server Help

Task List:

Name On/Off Schedule Status LastRun
retention tests on Manual start 616/2012 1:24:27 PM
b | windows fold | start 6/22/2012 5:32:16 PM
ows o Run This Task Mow anE s
exfat test Run Task Scheduler anual start [7/2012 3:46:05 PM =
all testto F: Delete Task anual start 6/23/2012 12:51:09 PM <
. Disable Task
Software i3 up to-da [T Al | MNewTask | [ Delete Task |
Enable Task
Folders | H Clone Task r'get | File Types | Dieduplication | Schedule | Options | Compression | Speed | Log | Log Options | Progress |
‘ ‘ Ti | Open Log Viewer | Source Destinat é]‘ ‘

Opening a Single Event in Log
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Sometimes there isn’t enough space to read a long log entry, especially when path names are very long.
You can double-click on a log entry to view it separately. Note that you can navigate to the next entry

above and below using the two arrows.

Event Properties

Time Stamp: Monday, May 09, 2011 7:07:31 AM
Event: HOD_Operation

Source:

Destination:

Info:

nlease wait. This may take a couple of minutes...

[Initiating hard drive for backup
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Log Options

Use the Log Options tab to set up your email notification and other log features:

|Fo|d.ers| Files | Exclusions | Backup Target | FiIeTypesl Deduplication |Scheclu|e| Options | Compression |Speed | Leg | Log Options | Progress |

Email server settings

SMTP server host name: smtp myemailserver.com Send to email addressies): myself @mydomain.com
SMTP server port: 25 Subject line: BackupChain Alert
Sender’s email address: myself@mydomain.com Password: senns
\User name: myseff Confirm password: YT

My SMTP server requires login/passward
[7] Use 55L (=STARTTLS. Ensure port numberis comect when using this option)

Send Test Email

Send an email when this task stars

Send an email when this task completes Log files processed successfully

Send an email with the log when emors ocour

[ Send an email with the log when flles have been backed up Max. Archive Size[MBL: 100

HTML Email Format Configuration
Use this HTML template for task start notfications:  C:\Program Files'\FastNeuron Inc'\Backur Browse

Use this HTML template for successful logs: C:\Program Files\FastNeuron Inc\Backup Browse

Use this HTML template for logs with wamings: C\Program Files'\FastNeuron Inc'\Backur Browse

Use this HTML template for logs with emors: C:\Program Files'\FastMNeuron IncBackup Browse

© Enable Scheduled Tasks

Note: Your Internet Service Provider (ISP) may be blocking port 25 for SMTP access. Usually such ISPs
provide their own SMTP services that you need to use. Alternatively, your email provider may offer an
alternative port number, other than 25. For Verizon, for example, use outgoing.verizon.net and port 587
instead of your email provider’s address.

You may want to switch off “Log files processed successfully” if you have an unusually high number of

files to back up.

Customizable HTML Email Alerts

The bottom half of the Log Options screen offers a selection of cases where you may want to switch on
HTML email alerts. The path to the HTML templates is the program path of BackupChain as shown above
C:\Program Files\FastNeuron Inc\BackupChain

You can copy the template to another folder and edit and design it as you like.
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You can design the HTML code as you like. BackupChain will insert information as using the following
tags:

The name of the task as entered in BackupChain
The number of errors that occurred. Example: 0
The number of warnings. Example: 1
The number of times the task ran if scheduled to
run continuously.
The number of directories created in this cycle
The number of pre-existing directories.
###NUMBER OF FILES PROCESSED### The number of files created in this backup cycle.
The number of pre-existing, unchanged files.
The time when the backup cycle started.
The time when the cycle ended
The total amount of bytes read in fractions of the
nearest unit. Example: 1.5 TB, or 129 MB
The total amount of bytes written in fractions of
the nearest unit. Example: 1.5 TB, or 129 MB
###1L0G ROWSH## All log entries as stored in the current log file in
HTML table format “<tr><td></td></tr>"...

The easiest way to understand how the HTML customization works is to have a look at the contents of
one of the HTML template files.

The above tag names are simply replaced with the actual text value. The exception is GEEaNeleBENOlfEE X
where the log entries are written as table rows using the HTML <tr><td></td></tr> tags and it is

assumed that you have surrounding table tags. The advantage of this method is you can customize the
table and its headers and footers as you like.

Note that the HTML log is also color coded using CSS styles encapsulated in the template file. The
default HTML email alert looks similar to the one below:

BackupChaine

Backup Software for IT Professionals

Task personal files backup failed with 1 error(s)!

Errors: 1

Warnings: 0]

Cycles: 1

Folders created: 0

Folders already backed up: 0

Files created: 9

Files already backed up: 144861

Cycle startup time: Saturday, June 23, 2012 10:31:41 AM
Cycle finish time: Saturday, June 23, 2012 10:46:13 AM
Log Contents:

6/23/2012

1031 AM  tArtup v2.4.514
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Progress Indication

You can check on the backup task by opening the Progress tab or by periodically refreshing the Log view,
as discussed in earlier sections.

The Progress tab shows various counters and statistics:

4 |Fnlders| Files | Excluzions | Huper! | BackupTargell File Tupes | Deduplication |Schedule| Optians | Compression |Speed | Laog | Log Options Fr| »

Processing folder: -

Processing file:

Folders backed up: 1 Files backed up: 0 Already backed up: 0

Task cycle: 39 Start time: E/23/2012 303PM  Time elapsed: (0 days O0:08:58
Errors: 0 Total bytes read: 0 byle Total bytes written: (0 byte
Backup type: Huper Backup

Hard drives prepared for backup

Deduplicating file #77: 99.462% Exchange 201 0.vhd

Processing file #78: 100.000% 9428 2014-F4C7-4302-9810-3200618FD 030, 5ml

Pause &l |




Page | 123
Restoring Disk Images to Physical Disks

See page 21 for disk related information.

The general procedure is shown below. Note that it is also possible to set up a task to perform the same
steps. The steps below show how to restore disk images to a physical disk as a once-off restore process.

Select Restore from the main menu, then Restore Sector-Level Disk Backups.

Restore | Task Logs FTP Server Disk Tools
Restare Files, Folders, and WMs
Restore Sector-Level Disk Backups |
Extract Individual Files from Disk Image

In the next screen, all you need to do is select the disk image file by clicking Browse, and then selecting
the target disk by clicking Select:

“
| be Disk Backup and Virtual Disk Conve [

Disk: Step #1 Hide Settings
Disk Selection | Options
Backup Type

Selected Backup Type: Image to Disk: Copy virtual disk image to physical disk (V2P) -

Source Disk Image File

Original file:

Supported virtual disk formats: VHDX, VHD, VDI, and WMDK, [ Perform Live VM Conversion

Physical Target Disk

Selected Target Physical Disk:

Flease check this setting carefully-this is the disk that will be deleted!

O Apply universal boot settings

St | | AddDisk Help
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Click “Start” to start the recovery process. If you want to restore several disk images to several disks at
the same time, you can add additional steps to the process by clicking “Add Disk” before starting the
process. The screen will then contain another section for the second disk, where you select the disk
image and its respective physical disk target.

The option “Perform live VM conversion” is a special function that allows you to use a virtual disk while
the VM is running and copy the contents of that disk to a physical disk. The VM can run during the
process and is not affected in any way. If you choose to convert a VM’s virtual disk to a physical
computer (V2P conversion), you should also enable the option “Apply universal boot settings”, which
causes BC to modify the Windows boot settings in a way that will help adapt to the new hardware
where you will install and boot the physical target disk.
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Restoring Files

You can access backed up files directly from the backup folder if the files are in a standard format, such

as ZIP, or in their plain original file formats. All files of all types may also be restored using BackupChain’s
restore function.

Optional: Select the backup task from the Backup Task List.

Select Restore from the main menu and proceed with Restore Files and Folders:

BackupChain | Restore | Task Logs FTP Server Help

Task List: | Bestore Files and Folders |
Name O n/Of :chedule Status Last Run é]
Restore Files and Folders
b [VM folder Backup (1) WEnoal start Idle 6/19/2012 4:19:57 PM
Impertant File Backup off Manual start Idle 5/24/2012 1:35:10 PM
sql server on Manual start ldle 6152012 5:00:28 AM
personal files backup on Run daily Idle B/23/2012 10:31:41 AM -
Software is up-to-date [OT Rl | NewTask | [ Delete Task |
| Folders | Files | Exclusions Backup Target | File Types | Deduplication | Schedule | Options | Compression | Speed | Log | Log Opticns | Progress |
Folders to be backed up (sub{olders are automatically included):
P:whdboot\server2008core vhd: \Users ‘
P:whdboot\server2008core.vhd: Windows

Then you need to fill in the details about the backup location. This information is usually preset with the
task settings:

£ Please Specify Your Backup Location IR

@ Local folder P \wirfilebackuptarget Browse

Use this option to access files on a local hard drive, external USB/Firewire drive, flash drive, etc.

) Networke UNC folder Browse

Use this option to access files on a network drive on your LAN or VPN, Example: imyserverimyfolder

! FTF site Browse

Use this option to access files via FTP on a remote server. Example: ftp:/iftp.myserver com

oK || Cancel

Note: You need to select the root folder in this step.

If you open the folder in Windows Explorer, the root folder may look like this:
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@{\_)'| . » Computer » Server2008R2 (D:) » backuptarget »

W Favorites
Bl Desktop
&4 Downloads

U
= Recent Places

4 Libraries
3 Documents
J‘. Music
= Pictures

B videos

Organize » Include in library « Share with « Burn Mew folder
Nare
) C

|| BackupChain.config.fastneurondate201104181030170012
| BackupChain.config.fastneurondate201104181648060709
|| BackupChain.config.fastneurondate201104181650350112
|| BackupChain.config.fastneurondate2011041817005207438
|| BackupChain.config.fastneurondate2011041905656490839
|| BackupChain.config.fastneurondate201104190701250320
|| BackupChain.config.fastneurondate201104190713170149
|| BackupChain.config.fastneurondate201104190718270012
|| BackupChain.config.fastneurondate201104190720380521

Date modified

5/9/2011 2:35 PM
4/18/2011 10:30 AM
4/18/2011 4:48 PM
4/18/2011 4:50 PM
4/18/2011 5:00 PM
4/19/2011 6:56 AM
4/19/2011 7:01 AM
4/19/2011 7:13 AM
4/19/2011 7:18 AM
4/19/2011 7:20 AM

Type

File folder

FASTMEUROMNDA...
FASTMEUROMNDA...
FASTMEUROMNDA...
FASTMEURONDA...
FASTMEURONDA...
FASTMEUROMNDA...
FASTNEURONDA...
FASTNEURONDA...
FASTNEURONDA...

Size

60 KB
35KB
35KB
35KB
35KB
35KB
35KB
35KB
35KB

Notice the C_ folder (for C: drive) and the BackupChain.config files. These files are necessary for restore

operations.

Once you confirm the backup folder location, the backup set selection screen will open:

Selecting a Backup Set

BackupChain can restore a file/folder structure as it was at the time of backup, that is, it will restore only

files that existed at the time of backup and restore the version of the file as it existed at the time of

backup. Folders will be restored following the same principle.
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' B

Festore Option

(*) |'want to restors from a particular backup point in time

{3 1do not know when the data was backed up; show all available data

1
Select the date of the backup you want to restore:  Select the time of the backup you wish to restore below.
| Mote: Incomplete backups were either stopped or cleaned up.
4 3
september, 2019 5/20/2018 2:28.04 PM
I Sun Mon Tue Wed Thu Fri  Sat 9/20/2015 1:47:36 FM
% 2% 27 28 20 30 3 9/20/2013 1:44:53 PM

1 2 3 4 5 6 7 9/20/2015 11:08:43 AM

8 g 10 11 12 13 14
15 16 17 18 19 20 2
2 23 4 25 W &7 28
29 30 1 2 3 4 5

| Continue || Go Back | I

Similar to above, you will be presented with a calendar view. Today’s date is shown in a color coded
(blue) box. In the example above we see backups are available for the 16", 18", 19", and 20" (bold).
When we select the 20" (the most recent day is automatically preselected) BackupChain opens a list of
backups to select from. On the 20™ there are several backups, the latest was taken at 2:28:04 PM.

Note: If we click Go Back now, BackupChain returns to the previous screen where the backup folder
selection was made.

Choosing “I do not know when the data was backed up; show all data” will remove the calendar and
present the cumulative view of all backup sets available in the backup store. This means that we won’t
be able to restore the exact file/folder structure at a given time, but we can restore any file and folder
and any file version we want.

This is useful when we don’t know for sure when a file or folder was deleted or backed up.

Restore Screen

Next, when you enter the Restore Screen, you open the folder structure to the left and navigate to the
path you would like to restore:
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b Select Files and Folders to Restore ==
Show Files Backed Up On all ~
o I3 All Files =
Restore Name Date Size
a DU C: =
.- Clfgg ProgramData » [ |Hw2019.vhdx 8/24/2019 &:02:38 PM 5977 MB $ £
L& Users [ HV2015_0038C015-DEF T, N-BC92-1.. 5/16/2019 8:15:33 AM 208.25 KB pel
F: —
= - ] HV2019_0072C7DA- 5-2.. 917/2019 81528 AM 20829 KB yol
a U[Eg server2018VMs ~
L Ol Hv2ote [ HV2015_01423303-85F 87E-3. 9/12/2019 3:41:42 AM 20053 KB yol
[l Snapshots = HV2019_01ADAI2D-549 A2B-7_. 914/2019 3:28:43 PM 197.89 KB pel
w &S Virtual Hard Disks B HV2018_01DB2ACD-157B-4158-AC5A- . 9/7/2019 4:23:25 PM 190.32 KB pel
~ D1 Virtual Machines [ HV2013_020E556C-C432-4A05-B266-B... 312212019 5:30:17 FM 20140 KB Jo)
[ Hyper-V VMs
E  Hv 373F07-ADF0-4F94-806A-4 . 9/9/2019 5:55:31 AM 190,81 KB ye
=1 AW RNONTRI_AGRT.GERE_ B Q1IN0 0-74.41 DM WV 11 KD () i
Older File Versions:
Restore v Mame Date Size -
» o HV2019 vhdx 9/24/2019 6:59:25 PM 222GB yo; E
[ Hv2019.vhdx 9/24/2019 6:25.09 PM 60.52 MB ye;
[ HY2019.vhdx 9/24/2019 5:56:52 FM 59.12 MB ye;
[ Hv2019.vhdx 9/24/2019 5:00.55 PM 222GB ye;
= HWHAQ wrhrde QA0S F-AN-NE PM RE ST ME ) i
Note: Double-click on file opens file directly from backup store | Restore ‘ | Close |

To restore an entire folder, check the box in the tree to the left only. For example, you could select the
node “HV2019” to obtain the latest version of each file in the folder. The latest version depends on the
Restore Point filter at the top of the restore screen.

To restore a single file, click on the folder and you will see a file list to the right. At the top of our
example is a file dated 9/25/2019 8:02:38 PM. Notice that as soon as you select a file at the top, the
bottom half of the screen splits, and you receive a list with older versions of the same file appearing in
reverse order, the newer ones at the top.

Important: If you want the latest file select the file at the top, by clicking the Restore box left of the file.
Do not select the folder. To restore an older file version, select a file from the bottom list and check the
Restore box, see example above. Do not select the file at the top half of the screen.

Hint: The entire screen and all three panels are resizable.
Hint: Use the date filter at the top to select a particular backup set or point in time.

Double-clicking on a file or clicking on the magnifying glass at the right of a file will open the Granular
Restore option if it is a virtual machine disk and you have BackupChain Server Enterprise Edition
installed, or it will selectively open and restore the selected individual file only. More information on
Granular Restore may be found in the next sections that follow.

To proceed with the file restore click the Restore button at the bottom of the screen:
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L el
]

D estination path:

.,

o \restore targed]

[Jze thiz pazsword to decropt enciopted files:

Show Advanced Ophons

Browse |

| k. | | Cancel

The Extraction Options Screen appears where you can enter a destination path. You may also enter a
UNC network path as target. Note that the BackupChain’s Monitor application runs with your own user
credentials and in your user session; hence, you may also use mapped drives and other network shares

that you normally access.

Advanced Extraction Options

Select “Show Advanced Options” to change advanced extraction options, for example to enable

restoring ACLs:



% Extraction Options

Destination path:

|se this password to decrypt encrypted files: TII1]

Confirm passwaord: YT

Hide advanced options

| |pdate Sethings

(71 Exract all files and replace i they already exist
i@ BEstract only new files and new versions of existing files.

(7 Bstract only new versions of existing files. Other files will not be restored.

|Fi|e Retention Settings

@ Ask before overwrite () Skip existing files

(71 Owenwrite without prompt ) Rename old file when there is a name conflict

||"-1isoellaneous Settings

[] Bdract all files into the same destination folder {dont build folder tree)
[] Restore files to their original location ignore destination path specied above)

Falder far tempaorary files:

[7] Restore Directory ACLs [] Restore File ACLs

Do not stop if disk read emors are encountered
[] Verbose logging

0K || cancel
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“Update Settings” controls how the files are to be restored. You have the option to overwrite all existing
files without warning, extract only new files or new versions of existing files, or only new versions of

existing files (refresh).

The section “File Retention Settings” determines what to do when a name clash occurs. The default is to

ask before overwriting but you may also chose skipping files or automatic renaming.

The section “Miscellaneous Settings” contains three options:

1. The option “Don’t build folder tree” restores all files into a single folder.
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2. Restore files to original location will use the folder information from the backup store to put the
files back to the same original folder.

3. Password for decryption: Enter here the exact same password as entered in the backup task.

4. Temporary files folder: When restoring deduplicated files, BackupChain needs space for
temporary files. Especially when you work with very large files you may need to provide a
temporary file folder on a different (and faster) drive, if C: doesn’t have enough space left.

5. Restore ACL for directories and files restores the access control lists for each file and folder.
Note this is only available if both file source and destination is NTFS.

Restore Progress

When you proceed with the restore operation, the restore progress screen opens:

Fiestore Progress

Processing folder: L:server2003r2486 file backup

Restoring file: adfz.mzp
Folders processed. 7 Files processed: 1
Errors: i Time elapsed: (0:00: 00

Restore operation finished successfully.

B
Cloze | Pausze | iew Logs |

In case of an error, check the logs via the View Logs screen for more information. The log viewer will
open where you can export as HTML, amongst other options.

Restoring a Single File

If you want to restore a single file from a backup folder, simply double click on the file or click on the
magnifying glass. Note: If you are using BackupChain Server Enterprise Edition and you select a virtual
disk file (*.VDI, *.VMDK, *.VHD, *.VHDX) you can open the Granular Restore option and restore
individual files and folders from inside a deduplicated or plain file virtual machine backup.
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b&Select Files and Folders to Restore = |[=
Show Files Backed Up On all ~
a [C[ES Al Files K ~
al=ge Restore Name Date Size =
SOF | HV2013.vhebx 9/24/2019 8:02:38.. 53.77 MB &~
2L server2019VMs ] Hv2013_0038C015-DEF7-4FC1-8C98-131DE41B368.avhax 91672019 8:15:33 . 208.25 KB o
HWV2013
‘ Dﬁuﬁ s hots O] HW2013_0072C7DA-EGSE-4635-9F 25-2675513BF 2A9 avhdx 91752019 8:15:28.. 20829 KB >~
. naps
/Ty Virtus! Hard Disks ] Hv2013_01423305-B5F8-454D-BE7E-36336580137E avhae 9132019 34148 20053 KB £
»[IEg Virtual Machines L] HV2019_01A0A320-5495-468F-9A2E-7004634F0BEC avhdx 911472019 3:28:43. 19789 KB >
1 Hype{ e oota ey N = [[=] 9712019 4:2325PM  190.32 KB o
$22/2019 5:30:17.. 20140 KB !
12} Recovery & | Name Date Size ' .
IS Recovery desktop ni 8/22/20135:26 .. 174bytels) Y2013 55531 AM 130,81 KB &
=) NO NAME Q/72/010 3-94-41 Rl -] ® T
O e
[} Partition 2 =
(2} Unnamed Disk Size
D[ﬁ SRECYCLE.BIN ! M 277GB o] =
O Documents and Settings |~
= 1 60.52 MB >~
[CIfE5 PerflLogs
[l(E5 Program Files M 53.12 MBE &
[Jf& Program Files (x86) M 272GB >
[ ProgramData ) R 07 MB @] h
[fES System Velume Informatiq
Mote: Doubld O Users LN Restore ‘ | Close
&g Administrator
[Cligg Al Users
=]
:I Cpen File | ‘ Export | | Cancel
Save

Once you click on the file you will see older file versions at the bottom half of the screen. In order to
directly open one of those files, double click either on the latest version (above) or one of the older
versions (list below). Instead of double-clicking you could also click the magnifying glass. For virtual
disks, the screen above opens and you can pull out files and folders from the VHD without having to

restore the entire VHD. For all other files that aren’t virtual disks, the following screen opens:
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& Open / Extract Individual File = = |

Do you want bo open # extract this file:

942E 201 A-FACT-4302-931 0-320061 8FD 090, %l

I Open file uzing default progranm

File Encryption Pazswaord:

Enter Pazzwiord Here

Folder to extract file:
IE:"-.F'rn:-gramD ata‘BackupChainServiceimonitarterpideodaizde-e116-43c5-a0d45-765281 225081 Browse |

Open I Cloze

If you are dealing with an encrypted file you need to enter the password now. As you can see above,
BackupChain uses a temporary folder on the system drive to restore the file. However, this may not be
convenient for very large files. In those cases you may want to change the folder before clicking Open.

The option “open file using default program” can be unchecked so you can access the file directly from
disk with any tool you like; otherwise, the default program registered with the file type will be called to
open the file.
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Tutorials

In this section we present a couple of helpful tutorials for common backup scenarios.

How to Set Up Sector-Level Disk Backups

Entire disks (physical or virtual) can be copied to one another using BackupChain. A “classic” disk backup
uses a proprietary container file format; however, in BackupChain you can back up a physical hard drive
to an open-standard virtual disk for the purposes of backup, for example, you could back up your system
drive to a VHD or VHDX.

Later when disaster strikes and you need to restore, simply use BackupChain’s disk converter to copy
the VHD back to a physical disk.

Alternatively, BackupChain also offers live disk to disk backup between physical disks. You could set up a
schedule and have BackupChain copy from one disk to the other every night. In case you ever need to
“go back”, all you need to do is detach the original disk and perhaps check your boot settings to ensure
your PC/server will boot from the other disk. If you accidently deleted files on the source disk, the
previous night’s data is immediately available on the backup disk you have.

In the special case of VHD and VHDX formats you can also add the VHD to the Windows Boot Manager
and directly boot from it. This way you don’t have to copy the VHD back to a physical disk.

There are many options to manage each type of possible disaster using BackupChain. Disk backup comes
handy when you need to protect system disks; however, file backup is also very useful and often more
efficient than disk backup when you want to protect file server data.

Please refer to the section Sector-Level Disk Backup Strategies and Creating a New Disk Backup Task for
detailed how-to information.

How to Convert a Physical Machine to a Virtual Machine (P2V)

To convert a physical server to a virtual machine you can either create a new disk backup task (see page
29) or use the Disk Converter tool (Main menu -> Disk Tools->Disk Backup & Disk Converter).

For each physical disk you need to convert, you would enter the following conversion steps. In the
example below we have only one disk, which is disk #3 and holds drive letters Z:, F:, J:, D:, and V: with an
overall capacity of 7.28 TB:
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| Disks | Imaging Opticons |Schﬁdule| Options | Speedl Log | Log Options Motes | Progress |
Disk Step #1 Operation: Disk to Image Edit Settings

Source: Disk #3: 728 TB (Z:\ B\ N DAL V), GPT, EFI(Boat...
Destination: W:\tempudisk_4 vhdx

Click ‘edit settings’ to see the detailed settings for that backup step:

‘ Disks | Imaging Opticns |Schedule| Options | Speed | Log | Log Options |N0tes | Frogress ‘

Disk Step #1 Hide Settings

Disk Selection | Options

Backup Type

Selected Backup Type: Disk to Image: Copy physical disk to vitual disk image (P2V) -

Source Disk

Selected Source Physical Digk:
Digk #3: 728 TB (Z\, F\ JA DA VAL GPT, EFlBoot), Model: STB000NMO055-1RM112 ATA Device, Senal: AZ41HITM Select

Target Disk Image File

Target File:  wtempdisk_4.vhdx

Virtual Disk Format
) VHD (z 2TB) @ VHDX (z 64TB) ) VMDK (£ 2TB) ) VDI{z 2TB)

Virtual Disk Type
Same as Original Pre-gllocated, Fixed Size Pre-gllocated, Sparse @ Dynamically Expanding

[] Apply universal boot settings

To get to the above screen, either open the Disk Backup & Disk Converter from the main menu, or click
“New Task” and create a new sector-level disk backup task. Then select “source is a physical disk” as
shown above and click the “select” button to view all available disks.

Note: Dynamic disks must be converted all combined in one step by adding additional disks to the above
screen using the Add Disk button. Dynamic disks in Windows (not to be confused with expanding virtual
disks, see https://technet.microsoft.com/en-us/library/cc737048 for a definition) allow spanned,
striped, and mirrored volumes that may span several disks. If you want these disks imaged you must
select all of them to be converted simultaneously. You can add additional conversion steps (i.e. disks) by
clicking the “Add Disk” button.



https://technet.microsoft.com/en-us/library/cc737048
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Note there are three basic settings to be filled out in the above screen:

1. Backup type: in this case “Disk to Image”
2. The source disk: “disk #3”
3. The target image file: “W:\temp\disk_4.vhdx”

The above example converts the physical disk to a disk image file “disk_4.vhdx”. The VHDX virtual disk
format can grow up to 64 TB, whereas all other formats are limited to about 2 TB. Depending on your
virtualization platform of choice you may want to choose:

VHD Windows Server 2008 or Windows 7 and later
Example: Hyper-V or Virtual PC

VHDX Windows Server 2012 or Windows 8 and later
Hyper-V

VMDK VMware Workstation, Server, ESX, ESXi

VDI VirtualBox

Note that some later versions of VirtualBox and VMware may be able to use VHDs as well.

If you are backing up the disk for the purposes of disaster recovery, as long as the disk is under 2TB you
could use any format. Performance is best with the VHDX format, however.

The virtual disk type is preset to “dynamically expanding” which means the virtual disk will grow to
accommodate all data on the original drive and will use only as much storage as necessary to hold all
information.

The tab “Options” provides additional functions to fine-tune your disk backup.

“Prepare all services for backup” provides application consistency by notifying all VSS aware services to
prepare for live backup. Use this option especially when you have Microsoft SQL Server, Exchange
Server, Oracle (VSS aware versions), and other VSS aware services running.

“Skip disk space marked as free” instructs BackupChain to skip those file system blocks that are
specifically marked free by the operating system.
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| Disks |ImagingDptions |Sched.ule| Options | Speedl Log | Log Options | Progress |

Backup / Conversion Step #1:

Source Disk  Target Disk

Prepare all services for backup (gpplication consistency)

Skip disk space marked as free
Step #5: Verfication (Optional)

Verffication Method: MNaong ~

Folders to exclude:

Hirt: Jze separate lines
for each path. Dont enter
drive letters, for example:
Windows

At the bottom of the above screen you also have the option to use verification. BackupChain will
perform the full conversion and then verify file by file if requested. You can exclude certain folders from
being verified by entering them without a drive letter, such as:

\temp
to skip all temp folders on the root folder.

Automatic cleanup of old virtual disk backups

Disks | Imaging Options | Schedule Options Speed Log Log Options Progress

Backup Versioning of Virtual Disk Tangets

[iCiean up backup version history before backup inot recommendedj;

Disk Backupsto Keep: 1 -

In the case of virtual disk targets you can control how BackupChain deletes old backups in the Imaging
Options tab. The option “Disk Backups to Keep” determines how many versions you want to have in the
backup target folder. “ALL” keeps them indefinitely (not recommended). You can enter any number as
needed.

Note the option “clean up backup version history before backup” will allow BackupChain to delete the
oldest backup before starting the new backup. This is not recommended in the case of keeping just “1”
backup in the history because if the backup is stopped or fails, you will be left with no backup at all.
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The default strategy in BackupChain is to always ensure you have at least one good backup under all
circumstances; however, in some settings available backup storage is very limited and the cleanup
option may be the only way to get backups to work at all.

Booting the virtual disk as virtual machine (P2V)

Please familiarize yourself with the nature of the server’s disk layout before continuing with P2V. Open
the Windows Disk Management via the Control Panel and have a look at the boot partition.

The example below shows the system drive Disk O is a Basic disk (hence it may be backed up by itself in
isolation) and uses an EFI boot loader, which is common on newer hardware:

= Disk Management — O x

File  Action View Help

e @ E3 =M

Velume | Layout | Type File System | Status | Capacity | Free Spa... | % Free
- Simple Basic Healthy (R.. 300 MB 300 ME 100 %
- Simple Basic Healthy (E.. 100 MB 100 ME 100 %
- Simple Basic Healthy (R.. 450 MB 450 MB 100 %
= () Simple Basic MNTFS Healthy (B... 1862.06 GB 1722.50.. 93 %
= Zth test drive (E:) Simple Basic MTFS Healthy (P... 1863.01 GB 154265.. 83 %

Ll
= Disk 0 Y

Basic ()

135_3-39 GB 300 MB 100 MB 1862.06 GB NTFS 450 MB

Online Healthy (Recovery WHealthy (EFl Sy N Healthy (Boot, Page File, Crash Dump, Prirary Partit ||Healthy (Recovery P:

= Disk 1 v

B Unallocated [l Primary partiticn

A system without EFl boot loader would look as follows:
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i=i Disk Management EI@

File Action View Help

e HHEBX = @&

Volume | Layout | Type | File System | Status | Capacity | Free Spa.. | % f

Simple Basic MNTFS Healthy (5... 12800 GB 81.29GB o4
« T ,

i

Disk 0 - |
Basic [(e)]
128.00 GB 128.00 GB NTFS
Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
M Unallocated [l Primary partition

Note that EFI boot is not supported on some virtualization platforms. EFI / UEFI can be booted in
Generation 2 VMs in Hyper-V Server 2012 R2 / Windows Server 2012 R2 and later. If you want to
convert a physical server/PC and run it as VM on earlier versions of Windows, such as Windows Server
2012 or 2008 R2, it would need to have a regular boot loader without EFI.

Note: EFI bios is implemented in VMware Workstation and in VirtualBox as well.

Create a P2V VM in Hyper-V Server 2016

Note this step only needs to be done once. Once you have the VM in place, BackupChain can replace the
virtual disk in subsequent backup cycles automatically. When you need the VM in a disaster recovery
scenario, simply boot it up and it’s immediately ready to go.

As mentioned above, if your physical machine uses EFI and you wish to use Hyper-V to run the VM, you
have to have Windows Server 2012 R2 or later. In this example we will create a Generation 2 VM in
Hyper-V:
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EH Mew Virtual Machine Wizard Ed

2| Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Specify Mame and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or waorkload.

Assign Memary Mame: ||:|2'u' man:hine|

Configure Netwarking ‘You can create a folder or use an existing folder to store the virtual machine. If you don‘t select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Installation Options [] store the virtual machine in a different location

Summary Location: | C:\ProgramData\Microsoft\Windows\Hyper-v,

< Previous Finish Cancel

Enter name and click “next”:



Page | 141

EH New Virtual Machine Wizard

Before You Begin

Specify Mame and Location

Spedfy Generation

Assign Memary

Configure Metworking

Connect Virtual Hard Digk
Installation Options

Summary

2| Specify Generation

Choose the generation of this virtual machine.

O Generation 1

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

@ Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

.{i". Once a virtual machine has been created, you cannot change its generation.

Mare about virtual machine generation support

< Previous Finish Cancel

Select “generation 2” if you need EFI. Note that Hyper-V only supports SCSI controllers in generation2

VMs. Depending on your physical server configuration this may require a change in boot configuration.

Then click Next set a reasonable amount of RAM, disconnect the LAN for now, and in the screen

“Connect virtual hard disk” select the VHDX create by BackupChain, see example below:
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EH Mew Virtual Machine Wizard Ed

Ex Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

storage now or configure it later by modifying the virtual machine's properties.
Specify Mame and Location : : L hing =iz

(") Create a virtual hard disk
Uge this option to create a YHDX dynamically expanding virtual hard disk.,

Specify Generation
Assign Memary

Configure Networking ame p2v machine, vhdx

Connect Virtual Hard Disk

C:\sers\Public\Documents\Hyper-V\Virtual Hard DisksY, Browse

Summary
ze 127| GB (Maximum: 64 TE)

(®) Use an existing virtual hard disk
Use this option to attach an existing YHDX virtual hard disk.

Browse..,

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel

Then click finish. In the specific case of “generation 2” VMs we need to change the VM settings one
time.

In the security settings, disable secure boot, shielding and TPM:
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ﬁ Settings for pdv test jan 20 on WINZ016

% Hardware

. Security

r Add Hardware

 Firmware
Boot from File

Security

Secure Boot disabled
W Memory

1024 MB
[ Processor
1 Virtual processor
El &l scsl Controller
= Hard Drive

@ Metwork Adapter
Mot connected

% Management

disk_0_drive_C_313C2322FC...

Mame

p2v testjan 20
Integration Services
Some services offered
(B, Checkpoints
Production
':'-F' Smart Paging File Location

E'E. Automatic Start Action
Restart if previously running
EE' Automatic Stop Action
Save

C:'\ProgramDataMicrosoft\Windo. ..

Secure Boot

Use Secure Boot to help prevent unauthorized code fram running at boot time
(recommended).

] Enable Secure Boot

m

Microsoft Windows

Encryption Support
[] Enable Trusted Platform Maodule

A Trusted Platform Module (TPM) is a spedal purpose microprocessor which
provides cryptographic services to a compute platform.

NrYPL STaT =

m

10

Encryption support requires a key protector (KP) configuration for the virtual
machine, If not already present, selecting one of these options will generate a
KP that allows running the virtual machine on this host.

Security Policy
Spedfy additional protection options for the virtual machine.

[] Enable shielding
This affects additional settings.

Learn more about virtual machine security.

oK Cancel Apply

And the firmware section should point to the Windows boot manager on disk:
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ﬁ Settings for pdv test jan 20 on WINZ016 — >

# Hardware 3 Firmware
r Add Hardware

= Boot order
Boot from File Select the order in which boot entries are checked to start the operating system.
. Security } Type Value
Secure Boot disabled R
M
- 1?21:::8 == Hard Drive disk_0_drive_C_313C2322-FC3E-4E...
n Pracessar E] Metwork Adapter Mot connected Maove Up
1 Virtual processor " b
} ove Down
El &l scsl Controller =
= Hard Drive
disk_0_drive_C_313C2322-FC...
@ Metwork Adapter
Mot connected
& I'-anagem ent Details for selected boot entry:
Mame — -
p2v test jan 20 Description: Windows Boot Manager
Integration Services Value: HD(2,GPT,E4D9E37D-F538-4926-AB01-
Some services offered E4EFBDCBC366,0x96807,0x 3 1FF3) \EFI\Microsoft\Boot\bootmgfw. efi
iy Chedkpoints
& Production Firmware device path: HD(2,GPT,E4D9E37D-F536-4926-AB01-
E4EFBDCBC366,0x96807,0x3 1FFI) /\EFT Microsoft\Boot\bootmgfw. efi

':'-F' Smart Paging File Location
C:'\ProgramDataMicrosoft\Windo. ..
E'E. Automatic Start Action
Restart if previously running
EE' Automatic Stop Action
Save

oK Cancel Apply

The VM is now ready to boot. In case the VM boots with BSOD you may need to change the boot
settings as explained below:

Changing VM Boot Settings

For some physical machines, depending on their operating system and boot configuration, you may
need to prepare the VM'’s boot settings by using the “Disk Preparation Tools” in BackupChain:
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BackupChain Restore Task Logs FTP Server |Di5|'l:TDD|S Help User Guide

Disk Information 1
Disk Backup & Dhsk Converter
Browse Disk Images & Virtual Disks A

Disk Preparation Tools
Windows Disk Manager

L)

Diskpart Tool

Open it via the main menu as shown above.

Then select the virtual disk file, click “configure universal boot settings”, and click OK as shown below:

Select the backup virtual disk or physical disk you would like to prepare and select a prep tool below. Mote that if you choose Universal Boot to prepare a
disk, the boot driver configuration will be pemanently modified; hence, this operation should only be pefermed on duplicates and not on the original dish.
Also the Universal Boot may only be necessary if the YM boot fails with BSOD, which only occurs with few OS and hypervisor versions.

Select disk image type

(& Virtual disk (VHD, VMDK, etc) (O Hard drive |
Select Virtual Disk / Disk Imags File i
Original file:  X“\test VHDs\1TB.vhd I

Supported virtual disk formats: VHDX, VHD, VDI, and VMDK.

Select Function
[ Corfigure universal boot settings H

[ Perform GPTto MBR conversion. Note: See wamings in user guide.

[ Perform MER to GPT conversion. Note: See wamings in user guide.

ok | [ Cancel

Note: if you had copied the physical server to another physical disk instead of a virtual disk, you could
now select the backup physical disk to be prepared (grayed out option above). You would use this
feature if you wanted to move the disk to another physical machine or if you wanted to attach the
physical disk to a VM and boot from it.

After this process is done, the VM’s boot configuration is altered to permit IDE boots as well. This is
necessary especially on older virtualization platforms, such as Hyper-V on Windows Server 2008 R2 or
VMware Workstation without the EFI bios option enabled.

Note: Unlike Hyper-V, VMware Workstation and ESX allow running the VM off an IDE controller even
when the EFl option is ON.
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Create a P2V VM on VMware Workstation

Setting up the VM on hypervisors other than Hyper-V is very similar.

Note, this step only needs to be done once. Once you have the VM in place, BackupChain can replace
the virtual disk in subsequent backup cycles automatically. When you need the VM in a disaster recovery
scenario, simply boot it up and it’s immediately ready to go.

You basically create a new “dummy” VM that points to the virtual disk. If EFl is necessary you need to
turn it on in the VM settings.

Note: Always attach the virtual disk to an IDE controller first.

In VMware Workstation, create a new VM:

New Virtual Machine Weard T [

Guest Operating System Installation

A wirtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

Mo drives available

(7 Installer disc image file {iso): |

I:\temp\WWinPE_amd&4.iso

m
o
%
m

i@ I will install the operating system later,
The virtual machine will be created with a blank hard disk.

[ < Back ][ Mext = ][ Cancel ]

b

Skip the OS installation, and select a guest OS for hardware compatibility:
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T —
|

Select a Guest Operating System
Which operating system will be installed on this wirtual machine?

Guest operating system

(@) Microsoft Windows
() Linux

(7 Novell MetWare
() Solaris

() VMware ESX
() Other

Version

Windows Server 2016 -

Then name the VM in the following screen and select the appropriate BIOS
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T —
|

Firmware Type
What kind of boot device should this virtual machine hawe?

Firmware type

@ BIOS
|:::| E:I

[ <Back ][ Next> ][ cancel |

Unlike Hyper-V, you can change this BIOS setting later if need be. Then skip through the next pages,
assign LAN and memory and attach the virtual disk to an IDE controller:

__

select a Disk Type
What kind of disk do you want to create?

Virtual disk type

(C1scs1 (Recommended)

(7 SATA

Then select “use an existing disk”



r — ™y

| Select a Disk
Which disk do you want to use?

Disk

() Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the quest operating system. Virtual disks
can easily be copied or moved an the same host or between hosts.,

(@) Use an existing virtual disk:
Choose this option to reuse a previously configured disk.

() Use a physical disk {for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

| <Back |[ Wext> |[ Cancel

And select the virtual disk created by BackupChain:

=)

,
| |

Select an Existing Disk
| Which previously configured disk would you like to use?

Existing Disk File

linteldiskbadsu sk ive C, 2 Browse. ..

[ <Back | [ nNext> ||

Cancel |
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The VM is now done and may be booted. In case the VM boots with BSOD you may need to change the

boot settings as explained in the section above, page 144.



Page | 150

Creating a P2V VM in VirtualBox

Note, this step only needs to be done once. Once you have the VM in place, BackupChain can replace
the virtual disk in subsequent backup cycles automatically. When you need the VM in a disaster recovery
scenario, simply boot it up and it’s immediately ready to go.

As with all other hypervisors, the strategy is the same. Create a new VM with reasonable RAM and other
settings, and point to the virtual disk (VDI) created by BackupChain. Mount the virtual disk to an IDE or
SATA controller. If boot issues occur, you may need to change the boot settings as explained in the
section above, page 144, and check the EFI Bios setting if need be.

[PA==)

| Name and operating system

Please choose a descriptive name for the new virtual machine and select the
type of operating system you intend to install on it. The name you choaose will
be used throughout VirtualBox to identify this machine.

MName: |zl RN

Type: [Miu’usuFtWinduws ,]
- L

‘ersion: [Windows 7 (54-bit)

ExpertMode | | DNext || Cancel

Then move on to the hard disk settings and select the VDI file created by BackupChain:
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Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either
create a new hard disk file or select one from the list or from another location
using the folder icon.

If you need a mare complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 25.00 GB.
) Do not add a virtual hard disk

i) Create a virtual hard disk now

@ Use an existing virtual hard disk file

[dsk‘l-testud {Mormal, 1.00 GE)

If need be, you can create an IDE controller and attach the VDI to it, if the SATA controller doesn’t work
with your VM:

G- ssi: T

IIEII General Storage
| System Storage Tree Attributes
_ /— Controller: SATA ’ Name:  SATA
Display . L
B diskatest.vdi Type: |AHCI v

Gl st
|:_- orage @ Empty Port Count: 2 EI
W Audio Use Host 1jO Cache
@ Metwork
@ Serial Ports

@ Add IDE Controller
(P uss @ Add SATA Controller
Shared Folders @ Add SCSI Controller

&% Add SAS Controller
E User Interface @ Add Floppy Controller

i3 Add USB Controller
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Once you have the controller added, delete the VDI from the SATA controller and attach it to the IDE
controller instead.

The VM is now done and may be booted. In case the VM boots with BSOD you may need to change the
boot settings as explained in the section above, page 144.

For operating systems using the EFl boot method, you need to enable it here:

IIE]I General System

M5 System Motherboard | Processor I Acceleration
Display Base Memary: U 512 MB @
| N T T Y Y HNY Y TN T A AN H F A A N Y FY TN TN A AN A I AR AN A I B B B
4MB 32768 MB
Lﬂ Storage
Boot Order: Floppy L
(b Audio ¥ @ optical |[4]
Hard Disk
@ Metwork [l @ Metwork
{3 serial Ports Chipset: [PIX3 __ ~
@ USB Pointing Device: [USBTablet v]
Extended Features: Enable IO APIC
ﬁ Shared Folders [] Enable EFI {spedial O5es only)
User Interface [7] Hardware Clodk in LITC Te=

When checked, the guest will
support the Extended Firmware
Interface (EFI), which is required to
boot certain guest O5es, Mon-EFI
aware O5es will not be able to boot

if this option is activated. | —

Help

How to Restore a Disk: Copy a Virtual Disk to a Physical Disk (V2P)

Copying a virtual disk image to a physical disk is essentially a restore operation if the virtual disk was
created from a physical disk. However, you can use the same steps shown below to converta VM to a
physical machine by copying its virtual disk to a physical drive.

Either create a new disk backup task as shown in the previous section or open the “Disk Backup & Disk
Converter” to do a manual, once-off restore (the steps will be identical):
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be BackupChain® Server Enterprise Edition w3.0.744 — FastNeuron Inc.

BackupChain Restore Task Logs FTP Server |Disk Tmlsl Help User Guide
Task List Disk Backup & Disk Converter
Browse Disk Images & Virtual Disks
Name O n/fOff
Prepare Disk to Boot as Wi

When the Disk Backup and Virtual Disk Converter opens, select “Image to Disk: Copy virtual disk image
to physical disk (V2P)” and browse to the file or enter the file name as shown below:

_
b Disk Backup and Virtual Disk Conve SR
I

Digke Step #1 Hide Settings

Disk Selection | Options

Backup Type

Selected Backup Type: Image to Disk: Copy virtual disk image to physical disk (V2P)

Sounce Disk Image File

Original file: X \test VHDs\1TB.vhd

Supported virtual disk formats: VHDX, VHD, VDI, and WMDK. [ Perform Live VM Conversion

Physical Target Disk

Selected Target Physical Disk:

Disk #2: 238.47 GB (E™\), GPT, EFl{Boct), Model: Samsung SSD 860 PRO 256GE ATA Device, Seral: 3453383147424b413031343/
Flease check this setting carefully-this is the disk that will be deleted!

O Apply universal boot settings

Turn off “Perform Live VM Conversion” since there is no need to take a snapshot. The virtual disk will be
read as-is.

Then elect the physical disk, which will be the destination disk.
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If you have several disks you want to restore simultaneously, click “add disk” and repeat the above steps
for each disk.

Then click “Start” to start the process. When the process finishes, the physical disk is now ready to be
booted from and may be detached from the server and installed to the target machine.

Converting a Virtual Machine to a Physical Server (V2P)
Follow the steps as shown in previous section to copy the virtual disk contents to a physical disk.

Note: When converting a virtual machine’s virtual disk to a physical disk for the purposes of converting
the VM into a physical server, try attaching the disk to an IDE controller first. Once Windows boots you
can install any RAID drivers and other drivers the machine needs. Then attach to the other drive
controller if necessary.

Note: Check your BIOS boot settings. You may need to switch off RAID and AHCI mode and switch to IDE
in order to get the disk to boot on a physical machine.

In some cases it may be necessary to run the “Prepare Disk to Boot as VM” tool on the physical disk via
the main menu Disk Tools->Prepare Disk to Boot as VM->select hard drive and click OK.

Helpful Hints: If the physical machine that you created from a virtual disk fails to boot and gives BSOD
errors, try creating a dummy virtual machine in VMware Workstation/Player, VirtualBox, or Hyper-V
with the physical disk attached to a virtual IDE controller. On older Windows versions this helps load
safe mode where Windows will then update its own drivers properly. On newer versions of Windows (7
or Server 2008 and later) this is likely not necessary. Also once in safe mode you can uninstall VMware
tools or Hyper-V Integration Services, and you could install the hardware drivers supplied with your
target motherboard if need be.

Tips to prevent BSOD when booting on new hardware

Another option once the physical disk is booted into a VM is to use the Windows utility sysprep with
‘generalize’ option to prepare Windows for new hardware (click reseal). You will find sysprep in the
Windows CD, usually in the folder Support\Tools\deploy.cab. You could use 7-zip to extract all necessary
files for sysprep out of the cab file.

On older Windows operating systems, such as XP or Windows Server 2003, you may need to install some
basic out-of-the-box drivers in order to get Windows to boot again. A very helpful article is KB314082
(https://support.microsoft.com/en-us/help/314082). Once you boot the VM from the physical disk, use

the info provided in the article to place standard IDE drives back into the system:

Extract the Atapi.sys, Intelide.sys, Pciide.sys, and Pciidex.sys files from the %SystemRoot%\Driver
Cache\I386\Driver.cab file, or copy the files to the %SystemRoot%\System32\Drivers folder.

In Microsoft Windows Explorer, right-click the Mergeide.reg file in the floppy drive, and then click
Merge. The reg file contents are available on the page linked above.


https://support.microsoft.com/en-us/help/314082
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Then shutdown the VM and attach the disk directly to the target server’s IDE or SATA port.
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Granular Backup and Restore

Granular Backup and Granular Restore are features available only in BackupChain Server Enterprise
and Platinum Editions.

BackupChain’s Granular Backup and Granular Restore features work with VDI, VMDK, VHDX, and VHD
files. Snapshots and chained virtual disks are not supported.

Granular Backup is a feature that allows you to back up one or more files or folders from inside a virtual
machine without backing up the entire virtual disk. In addition, no software installations are necessary
inside the VM. You can back up files and folders inside a VM just like local files with the same spectrum
of options. For example, you can back up files from inside a VM to an FTP site using deduplication.

Granular Restore is the feature needed to extract one or more files and folders from deduplicated and
compressed backups, or plain file backups. Note: You cannot use Granular Restore on ZIP format
backups. You cannot use this feature via FTP. If you use the recommended settings when creating the
backup, or the ‘no file processing option’ Granular Restore should work fine.

Not all types of file systems are supported. An up-to-date list of limitations appears on the user interface
of BackupChain when you add folders stored inside virtual machines to the backup. (Folders or Files tab,
click Add Folders->Add folder stored inside virtual machine):
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b Select Folders Within Virtual Machine ==
Select Disk |Select Falders

Select Disk File: | Browse

(Supported formats: VHDX, VHD, VDI, and YMDK)

This feature allows you to back up files stored inside virtual machines without the
need to install anything inside the VM.

MNotes:

* Only single vitual disk files may be opened. Snapshots and disk chains are

not yet supparted.

* Opening a virtual disk file may take more than a minute depending on its size.

* The following formats are supported: VHDX, VHD, VMDK, and VDI

* AVHD and other multi-part virtual disks are not supported

* Supported file systems: NTFS (Windows XP and later), FAT, and EXTZ2

* Support for additional file systems is planned for future releases of BackupChain

* This feature may naot waonk with certain vitual disk partition layouts and file systems.
In those cases, please cancel and back up the entire virtual disk file using the Add Folder
or Add File buttons.

Next Step | | Cancel

Since this is an actively supported feature, later releases will be supporting additional file systems and
virtual disk formats. Your BackupChain software version may already support more systems than shown
in the screenshot above.

How to Configure a Granular Backup

Note: Granular Backup and Granular Restore are features available only in BackupChain Server
Enterprise Editions.

Granular Backups have been discussed already in other sections. This is a short walkthrough and applies
to all virtualization platforms, such as Hyper-V, VirtualBox, VMware Server, VMware Workstation, and
Virtual PC:

To add a folder stored inside a virtual machine, open the Folders tab and click Add Folders -> Add Folder
Stored Inside a Virtual Machine:
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=l Server List
B server2019de

I3 BackupChain® Server Enterprise Edition 4.0 4650 — FastNeuron Inc. E

BackupChsin  Restore Task Logs FTP Server Disk Tools Help User Guide

Tasks on selected server/s:

Name On/Off Schedule Status Target Last Run *
HV Auto task on Continuous \Waiting for VM M:server2013de backups\Hyper-V A. 9/24/2019 7:02:59 FM E
» |local granular with ZIP on Continuous Running Secondary Task M:server2018de backups\HV granul.  9/24/2019 7:27.04 PM
local granular with Dedupe on Manual start Running Secondary Task Miserver2019de backups'HV granul. 9/24/2019 7:54:48 PM
local granular with NP on Manual start Running Secondary Task M:\server2019de backups'HY granul. ©/24/2019 8:05:08 PM
local granular with Mixed + veri 7z on Manual start Processing file #2461: 0.000% {E87B0SDC-TE. M'server201Sde backups'HV granul. 9242019 7:27.02 PM
Windows folder ZIP on Continuous Running Secondary Task M:server2013de backupsiviindows £. 8242019 7:51.57PM
4 i ] 3

Software is upto-date. 7 day/s left in tnal perod

m‘ Foldersl Files | Exclusions | Hyper-Y/ | Backup Target | File Versioning / Cleanup | Deduplication |Schedule| Options | Compression | Speed |Veriﬁcation| Log| »

Folders to be backed up (subfolders are automatically included)

C:\Users'Public'\Documents'Hyper-ViVirtual hard disksi\in10.vhdx: System Reserved\Boot
C:\Users'Public\Documents'Hyper-ViVirtual hard disks\\Win10 vhax: \

Add Folders v‘ ‘ Remove Folder

Select Local Folders

Add Folder Stored Inside a Virtual Machine

Then navigate to the virtual disk file (*.VDI, *.VMDK, *.VHDX, or *.VHD):

Motes:

| b Select Folders Within Virtual Machine =] @] (-

Select Disk |Se.-le.-ct Folders

-

Select Disk File:  D-\yittualupbd vhd

This feature allows you to back up files stored inside vitual machines without the
need to install amything inside the VM.

* Ony single virtual disk files may be opened. Snapshots and disk chains are

not yet supported.

* Opening a virtual disk file may take more than a minute depending on its size.

* The following formats are supported: VHDX, VHD, WVMDE, and VDI

* AVHD and other multipart vitual disks are not supported

* Supported file systems: NTFS (Windows XP and later), FAT, and EXT2

* Support for additional file systems is planned for future releases of BackupChain

* This feature may not wor with certain virtual disk partition layouts and file systems.

In those cases, please cancel and back up the entire virtual disk file using the Add Folder
or Add File buttons.

(Supported formats: YVHDX, VHD, VDI, and YMDK)

Next Step | | Cancel
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Click Next Step and wait for the screen to load. Now you may select the partition and the folders or files
you want backed up:

b Select Folders Wiithin Virtual Machine Lo || @ | .
Select Disk | Select Folders

a M) Volumel1
y [vljg§ Documents and Settings
yD[’ﬁ Program Files
ylj[ﬁ Program Files [x36)
y Cligg System Volume Information
- [ WINDOWS

Previous Step ] [ Mext Step ] [ Cancel ]

Note: to select individual files inside a virtual machine instead of folders, you need to start the same
process in the Files tab instead of the Folder tab of BackupChain.
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How to use Granular Restore to Extract Individual Files from Virtual Machine
Backups

Note: Granular Backup and Granular Restore are features available only in BackupChain Server
Enterprise Editions. Limitations may apply, see previous section. You cannot use this feature on ZIP files.
It works on deduplicated backups (FastNeuronDelta files) and plain files (VHD, VHDX, VMDK, VDI). You
cannot use Granular Restore via FTP.

This feature works for all supported virtualization platforms: Hyper-V, VirtualBox, VMware Server,
VMware Workstation, and Virtual PC; however, not all file systems are supported, see previous section.

Select Restore from the Main Screen:

BackupChain Task Llogs FTP Server Disk Toc
E'bﬂ Server Restore Files, Folders, and WMs
----- B bac Restore Sector-Level Disk Backups

Then enter the backup folder. Note: The backup folder info will be preset if you select the backup task
first before clicking restore.

57 Please Specify Your Backup Location ==
@ Localfolder F Browse |

Use this option to access files on a local hard drive, external USB/Firewire drive, flash drive, etc.

) Metwork UNC folder Browse

Use this option to access files on a network drive on your LAN ar VPN, Example: imyserverimyfolder

) FTP site Browse

Use this option to access files via FTP on a remote server. Example: ftp:/iftp.myserver com

0K || Cancel

Proceed by clicking OK and select a Restore Point:
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ke Select Restore Point *

Restore Option

{*) | want to restore from a particular backup point in time

) | do not know when the data was backed up; show all available data

Select the date of the backup you want to restore:  Select the time of the backup you wish to restore below.
Mote: Incomplete backups were either stopped or cleaned up.

1 September 2019 r =T o -
Mo DN Mi Do Fr Sa 5o 5!24;’2[!-15- 0255 PM |Cn:nmp|ete}

2% 27 28 29 30 31 1 9/24/2015 6:28:25 PM {Complete)

9/24/2019 6:00:06 PM {Complete)

2 3 4 53 6 7 8 9/24/2015 5-05:52 PM {Complete)

10 M 12 13 14 15 9/24/2019 2:44:37 PM {Complete)
16 17 18 19 20 21 22 5/24/20159 2:07.34 PM (Complete)
23 24 25 26 27 28 29 5/24/2019 1:10:53 PM (Complete)
w1 2?2 3 4 5% B 572472019 11:36:53 AM (Complete)
572472019 10:23:32 AM (Incomplete) b

Loading backup list..
The oldest restorable WM backup is dated: 572472015 10:23 AM

Cantinue || Go Back

You can also skip the Restore Point selection by choosing “I do not know when the data was backed up”
in this screen. In that case all available file versions will appear in the Restore Screen.

Note that in the special case of virtual machine backups, BackupChain will load all restore point info in
the background and update you with the latest restorable backup. In the above example, it’s 9/24/2019
10:23 AM. The backups before that are no longer fully restorable. They may be partially restorable,
depending on your exact backup cleanup settings.

Now click Continue. In the special case of Hyper-V backups, a screen will appear that contains
additional info about each VM backed up at the chosen Restore Point earlier:



b Restore Hyper-V Virtual Machine Selection

These Hyper-V Virtual Machines were backed up:
Win10 EN (OK)
HWZ2019 (0K)

Restare Made

'S | want to restore the entire virtual machine
(Full Restore)

=) | want to open/restore individual files and folders inside the vitual machine
{Granular Restore)

'S | want don't wart to restore a Hyper-V Machine.
(Proceed with File Restore )

Select Virual Disk File to Open:
Win 10 vhdx

Proceed || GoBack
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Choose from the top list the VM. The (OK) behind the name means the backup of that particular VM at

the chosen Restore Point in time was successful. Select the VM and then the option “Granular Restore”.

”

At the bottom you will see a list of the VM’s VHDs. You need to choose one in order to continue.

You will then see the VM’s internal file system at the time of backup where you can export files and

folders directly from the backup, without having to restore the entire virtual disk:
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b Wwinl0.vhdx

({2} System Reserved
e Boot
Ofig Recovery
O[Eg Svstem Velume Information
{2} Unnamed Disk
Ol&§ SRecycle.Bin
[fg§ Documents and Settings
Olgg PerfLogs
[Cfg5 Program Files
[f& Program Files (x86)
Ofgg ProgramData
Ogg Recovery
Oigg Svstem Volume Information
Oigg Users
CliEg Al Users
(i Default
O AepData
OIS Aeplication Data
OfEg Cookies
[fE5 Desktop

| »

=

Name Date Size

NTUSER.DAT 9/6/201912:4D ... 256.00 KB

NTUSER.DAT.LOG1 7/10/201511:0... 6400 KB

NTUSER.DAT LOG2 7A0/201511:0...  504.00 KB

NTUSER DAT{77a2c7ed-26f0-115-80dae41... 9/6/20192:37 .. G400KB
NTUSER.DAT{77a2c7ed-26f0-115-80dae41... 9/6/20192:37 .. 51200KB
NTUSER.DAT{77a2c7ed-26f0-115-80dae41... 9/6/20192:37 .. 51200KB

Cpen File | | Export | | Cancel

In the case of virtual machine backups other than Hyper-V (such as VMware or VirtualBox), you will see

a Windows Explorer-like view of your backup data. Navigate to the virtual disk of interest. As soon as

you select the virtual disk, if multiple versions exist, the screen will split in half and you will see older file

versions at the bottom:
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(b Select Files and Folders to Restore =
Show Files Backed Up On: all v
ID)SFSES Restore Name Date Size é
»OE) F | [ |HV2019.vhdx 9/24/2019 8:37:32 PM 6241 MB y e
- LIS server2015VMs []  HV2013_0038CO15-DBFT-4F.. S/1612019 81533 AM  208.25 KB &~
+ 0@ o ] HWV2019_0072CTDA-EESE-46.. 9/17/20198:15:28 AM 20829 KB yol
O Snapshots
Iy Virtual Hard Disks [ HV2019_01423309-85F2-454 . 9/13/2019 34145 AM 20053 KB o
-l Virtual Machines [0  HWV2015_01ADAIZD-5455-46.. 914/20193:2843PM 19789 KB >~
> [ Hyper-V VMs [[]  HV2019_01D62ACD-157B-41.. 9/7/20194:23:25PM  190.32 KB &~
] HWV2019_020E556C-C432-44 . 9/22/20195:30:17FM 20140 KB pe;
[ HY2019 02373F07-ADFO-4F.. 9/9/2019 5:55:31 &AM 190.81 KB o T
Qlder File Versions:
Restore Name Date Size :
» | [ |HV2019.vhdx 9/24/2019 8:02:38 P 53.77 MB &~ E|
[ HW2019.vhdx 9724/2019 £:59:25 P.. 222 GB &~
[ HW2019.vhdx 9/24/2019 6:25:09 P £0.52 MB o
[ HW2019.vhdx 9/24/2019 55652 P 5912 MB 8B =
Nete: Double-click on file opens file directly from backup store | Restore | | Close |

Now either click on the magnifying glass or double-click on the VMDK, VHDX, VHD, or VDI file.

The Granular Restore screen will start loading. It may take a minute or two on very large backups:

& \Windows Storage Server 2008 R2.vmdk B L

Mame Date Size

Flease wait...

Loading file, please wait

k5.

19l

[Openfie | [ Bgot | [ Cancel | f*
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Once done loading, you can freely navigate through the VM'’s virtual disk without restoring the entire

VMDK:

be\Windows Storage Server 2008 B2 vmdk

----- =) Unnamed Disk o
|:| SRecycle Bin =

|:| Boot

- build
|:| filerepository
|:| repository

|:| Config. Msi

El Documents and Settings

~[gg InstalledRepository
O NET Framework_21¢ !
[JEg NET Framework_ef3 |
[ 1394.inf_8023%f3
- [fe 61823.nf_2165406e
g Accessibility_3a26a5
[ acpiinf_fb51acb
|:| ActiveContentwizard |

-
(] F——— >

==&

Name: Date Size ar
bfave.exe 1/19/2008 3:00 ... 64.00KE
bootstat dat 4107202 10:2.. 66.00KE
Ctclnstall log 172672011 558 .. 171 KB
explorer exe 107252008 24, 254 MB
fveupdate exe 1/15/2008 3:00 ... 1450 KB
HelpPane exe 1/19/2008 3:.00 ... 71750 KB =
hih e /272006 715... 1550KE
install xml 41472005 747 ... 429 bytels)
mib bin /22006 426 ... 4212KB
msdfmap ini 9/18/2006 5:30 ... 137KB
ocsetup_cbe_install_MetFx3.dpxc 21972011 10:3...  64.00KE
ocsetup_cbe_install_MetFx3 perf 2192011 10:3...  192.00 KB 4
ocsetup_install_Met Fx3.etl 21972011 10:3... 5875 MB
regedit.exe 1/15/2008 3:00 ... 158.00 KB
ServerStorageErterprise xaml 1/5/2008 622 ... GBGIKB
setupact log 1/26/72011 5:58 . 10040 KB
SETUPAP| LOG 41472005 716 ... 54 byte(s)
setuperlog 4142009 720 ...  Obytels) -
i 1 [ »

[ Open File ] [ Export ] [ Cancel

Using the above screen you can directly Open files or Export entire folders or a file selection to your

local hard drive.
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Hyper-V Virtual Machine Backup and Restore

Hyper-V virtual machines may be backed up using two different methods.
One method is to back up Hyper-V’s files and folders manually.

BackupChain also offers a fully automatic way to back up and restore your virtual machines in Server
and Platinum Editions. Server Enterprise and higher also offer an automatic VM selection feature for
Hyper-V backups.

Hyper-V Live Backup Prerequisites

In order for live backup to be available in the guest VM:

Install the latest Hyper-V Integration Services (For hosts older than Windows Server 2016)
Install the latest Windows updates to your host server.

3. Avoid using snapshots because they are not recommended for production systems. If you do use
snapshots, store them in the same folder as the main VHDs.

4. Be aware that in Server 2008 / R2, when you delete snapshots Hyper-V hides from the user
interface but they are still in operation until the VM is shut down for a while.

5. Ensure NTFS is used throughout.

6. Hyper-V integration services are necessary to use live backup. On some guest operating systems
Hyper-V provides no live backup support. (Whether live backup takes place or a saved state
backup is entirely up to Hyper-V to decide at runtime). Please check whether integration
services exist for your particular guest OS and host Windows version. If you encounter a case
where Hyper-V does not support live backup for a particular guest OS, you can switch off the
“Backup” option in the VM'’s integration options in Hyper-V Manager. This will prevent the VM
from going into a saved state and provide you with a crash consistent VM backup. Application
consistency, however, can only be achieved with integration services running properly and the
“backup” option in Hyper-V being switched on.
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File-based Approach for Hyper-V Backup

Backup

The file-based approach is not recommended unless you are an advanced user. It is not recommended
for cluster shared volumes. Most users should use the Automatic Hyper-V Backup feature instead, see
next section below.

Note that you can only back up live virtual machines when they are stored locally. Live backup does not
work over the network (only exception SAN and CSV backups); this means you cannot pull VMs stored
on another server. VMs must be running locally in order to be backed up live. Offline backups (when
VMs are shut down) do work over the network, however.

1. Open the New Backup Wizard and create a new “Hyper-V Backup (Server)” task using the New
Task button:

bcCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type| | Help | | Hyper-\ | | Select Folders Default Settings Cptians Target Finished

Welcome to BackupChain's Backup Task Wizard!

This wizard guides you through the main functions of BackupChain and assists you in setting up a backup task. Backup tasks store all your
settings for future use, Tasks may be scheduled or may be run manually whenever you need to run a backup, Once saved, you may fine-tune
your backup task later in the Main Screen, where all features of BackupChain are available,

Create Task on Server: server2019de

Enter a Task Name: Hyper-V File Based Backup Example

Please select the purpose of this backup task:

I want to back up documents and file server data...

"} File-Level Backup

(File Server and Version Backup.

Use for file server data, documents, ete,

Files are placed individually in backup folder.
Do not use for VMs)

| want to back up virtual machines...

{(*) Hyper-V Backup (Server) ) Hyper-V Backup (Client) ) VMware Backup ) VirtualBox Backup
[Automatic [File-based, recommended only for [Vhware Workstation, Player,
or Granular Backup) ‘Windows 8-10 = Pro Edition] VMware Server backup)

I want to back up the Windows boot disk or sector-level backup...

) Disk to Image Backup (Sector-Level) ) Disk Cloning (Sector-Level) ) Restore Disk Image Backup (Sector-Level)
[Sector-based backup of a physical disk into (Sector-based copy of a physical disk to [Restore a disk image
a disk image file, This is usually only done another physical disk. This can be used for file to a physical disk)
to back up operating system disks) ‘Windows operating system boot disks as

well as data disks)
I want to convert physical and virtual machines / disks...
D pav 0 vep 0 vav

[Physical disk to virtual disk conversion) [Virtual disk to physical disk conversion] [Virtual disk format conversion)

Other backup task types:

) sQL Server Backup ) Universal Backup
(Backup SOL Server (Backup all V55 aware services,
and MSDE Databases) Use anly if no other backup type suits)
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2. Now determine the type of Hyper-V backup you want to use. It’s strongly recommended to use
“Automatic Single-Click Backup and Restore” instead of the file and folder based method but
since this tutorial describes the file-folder method, we’ll continue with the file-folder type:

bCCreateaNew Backup Task Wizard -- BackupChain

select Backup Type | Hyperw | Zelect Folders | Default Settings | Options | Target | Finished

Select Hyper-' Backup Type

Mo Hyper- backup
 Automatic Single-Click Backup & Restore for Hyper-Y [recommended)

¥ File and Folder Based Hyper-% Backup [manual folder selection)

Cluster Shared Wolumes

Are any VM3 located on a Cluster Shared YWalume [C5W)7

 ¥es, This option will configure settings recommended for C5V backups

(O

See User's Guide far mare information,

Previaus Step | Mext Step

If your VMs are located on a cluster shared volume, select the CSV option at the bottom.

3. Select the folder containing the virtual machine files (VHDs, and Virtual Machine and Snapshots
folders)
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bCCreate a Mewy Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-4 | Select Folders | Default Settings | Options | Target | Finished

Select the falders you want backed up (sub-folders are autamatically included):

LHyper-y Whs\Exchange 2010

Recarmendations:

Regular file backups: select the data folders you have,

Microsoft SQL Server: select all data folders not listed above,

Hyper-' file-based backups, Wirkual PC, Whware, and Wirkual Server: seledt all folders containing
wirtual machine files (WHD, 2WHD, WHDK files, etc)

Add Falders -

Remoaowe Folder

Previaus Step |

Mext Step

Note: You cannot pull files over the network. VMs must be installed locally or on a CSV in order

for live backup to work.

4. Next, accept default settings or use custom settings:
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bCCreateaNew Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-ty | Seleck Folders | DefaultSettings | Options | Target | Finished

How do you want wour files backed up?

Eackup Options

Recommended Backup Settings

Files will be deduplicated and compressed wsing BackupChain's recommended settings.
* Advantages: Deduplication and compression sawves a lot of starage space and the backup process runs faster
than with other options,

Mo file processing

s Files wiill be backed up in their original format, without any processing.
Advantages: Files may be opened and used directly from the backup folder, Storage space wsage is easier to predict,

" Iwant to choose different settings (Encryption, compression, etc.)

Mote: you may akways change settings later in the File Types, Options, and Compression tabs,

Previaus Step | Mext Step I

Recommended backup settings will turn on deduplication, data compression, and a retention period of
10 file versions (i.e. after the 11" backup of a file the oldest backup is deleted).

“No file processing” switches off deduplication and data compression and uses a retention period of 10

file versions.

If you choose custom settings the following screen opens:



Page | 171

bCCreateaNew Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-ty | Select Falders DefauItSettingsl Cptions | Target | Finished

Please choose among the following options, These are minimum settings to getyou started,
More advanced settings can be specified laterif necessany,

~|Deduplicati0n

@ on Off
/—|C0mpressi0n Settings Resource Usage
Mo Compression (Usually slower] Maximum Speed [Uses more resources and RAR)
(&) Fastest Compression (@) Minimal System Impact [Slower]
Standard Compre ssion Reduce Hard Drive Stress [Slowest)
High Compression [Sloweer]

Automatic Cleanup 10 -
Keep this many backups of each file in the backup store:

Enter a number ar &LL to keep all file changes.

A setting of 10 will keep up to 10 backups of each file

(il Encrypt files with military strength encryption [AES 256, HIPAS, compliant)

Passwiord: I Canfirm passwaord: I

Previaus Step | Mext Step I

Here you can preset the basic settings of your task in just one screen, such as encryption, deduplication
and data compression. All the fine-tuning may be done later in the Main Screen of BackupChain.

Now we are ready to proceed and set the backup target:
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bCCreateaNew Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-4 | Select Folders DefauItSettingsl Optionsl Target | Finished

Target Folder Settings: Where do you want to store your data?

& Local folder IL:\backuptarget Browse

Use this option to send your files to a lacal hard drive, external USB/Firewire drive, flash drive, etc,

[

£ Network UNC folder I Brovyse
Use this option o send your files to a network drive on your LAN or WPM. Example: \wmyserversmyfolder

[

© FTP site | Browsse

Use this option to transmit files wia FTP to a remote server, Example: fipedfftp.myserer.caom

Mote: Every task should hawe its own separate backup folder,

Previaus Step | Mext Step

In our example above, we use a local drive but you could send your backups to a network device or FTP
site instead as well. Note that deduplication does work over standard FTP.

Then click Next Step:
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bCCreateaNew Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-4 | Seleck Folders | SelectWirtual Machines DefauItSettings| Qptions | Target | Finished

All required information has been collected!
You may save this task or start it immediately.

To access more advanced settings, such as scheduling or email notification,

press 'Save Task and Edit’ and edit the advanced settings.
Mote that tasks may be cloned from the main window if needed,

Fun Backup Mow Sawe Task and Edit Cancel

Previaus Step | Start Mo I

If you want to run the task immediately, click Start Now. Otherwise click Save Task and Edit, to return to
the Main Screen where you can add a schedule to the task and change numerous other settings.
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Restoring Hyper-V VMs using the File-Based Method

To restore a Hyper-V virtual machine using the standard file restore process, select the backup task from
the Backup Task List (unless restoring on a new machine) and select Restore from the main menu.
Proceed with Restore Files and Folders:

he BackupChain® Server Enterprize Edition v4.0 4650 - FastMeuron Inc.

BackupChain | Restore | Task Logs FTF Server Disk Tools Help Us
EIbﬂ Server Restore Files, Folders, and WMs
d Restore Sector-Level Disk Backups

Then you need to fill in the details about the backup location. This information is usually preset with the
task settings:

¥ Ploase Spocily Your Backup Location =8| =R

@ Local folder P‘wmiilebackuptarget Browse

Use this option to access files on a local hard drive, external USEBIFirewire drive, flash drive, etc.

() Metwork UNC folder | Erowse |
Use this option to access files on a network drive on your LAN ar VPN, Example: \imyserverimyfolder
) FTP site | Browse |
Use this option to access files via FTP on & remote server. Example: ftp:/iftp.myserver com
0K || Cancel |

Note: You need to select the root folder in this step.

If you open the folder in Windows Explorer, the root folder may look like this:
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| L

Ty
@Uv| . v Computer » Server2008R2 (I:) » backuptarget »
=

W Favorites
Bl Desktop
&4 Downloads

U
= Recent Places

4 Libraries
3 Documents
.J? Music
= Pictures

B videos

Organize » Include in library « Share with « Burn Mew folder

F

Mame

e
|| BackupChain.config.fastneurondate201104181030170012
| BackupChain.config.fastneurondate201104181648060709
|| BackupChain.config.fastneurondate201104181650350112
|| BackupChain.config.fastneurondate2011041817005207438
|| BackupChain.config.fastneurondate2011041905656490839
|| BackupChain.config.fastneurondate201104190701250320
|| BackupChain.config.fastneurondate201104190713170149
|| BackupChain.config.fastneurondate201104190718270012
|| BackupChain.config.fastneurondate201104190720380521

Date modified

5/9/2011 2:35 PM
4/18/2011 10:30 AM
4/18/2011 4:48 PM
4/18/2011 4:50 PM
4/18/2011 5:00 PM
4/19/2011 6:56 AM
4/19/2011 7:01 AM
4/19/2011 7:13 AM
4/19/2011 7:18 AM
4/19/2011 7:20 AM

Type

File folder

FASTMEUROMNDA...
FASTMEUROMNDA...
FASTMEUROMNDA...
FASTMEURONDA...
FASTMEURONDA...
FASTMEUROMNDA...
FASTNEURONDA...
FASTNEURONDA...
FASTNEURONDA...

Size

60 KB
35KB
35KB
35KB
35KB
35KB
35KB
35KB
35KB

Notice the C_ folder (for C: drive) and the BackupChain.config files. These files are necessary for restore

operations.

Proceed and the backup set selection opens:

Restore Option

Select the date of the backup you want to restore:

e Select Restore Point

i) | want to restore from a particular backup point in time

) | do not know when the data was backed up; show all available data

1 September 2019 k

Mo i Mi Do Fr 5a So

2 3 4 5 § 7 8 92472019 4:13:27 PM
92472019 21326 PM

9 10 11 12 13 14 15 9/24/2019 12:51:43 FM

16 17 18 19 20 21 22 9/24/2019 11:28:32 AM

23 24 25 26 27 28 29 524720159 5:32:15 AM

I 1 2 2 4 5 B 9242019 8:09:36 AM
9242015 6:38:37 AM

Select the time of the backup you wish to restore below.
Mote: Incomplete backups were either stopped or cleaned up.

Continue || Go Back

Either select “I do not know when the data was backed up” to obtain the full view of all existing backups,

or select a particular day and time.

Once you select a restore point you will be presented with the option to automatically restore the entire

Hyper-V virtual machine, the option to open Granular Restore (available only in BackupChain Server

Enterprise Edition), or to proceed with File Restore. In this tutorial we choose File Restore:
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’bc Festore Hupert Yirtual M achine Selection [? [E @

These Hoper- YWirtual bachines \Were Backed Up:

Ewchange 2010-3

Restare Mode

s | wiant ta restore the entire virtual machine
[Full Restare]

e | waant to opendrestore individual filez and folders inzide the virtual machine
[Granular Restore]

= | want don't want to restore a Hyper-v Machine.
[Proceed with File Restore.]

Proceed Open Expert Screen
Proceed and click OK and the Restore Screen opens:
lve Select Files and Folders to Restore
Show Files Backed Up On: all ~
a [CI[E5 AllFiles -
o= Restore Name Date Size
SO C
O ProgrambDats » [ | WinlOvhdx 9/24/2019 8:21:22 PM 663GB £
g5 Microsoft [ in10_DDISFCAD-2A2C-41AC-AE. 91672019 10:3303AM  295.13KB yel
+ L@ Windows []  Win10_00347BAS-796A-4530-9C3. 9/12/2019 102658 AM  307.03KB o
- i@ Hyper-V =
SOy Users [ ‘Win10_DDS0E54A-5BF0-4C58-9E3 .. §/14/2019 5:46:46 AM N3T0KE yol
L O Puslic [ ‘Win10_DD257654-8E4A-4CC4-9E5 . §/12/2019 8:08:43 PM 31155 KB £
CEy Documents []  Win10_01572D9C-F028-4EFS-B5E . 9/7/2019 12:44:11 PM 10.55 MB yol
o L[5 HyperV [ Win10_019197EC-BATA-42F2-B99 . 9/24/2019 £:07:42 PM 339 KB £
~CJ[Eg Virtual Hard Disks
e F [ Win10_DIFBEBED-8D12-47FF-A3_  §/9/2019 11:14:57 AM 629 KB £
a - - -
a Dﬁ sewerZD'IB\l'Ms — e e SRS
i D[ﬁ HW2019 Older File Versions:
> Il Snapshots . N
" DE Virtual Hard Disks Restore Name Date Size —
- I Virtual Machines O] Win10vhdx 924201972250 P 19156 MEB yol
[ Hyper-VWMs O] WinlQvhdx 924201963502 PM 16124 MB £
[ winlOvhdx 924201960728 PM 66IGB jo)
[ Winl0vhdx 924201953649 PM 34023 MB £ |2
[ WinlOvhdx 9247201930022 PM 16150 MB o
[ Winl0vhdx 9247201922221 PM GBI GB je]
[ Winl0vhdx 9247201912059 PM 34071 MB o
[ WinlOvhdsx 92472019 11:46:28 AM 18238 MB jo)
[ Winl0vhdsx 92472019 104256 AM 670 GB & |-
Meote: Double-click on file opens file directly from backup store Restore | | Close
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Navigate to the folder containing the virtual machine files and check the folder. This will restore all files
within this folder as well as all subfolders. The restore process will restore the latest version of each file
in the folder. The “latest version” is determined by the date filter at the top of the restore screen. Now
proceed by clicking Restore.

If the virtual machine contains snapshots, you need to restore all the files to the same folder, such as
C:\VHD. WARNING: Even though the default restore setting does not overwrite files without your
permission, you still need to be careful not to overwrite files accidentally!

.,

r.

D estination path:

hreztored WHD 2 Browse |

IJze thiz paszword to decrvpt encypted files: |

Show Advanced Optiohs

| Qk | | Cancel

Click OK and let the restore process finish.

Now add a new Hyper-V machine via the Server Manager and connect to the existing virtual disk:
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EH New Virtual Machine Wizard

Before You Begin

Spedfy Mame and Location

Specify Generation
Assign Memory
Configure Networking
Connect Virtual Hard Disk
Installation Options

Summary

2 Spedify Name and Location

Choose a name and location for this virtual machine.

The name is displayed in Hyper-¥ Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the quest operating system or warkload.

Name: | TR

‘You can create a folder or use an existing folder to store the virtual machine. If you don't select a
folder, the virtual machine is stored in the default folder configured for this server.

[] store the virtual machine in a different location

C:'\ProgramData\Microsoft\Windows\Hyper-v,

A

< Previous Finish Cancel

Try to assign the same or similar settings, such as number of CPUs and RAM, and start the machine.

Instead of creating a new virtual disk, select the one that BackupChain restored:
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EH Mew Virtual Machine Wizard Ed

El Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

storage now or configure it later by modifying the virtual machine's properties.
Spedfy Mame and Location = < 8 g siz

() Create a virtual hard disk
Use this option to create a YHOX dynamically expanding virtual hard disk.

Specify Generation
Assign Memory

Configure Networking Name Restored VM. vhdx

Connect Virtual Hard Disk ocation: |C:YUsers\Public\Documents\Hyper-V\Wirtual Hard Disks), Browse. ..

Summary

=) 127 GB (Maximum: &4 TB)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or VHDX format.

Location: |88 cupfolder\Restored WM, VHDX Browse...

(") Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel
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Automated, Single-Click Hyper-V Backup

The automated Single Click Backup & Restore feature for Hyper-V reduces the effort and takes care of all
the steps outlined in the previous section.

Start with the Backup Wizard:

1. Create a new Hyper-V Backup (Server) task:

bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type Help Hyper-y Select Folders Select Wirtual Machines Default Settings Cptians Target Finished

Welcome to BackupChain's Backup Task Wizard!

This wizard guides you through the main functions of BackupChain and assists you in setting up a backup task. Backup tasks store all your
settings for future use, Tasks may be scheduled or may be run manually whenever you need to run a backup, Once saved, you may fine-tune
your backup task later in the Main Screen, where all features of BackupChain are available,

Create Task on Server: backupchain-PC

Enter a Task Name: Hyper-¥ VM Daily Backup

Please select the purpose of this backup task:

I'want to back up documents and file server data...

"} File-Level Backup

[File Server and Version Backup.

Use for file server data, documents, ete,

Files are placed individually in backup folder.
Do not use for VMs)

I'want to back up virtual machines...

(¥} Hyper-V Backup (Server) ) Hyper-V Backup (Client) ) VMware Backup ) VirtualBox Backup
[Automatic [File-based, recommended only for [Vhware Workstation, Player,
or Granular Backup) ‘Windows 8-10 = Pro Edition] VMware Server backup)

Iwant to back up the Windows boot disk or sector-level backup...

) Disk to Image Backup (Sector-Level) ) Disk Cloning (Sector-Level) ) Restore Disk Image Backup (Sector-Level)

[Sector-based backup of a physical disk into (Sector-based copy of a physical disk to [Restore a disk image
a disk image file, This is usually only done another physical disk. This can be used for file to a physical disk)
to back up operating system disks) ‘Windows operating system boot disks as

well as data disks)

I'want to convert physical and virtual machines / disks...

P2V O vzp O vav

[Physical disk to virtual disk conversion) [Virtual disk to physical disk conversion] [Virtual disk format conversion)

Other backup task types:

[ SQL Server Backup ) Universal Backup

[Backup SQL Server [Backup all VS5 aware services,
and MSDE Databases) Use anly if no other backup type suits)

2. Select Automatic Hyper-V Backup and turn on CSV mode in case you are using cluster shared
volumes:
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bCCreateaNew Backup Task Wizard -- BackupChain

Select Backup Type | Hyperw | SelectFolders | DefaultSettings | Options | Target | Finished

Select Hyper-' Backup Type

Mo Hyper- backup
{® Aytomatic Single-Click Backup & Restore for Hyper-Y [recommended)

" File and Folder Based Hyper-% Backup [manual folder selection)

Cluster Shared Wolumes

Are any WMs located on g Cluster Shared YWalume [C5W)7

" ¥es, This option will configure settings recommended for C5V backups

% Mo

See User's Guide far mare information,

Previaus Step | Mext Step I

3. Then, you can either select the VM from a list or use the automatic select feature (note the
option is checked “l want to select VMs from a list”):
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beCreate a Mew Backup Task Wizard -- BackupChain -1

Select Backup Type | | Help | | Hyper-v | | Select Virtual Machines | | Default Settings | | Options| | Target | | Finished|

Backup Mode
® Sequential VM Backup O Multiple-WM consistent backup

Wirtual Machine Selection Mode
{(*) lwant to select VMs from a list O Automatic VM selection

Select local Hyper-V Virtual Machines to Be Backed Up:

Select Name Size Files Path Che|

i Windows Server 2019 4 529 GBE CAHyper-\\HV2019\HV2019\Virtual Machinesh.. O

1 [l »

Alternatively you can use “Automatic VM Selection” in Server Enterprise editions and higher:
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beCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type | | Help | | Hyper-v | | Select Virtual Machines Default Settings Options Target

Finished

Backup Mode

® Sequential VM Backup O Multiple-WM consistent backup

Wirtual Machine Selection Mode

) lwant to select VMs from a list {* Automatic VM selection

Automatic VM Selection Settings

This feature is enabled in these editions: Server Enterprise {this trial version) and Platinum

Back up all virtual machines running on this host
]
(All VMs will be backed up. Filter options below are optional)

Include only Vs with this text in their name:
(Do not use * char.; use one line for each filter)

_Imp and _Prod, enter:
_Imp
_Prod

O Exclude WMs with this text in their name:
(Do not use * char,; use one line for each filter)

ar “Temp” in their names, enter:
test
temp

[ Do NOT back up replica VMs
[ Do NOT back up VMs that are shut down

[ Log a warning if no WMs are selected for backup

Example to include VM names containing

Example to exclude WMs containing "Test’

[ wait for VM if it is being backed up by another task (avoid backing up the VM twice at the same time)

W

The above screens require no additional configuration if you want all VMs backed up automatically. You

can specify inclusion and exclusion filters based on name.

For example, you could set up the following naming convention in your company. If a VM name contains

the word ‘Production’, it’s a production VM and it will be always backed up. In that case you would add

the word Production as inclusion filter above.

Or you could define an exclusion filter to work like this: Let’s say you want all VMs that use the word

“Testing” or “Do not back up” skipped. You would then define an exclusion filter with two lines, one for

Testing and one for “Do not back up”, without entering the quotes.

The option “Do NOT back up replica VMs” prevents replica VMs from being backed up. This is useful

when you are already backing up at the replica target VM separately and want to keep the server load to

a minimum.
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The option “Wait for VM” is there to cover the circumstance where a VM cannot be backed up in
parallel. Note that services inside the VM have to participate in order to obtain an application consistent
backup of the VM. Some services may place exclusive locks inside their internal data structures that may
prevent parallel simultaneous backups from running. The wait option, hence, recognizes that a VM is
being backed up and waits for it to complete before proceeding.

Note: the option “Do NOT back up VMs that are shut down” can lead to data loss. Consider the case
where a VM is always backed up while running. At some point it’s shut down and the backups no longer
include that VM. The changes since the last backup would be lost if the VM becomes damaged.

“Log a warning if no VMs are selected for backup” is an option to protect you from undesired
configurations. For example, a typo in the inclusion filter may result in no VMs being recognized and
hence no VMs being backed up. A warning is then logged to alert you to that possibility. You can switch
this option off, for example, if hosts often have all of their VMs moved off for maintenance and you
don’t wish to receive warnings in that case.

Sequential VM Backup vs. Multiple-VM Consistent Backup

It's important not to use the simultaneous option unless it’s absolutely necessary. There is usually no
speed gain from using this option. The default option is to back one VM at a time, whereas the
simultaneous option backs up all VMs simultaneously. Obviously the load on your server will be much
higher when a simultaneous backup is performed. The simultaneous option should only be used if you
need a consistent backup across multiple virtual machines. This is usually only the case if you have
several database servers linked together, or a similar setup that requires data consistency across several
virtual machines.

Important: Selecting “Sequential VM Backup” is the recommended option and reduces the load on your
server but takes longer to complete. This option remains checked when using a Universal Backup task;
conversely, it can only be unchecked when the task was created as a Hyper-V Backup task type.

You can proceed with the Backup Wizard with standard or custom options as discussed in earlier
chapters and complete the task.

Cluster Shared Volumes

Cluster Shared Volume backups are fully supported in BackupChain Server Edition and Server Enterprise
Edition.

It is recommended to limit read and write 1/O speeds or to use separate network adapters for backup
traffic, in order to keep the server network balanced.
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You may need to use the domain administrator account for your iSCSI provider service in order to get
the backup task to start successfully, depending on the iSCSI service you are using.

For live backups with VSS engagement (the recommended way to back up), you need to run
BackupChain on the cluster node that actually hosts the VM you want to back up. You could back up
virtual machines from another node as well using the file-based approach (discussed in previous section)
but that approach “from a distance” does not involve VSS and hence will only give you a crash consistent
live backup. A crash consistent backup is similar to a power loss event in a physical machine. Most
production grade applications can handle a power loss event without data loss, such as a SQL Server
database server. To achieve an application consistent live backup which will also notify the VM internally
of the backup event, you need to run the backup on the same node that hosts the virtual machine you
wish to back up. Application consistent backups require the VSS integration and this integration can only
be managed from the VM'’s host. VSS aware applications, such as database services and Exchange,
prepare for live backup, flush their caches, and bring their file stores into a consistent state before the
backup begins.

Do not perform a live migration while a backup is running because live backups cannot be processed
when a VM switches hosts. Also, you need to configure BackupChain on the new cluster node when you
reassign virtual machines to new hosts (select VM in Hyper-V tab table or use the Automatic VM
Selection feature).

Note: On older Windows Server (pre 2012) operating systems you need to schedule CSV backups to run
without overlaps because CSVs do not allow nodes to back up simultaneously.

General CSV Characteristics

You cannot back up VMs running on another node, even if they share the same storage on a SAN.
Application consistent backups require backup software to run locally on the node that hosts the VM.
Windows Server 2008 and R2 Specifics

e You may only run one backup across all nodes of an entire cluster shared volume.

e  You can back up several VMs simultaneously; however, these must be running on the same
node. In other words, do not overlap backups running on several nodes simultaneously. You
need to schedule them to run without overlap.

Windows Server 2012 and Later Specifics

e Do not add local or other CSV paths to a backup task.
e You must select a Hyper-V Backup task type in the task wizard. You cannot use Universal Backup
task types to back up CSV VMs.
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Dealing With VM Migrations (Live, Manual, Automatic / CSV)
Beginning with Version 4, BackupChain offers an Automatic VM Selection feature. By standardizing the
names of your VMs, you can define filters to include or exclude VMs automatically from backups.

For example, if you only want production VMs backed up, you could use a suffix in the VM name, like
this: Exchange_Server_Production. The ending “_Production” can be used as an inclusion filter in the
backup task’s Hyper-V tab so that BackupChain picks up that VM automatically. Likewise, you could
define an exclusion filter to avoid backing up VMs that are for testing only, by calling the VM
Exchange_Test and defining an exclusion filter having the text: Test

By using the Automatic VM Selection feature, you no longer have to update backup configurations when
VMs move. Note there is a warning option at the bottom of the Hyper-V tab that will cause BCto log a
warning if no VMs were found. This is a safety feature to avoid the situation where filters may be set
incorrectly by accident and no VM ends up being selected. Because there are legitimate scenarios when
this can occur, such as when all VMs are moved off the server for maintenance, you can decide to turn
off that feature, after you have confirmed that VMs are selected for backup as desired.

Restoring VMs

To restore using the Single-Click Backup & Restore, select the backup task from the Backup Task List
(unless restoring on a new machine) and select Restore from the main menu. Proceed with Restore Files
and Folders:

Tack _looe _ETB Seone Nisk Tools

Festore Files, Folders, and WVMs —

Y Festore Sector-Level Disk Backups

Then you need to fill in the details about the backup location. This information is usually preset with the
task settings:



Page | 187

57 Please Specify Your Backup Location

@ Local folder P Mwirfilebackuptarget

() Metwork UNC folder

) FTP site

Use this option to access files on a local hard drive, external USB/Firewire drive, flash drive, etc.

Use this option to access files on a network drive on your LAN or WPN. Example: imyserverimyfolder

Use this option to access files via FTP on a remote server. Example; ftp:iiftp.myserver.com

=
Browse

| Browse |

| Browse |

oK || cancel |

Note: You need to select the root folder in this step.

If you open the folder in Windows Explorer, the root folder may look like this:

| i

—
@Uv| . v Computer » Server2008R2 (D:) » backuptarget »
=

Organize Include in library + Share with + Burn MNew folder
- Favorites R
B Desktop y C_
4. Downloads || BackupChain.config fastneurondate201104181020170012
5| Recent Places || BackupChain.config fastneurondate2011041816428060709
|| BackupChain.config.fastneurondate201104181650350112
. Libraries || BackupChain.config.fastneurondate201104181700520748
3 Documents || BackupChain.config.fastneurondate201104190656490839
.J’ Music || BackupChain.config.fastneurondate201104190701250320
=] Pictures || BackupChain.config.fastneurondate201104190713170149
B Videos || BackupChain.config.fastneurondate201104190718270012
|| BackupChain.config.fastneurondate201104190720380521

Date modified

5/9/2011 2:35 PM
4/18/2011 10:30 AM
4/18/2011 4:48 PM
4/18/2011 4:50 PM
4/18/2011 5:00 PM
4/19/2011 6:56 AM
4/19/2011 7:01 AM
4/19/2011 7:13 AM
4/19/2011 7:18 AM
4/19/2011 7:20 AM

Type

File folder

FASTMEURONDA...
FASTMEURONDA...
FASTMEUROMNDA...
FASTNEURONDA...
FASTNEURONDA...
FASTNEURONDA...
FASTMEURONDA...
FASTMEUROMNDA...
FASTMEUROMNDA...

Size

60 KB
35KB
35KB
35KB
35KB
35KB
35KB
35KB
35KB

Notice the C_ folder (for C: drive) and the BackupChain.config files. These files are necessary for restore

operations.

Proceed and click OK and the Restore Point Selection Screen opens:
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ke Select Restore Point >

Restore Option

(%) | want to restore from a particular backup point in time

) 1do not know when the data was backed up; show all available data

Select the date of the backup you want to restore: Select the time of the backup you wish to restore below.
Mote: Incomplete backups were either stopped or cleaned up.

4 Septernber 2019 k =T = = -
Mo i Mi Do Fr Sa 5o 9!24!21}19841}41 F'ru1 {Cn::mplete}
5 3 4 5 § 7 8 9/24,/2019 7:02:59 PM {Complete)
97242019 6:28:25 PM (Complete)
9 10 11 12 13 14 15 9/24/2019 6:00:06 PM (Complete)
16 17 18 19 20 21 2 5/24/2015 5:05:52 PM (Complete)
23 24 25 26 27 28 29 9/24/2019 2:44:27 PM (Complete)
w1 2 I 4 5 B 57242019 2:07:34 PM (Complete)
5/24/2015 1:10:53 PM (Complete) b

Loading backup list..
The oldest restorable WM backup is dated: 9/24/2019 1:10 FM

Continue || Go Back

While all backup restore points are being read, the screen will update and show the oldest fully
restorable VM backup (shown in orange above). Prior backups might be partially restorable, depending
on your backup settings. On the right, the selected day and time shows “(Complete)” when the backup
was successful and all files were found in the backup folder.

Please select the restore point and proceed. From the virtual machine selection screen, select the virtual
machine you want to restore and leave the Full Restore option selected. If you want to restore just a
subset of a virtual machine, such as a folder or a file from inside the VM, you need to select Granular
Restore. Note: Granular Restore is only available in BackupChain Server Enterprise Edition.



Page | 189

b&Restare Huper Vitual Machine Selection | = || =] |

These Hoper- YWirtual bachines \Were Backed Up:

Ewchange 2010-3

Restare Mode

o | wiant ta restore the entire virtual machine
[Full Restare]

e | waant to opendrestore individual filez and folders inzide the virtual machine
[Granular Restore]

- | want don't want to restore a Hyper-v Machine.
[Proceed with File Restore.]

Froceed Open Expert Screen

Case #1: We want to restore to the original location, and we want the VM to have the original
identity.

Important Note: You must delete the original VM by hand before you proceed, if you are restoring the
original VM identity. VM clones can be restored side-by-side with the original (see case #2 below).

In the extraction options select “Restore files to their original location” in Miscellaneous Settings and
check “Clone virtual machine” in Hyper-V Settings:
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& & Extraction Options

Destination path:

| Browse
|se this password to decrypt encrypted files: | |

Confirm passwaord: | |

|H}rper-‘-.." Settings

[] Clone vitual machine {Allow multiple copies to be restored to any folder)
Restore WM to orginal location with original 1D

Remove physical disk references from WM configuration

Remove DVD image references from VM configuration

Femove saved state from {example: f restoring from AMD<-=Intel)

Cancel

And we are ready to go. Note the destination path is kept empty and the option “restore VM to
original location is checked.

Notice that the option “Clone virtual machine” in Hyper-V Settings should always be checked in order to
create a new identity. You can re-create the original identity as well and it makes sense to do so if the
VM was deleted or if you are restoring to a new server.

Note: If your VM was originally saved directly in C:\ProgramData\Microsoft\Windows\Hyper-V\Virtual
Machines, you must restore it to a new location, such as C:\RestoredVM:s. It is generally not
recommended to create virtual machines in the “default” folder; rather, create a new folder for virtual
machine data, ideally on a separate drive for better performance.

Note: Restoring to a cluster shared volume is supported; however, you need to add the VM manually to
the Failover Cluster Manager. The VM will appear automatically in the Hyper-V Manager instead.

Case #2: Restore with a new identity but to a new, separate folder.

Follow the same step as above but specify a target folder and ensure the option select “Restore files to
their original location” in Miscellaneous Settings remains unchecked.
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& & Extraction Options

Destination path:

¥ \restore path| | Browee

|se this password to decrypt encrypted files: | |

Confirm passwaord: | |

|H}rper-‘-.." Settings

Clane virtual machine (Allow multiple copies to be restored to any folder)
[] Restore VM to original location with original 10

Remove physical disk references from WM configuration

Remove DVD image references from VM configuration

Femove saved state from {example: f restoring from AMD<-=Intel)

Cancel

If you uncheck the ‘clone virtual machine’ option, the VM will be restored using its original identity.
Ensure the original VM is no longer on the network to prevent computer name clash.

Starting the machine

The restored machine should appear in the Server Manager’s Hyper-V role screen. If it doesn’t, refresh
the screen or right click on the Hyper-V Manager and stop the management service. This doesn’t affect
running virtual machines and you can start again as soon as it stops.

Once the new machine appears you may want to review and update the virtual machine network
connection settings. The network connection is removed to avoid network IP and computer name
clashes when the VM is restored on the original server. You can always add the network controller back
to the VM without rebooting the VM at any time. You may also want to allocate a new MAC address for
the cloned VM but it may not be necessary if dynamic allocation is being used on your host.

Note: When powering up a restored VM, If you receive a “Windows has not been shut down correctly”
it’s because the “booted” flag hasn’t been cleared from the hard disk image. Be assured that the VM is
in a good condition.
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Windows 10 Hyper-V Backup and Restore using the Professional Edition

Backup of Windows 8 and Windows 10 Hyper-V VMs is identical to the file-based approach for Hyper-V
Backup on Servers.

Backup
Note that it is possible to use the Server Editions of BackupChain on Windows 10 and use the Automatic

Hyper-V Backup features discussed in previous sections. However, for typical PC-usage, such as for
development and testing, the Professional edition offers a wide range of features to get the job done
well.

Note that you can only back up live virtual machines when they are stored locally. Live backup does not
work over the network (only exception SAN and CSV backups); this means you cannot pull VMs stored
on another server. VMs must be running locally in order to be backed up live. Offline backups (when
VMs are shut down) do work over the network, however, when accessed via a UNC path.

1. Open the New Backup Wizard and create a new “Hyper-V Backup (Client)” task using the New
Task button:
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bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type Help Hyper-y Select Folders Select Wirtual Machines Default Settings Cptians Target Finished

Welcome to BackupChain's Backup Task Wizard!

This wizard guides you through the main functions of BackupChain and assists you in setting up a backup task. Backup tasks store all your
settings for future use, Tasks may be scheduled or may be run manually whenever you need to run a backup, Once saved, you may fine-tune
your backup task later in the Main Screen, where all features of BackupChain are available,

Create Task on Server: backupchain-PC

Enter a Task Name: indows 10 Hyper-V VM Backup

Please select the purpose of this backup task:

I'want to back up documents and file server data...

"} File-Level Backup

[File Server and Version Backup.

Use for file server data, documents, ete,

Files are placed individually in backup folder.
Do not use for VMs)

I'want to back up virtual machines...

) Hyper-V Backup (Server) () Hyper-V Backup (Client)

[Automatic
or Granular Backup)

) VMware Backup

[File-based, recommended only for [Vhware Workstation, Player,
‘Windows 8-10 = Pro Edition] VMware Server backup)

) virtualBox Backup

Iwant to back up the Windows boot disk or sector-level backup...

) Disk to Image Backup (Sector-Level) ) Disk Cloning (Sector-Level) ) Restore Disk Image Backup (Sector-Level)

[Sector-based backup of a physical disk into
a disk image file, This is usually only done
to back up operating system disks)

(Sector-based copy of a physical disk to [Restore a disk image
another physical disk. This can be used for file to a physical disk)
‘Windows operating system boot disks as

well as data disks)

I'want to convert physical and virtual machines / disks...

 pav 0 vap 0 vav
[Physical disk to virtual disk conversion) [Virtual disk to physical disk conversion] [Virtual disk format conversion)

Other backup task types:

[ SQL Server Backup

[Backup SQL Server
and MSDE Databases)

) Universal Backup

[Backup all VS5 aware services,
Use anly if no other backup type suits)

2. Select the folder containing the virtual machine files (VHDs, and Virtual Machine and Snapshots
folders)
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bCCreate a Mewy Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-4 | Select Folders | Default Settings | Options | Target | Finished

Select the falders you want backed up (sub-folders are autamatically included):

LHyper-y Whs\Exchange 2010

Recarmendations:

Regular file backups: select the data folders you have,

Microsoft SQL Server: select all data folders not listed above,

Hyper-' file-based backups, Wirkual PC, Whware, and Wirkual Server: seledt all folders containing
wirtual machine files (WHD, 2WHD, WHDK files, etc)

Add Falders -

Remoaowe Folder

Previaus Step |

Mext Step

Note: You cannot pull files over the network. VMs must be installed locally or on a CSV in order

for live backup to work.

Where are the VM files located?

If you are not certain where the VM files are stored, you can check the VM'’s settings in Hyper-V:
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ﬁ Settings for Windows Server 2019 on BCSUPPORTY —

Windows Server 2019 v (4]
# Hardware £ = Hard Drive
l" Add Hardware
I EIos You can change how this virtual hard disk is attached to the virtual machine, If an
Boot from CO operating system is installed on this disk, changing the attachment might prevent the
oot irom virtual machine from starting.
. Security — R
Key Storage Drive disabled e =
¥ Memory IDE Controller 0 0 (in use)
2048 MB Media
I:I Processor You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
1 Virtual processor by editing the assodated file. Specfy the full path to the file,
= Bl IDE Controller 0 Jirtual hard disk:
/= Hard Drive .
HY2019.vhdx C:\Hyper-V\HV20 19HV 20 19YVirtual Hard Disks\HY2019, vhdx
= | IDE Contraller 1 e Edit Inspect Bronse. .
../ DVD Drive
F763.557.190612-0019.r... Physical hard disk:
&l scsI Controller
|_ﬁ|] Metwork Adapter
Default Switch o If the physical hard disk you want to use is not listed, make sure that the
ﬁ COoM 1 disk iz offline. Use Disk Management on the physical computer to manage
Mone physical hard disks.
& com2 L
HDI]E L L UvE =L L= i = L UDES U
[ Diskette Drive
Mone Remave

% Management

- & Some settings cannot be modified because the virtual machine was in the following
Mame state when this window was opened: saved.
Windows Server 2019 To modify a setting that is unavailable, shut down the virtual machine and then
Integration Services reopen this window.
Some services offered
{#y, Checkpoints
Standard
':'-':| Smart Paging File Location
C:\Hyper-V\HV2019\HV2019 W

oK Cancel Apply

At a minimum, you need to include the VM folder containing the virtual disk (see C:\Hyper-
V\HV2019... folder above) and the check point folder in the “Checkpoints” section:
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Ej Settings for Windows Server 2019 on BCSUPPORTY —

Windows Server 2019 ~ [J]
Boot from CD = {#, Checkpoints
' Security
Key Storage Drive disabled You can configure options for checkpoints for this virtual machine.
W@ Memaory Checkpoint Type
2048 MB Enable checkpaints

Processar
D T Select the type of chedkpoint that will be created when users choose to
1 Virusl processo checkpoint this virtual machine.

= [ 10E Contraller 0
() Production chedkpoints

= Hard Drive
HY2019.vhdx Use backup technology in the guest operating system to create
data-consistent checkpoints that don't indude information about running
= [l IDE Controller 1 e
YD Drive
17763.557.190612-0019

&l scsl Controller

4 Network Adapter

Default Switch

i com1 (® Standard checkpaints

Mone Create application-consistent checkpoints that capture the current state of

E oM 2 applications.

Mone

5] piskette Drive

Mone

] Use automatic checkpoints

Chedkpaoint File Location
% Management ) ) )
Choose where to store the checkpoint configuration and checkpoint saved state

L] N?me files for this virtual machine.
) |C:\Hyper-VHV20131HV2013

[-] Integration Services

Some services offered

Browse...
(#y, Checkpoints

Standard
a.';' Smart Paging File Location

P T A R U T £ AL PR iy
Lomyper-y iy U 13yav.u 13

E'. Automatic Start Action
Restart if previously running

E'. Automatic Stop Action v

Gonce sooly

Both the checkpoint and virtual disk folders are usually inside the same subfolder created for
the VM, unless you did not specify a folder when you created the VM.

In that case the VM is on drive C: (not a recommended practice but works) and stored in the

already preselected default folders:
C:\ProgramData\Microsoft\Windows\Hyper-V and C:\Users\Public\Documents\Hyper-V

For simpler VM management purposes, as well as for better performance, it's recommended to
set a dedicated folder for each VM on a separate drive, ideally a separate physical disk or disk
array. The use of checkpoints is not recommended but as long as you include the folder in the
BackupChain backup configuration, they will be backed up as well. If your VM is stored in the
default folders (the two listed above), the checkpoints will also be stored in there. If you created
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a dedicated folder when creating the VM, all VM-related files will be within it and you have all

files nicely in one folder.

It’s not required for backup purposes but if you wish to change the VM configuration from
default folders to a dedicated folder, please proceed as follows:

Delete any checkpoints that may exist. Check the Hyper-V Manager status for the VM
and wait until the VM status is clear, if necessary.

Create a new VM with similar settings as the original

Create the dedicated folder and move the VM’s VHDs into it

For each VHD that exists, add a virtual disk to the VM and point it to the VHD in the
dedicated folder

Remove the old VM (optional) and boot the new one.

Next, accept default settings or use custom settings:

bcCreate a Mew Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-t | Select Folders | Defaultiettings | Options | Target | Finished

Hovwy do yau want your files backed up?

Backup Qptions

Recommended Backup Settings

Files will be deduplicated and compressed using BackupChain's recommended settings.
* Advantages: Deduplication and compression sawves a lot of storage space and the backup process runs faster
than with other options.

Mo file processing

s Files will be backed up in their original format, without any processing.
Advantages: Files may be opened and used directly from the backup folder, Storage space usage is easier to predict,

¢ Iwant to choose different settings (Encyption, compression, etc.)

Mote: you may always change settings later in the File Types, Options, and Compression tabs,

Previous Step | Mext Step I

Recommended backup settings will turn on deduplication, data compression, and a retention period of
10 file versions (i.e. after the 11" backup of a file the oldest backup is deleted).

“No file processing” switches off deduplication and data compression and uses a retention period of 10

file versions.
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If you choose custom settings the following screen opens:

bCCreateaNew Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-ty | SelectFnIdersl DefauItSettingsl Cptions | Target | Finished

Please choose among the following options, These are minimum settings to getyou started,
More advanced settings can be specified laterif necessany,

~|Deduplicati0n

@ on Off
/—|C0mpressi0n Settings Resource Usage
Mo Compression (Usually slower] Maximum Speed [Uses more resources and RAR)
(&) Fastest Compression (@) Minimal System Impact [Slower]
Standard Compre ssion Reduce Hard Drive Stress [Slowest)
High Compression [Sloweer]

Automatic Cleanup 10 -
Keep this many backups of each file in the backup store:

Enter a number ar &LL to keep all file changes.

A setting of 10 will keep up to 10 backups of each file

(il Encrypt files with military strength encryption [AES 256, HIPAS, compliant)

Passwiord: I Canfirm passwaord: I

Previaus Step | Mext Step I

Here you can preset the basic settings of your task in just one screen, such as encryption, deduplication
and data compression. All the fine-tuning may be done later in the Main Screen of BackupChain.

Now we are ready to proceed and set the backup target:
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bCCreateaNew Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-4 | Select Folders DefauItSettingsl Optionsl Target | Finished

Target Folder Settings: Where do you want to store your data?

& Local folder IL:\backuptarget Browse

Use this option to send your files to a lacal hard drive, external USB/Firewire drive, flash drive, etc,

[

£ Network UNC folder I Brovyse
Use this option o send your files to a network drive on your LAN or WPM. Example: \wmyserversmyfolder

[

© FTP site | Browsse

Use this option to transmit files wia FTP to a remote server, Example: fipedfftp.myserer.caom

Mote: Every task should hawe its own separate backup folder,

Previaus Step | Mext Step

In our example above, we use a local drive but you could send your backups to a network device or FTP
site instead as well. Note that deduplication does work over standard FTP.

Then click Next Step:
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bCCreateaNew Backup Task Wizard -- BackupChain

| Select Backup Type | Hyper-4 | Seleck Folders | SelectWirtual Machines DefauItSettings| Qptions | Target | Finished

All required information has been collected!
You may save this task or start it immediately.

To access more advanced settings, such as scheduling or email notification,

press 'Save Task and Edit’ and edit the advanced settings.
Mote that tasks may be cloned from the main window if needed,

Fun Backup Mow Sawe Task and Edit Cancel

Previaus Step | Start Mo I

If you want to run the task immediately, click Start Now. Otherwise click Save Task and Edit, to return to
the Main Screen where you can add a schedule to the task and change numerous other settings.

Restoring Hyper-V VMs running on Windows 10 hosts using the Professional Edition

To restore a Hyper-V virtual machine using the standard file restore process, select the backup task from
the Backup Task List (unless restoring on a new machine) and select Restore from the main menu.
Proceed with Restore Files and Folders:

he BackupChain® Server Enterprize Edition v4.0 4650 - FastMeuron Inc.

Backunr oo Tack _jooe _ETB Secuec Disk Toole Llolo lle

- Server Restore Files, Folders, and WMs

LB BBy Restore Sector-Level Disk Backups
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Then you need to fill in the details about the backup location. This information is usually preset with the
task settings:

¥ Ploase Spocily Your Backup Location =8 =R

@ Local folder P‘wmiilebackuptarget Browse

Use this option to access files on a local hard drive, external USEB/Firewire drive, flash drive, etc.

© Netwark UNC folder | Biowse |

Use this option to access files on a network drive on your LAN or WPN. Example: \imyserverimyfolder

) FTP site | Browse |

Use this option to access files via FTP on & remote server. Example: ftp:/iftp.myserver com

oK || cancel |

Note: You need to select the root folder in this step.

If you open the folder in Windows Explorer, the root folder may look like this:

! — :

@Uv| . v Computer » Server2008R2 (D:) » backuptarget »

Organize Include in library « Share with - Burn Mew folder
¢ Favorites Mame ° Date modified Type Size
Bl Desktop ) C 5/9/2011 2:35 PM File folder
& Downloads || BackupChain.config.fastneurondate201104181030170012 4/18/2011 10:30 AM  FASTNEURONDA... 60 KB
5 Recent Places || BackupChain.config.fastneurondate201104181648060709 4/18/2011 448 PM  FASTNEURONDA... 35KB
|| BackupChain.config.fastneurondate201104181650350112 4/18/2011 450 PM  FASTNEURONDA... 35KB
= Libraries || BackupChain.config.fastneurondate201104181700520748 4/18/2011 5:00 PM  FASTNEURONDA... 35KB
3 Documents || BackupChain.config.fastneurondate201104190656490839 4/19/2011 6:56 AM  FASTNEURONDA... 35KB
J‘- Music || BackupChain.config fastneurondate201104190701250320 4/19/2011 7:01 AM  FASTNEURONDA... 35KB
=] Pictures || BackupChain.config fastneurondate201104190713170149 4/19/2011 7:13 AM  FASTNEURONDA... 35KB
B videos || BackupChain.config.fastneurondate201104190718270012 4/19/20117:18 AM  FASTNEURONDA... 35KB
|| BackupChain.config.fastneurondate201104190720380521 4/19/20117:20 AM  FASTNEURONDA... 35KB

Notice the C_ folder (for C: drive) and the BackupChain.config files. These files are necessary for restore
operations.

Proceed and the backup set selection opens:



Select the date of the backup you want to restore:

(R S|

Restore Option

) | want to restore from a particular backup peint in time
) | do not know when the data was backed up; show all avaiable data

1

Sun
28
4
11
13
25
1

29
5
12
19
26
2

January, 2015
Mon Tue Wed Thu
0 3 1
6 7 8
13 14 15
0 211 22
27 28 29
3 4 5

Fri

16
23
30

]

The oldest virtual digk found is dated: 7/31/2014 2:25 PM
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Select the time aof the backup you wish to restore below.
Mate: Incomplete backups were either stopped or cleaned up.

| Cortinue || Go Back

Note that BackupChain will scan in the background all available restore points. It will look for the oldest
virtual disk that is available and display the date (see above in orange). Depending on your backup

settings, there may be restorable backups from before that, but the date displayed, once the scan is
complete, shows the backup date of the oldest virtual disk found, which is the oldest fully restorable

backup.

Either select “I do not know when the data was backed up” to obtain the full view of all existing backups,

or select a particular day and time.

Proceed and click OK and the Restore Screen opens:
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b Select Files and Folders to Restore
Show Files Backed Up On: al

&I M Files
a DL]I c:
a [J[Eg ProgramData
aL[Eg Microsoft
o OE Windows
- [CIfEd Hyper-V
2 [JfEs Users
a (&g Public
a & Documents
aOfEs Hyper-V
~[CJfE5 Virtual Hard Disks
SO8F
2 OfEg server2018VMs
W OE Hens
> CJfEs Snapshots
o [lEg Virtual Hard Disks
> g Virtual Machines
»[] Hyper-V WMs

Mate: Double-click on file opens file directly from backup store

=3\

Restore Name Date Size :
» ! ‘win10.vhdx 9/24/2019 8:21:22 PM 663 GB =
O] win10_0019FCAD-342C-41AC-AE . 9/16/2019 10:33:03 AM 28513 KB >

= wlin10_00347BA4-796A-4530-0C3.. 912/2019 10:26:58 AM 307.03 KB >~ =
= ‘wlin10_0050E54A-5BF0-4CE5-9E3.. 9/14/2019 5:46:45 AM 31370KE >~
O] win10_00257654-9E4A-4CC4-9E5 . 9/18/2019 2:08:42 PM 31155 KB >~
O] win10_01578D9C-F028-4EFS-BEE . 9/7/2019 12:44:11 PM 10.55 MB -
] Win10_019197EC-B4TA-42F2-B99 . 9/24/2019 6:07:42 PM 30335 KB >
0] wWin10_01FBEBED-8D12-47FF-A3 . 9/9/2019 11:14:57 AM 31629 KB +

-

Older File Versions:

Restore Name Date Size -
[} ‘win10.vhdx 9/24/2019 7:28:50 PM 191.96 MB e
[} ‘win10.vhdx 9/24/2019 £:35:02 PM 161.24 MB >~
[} ‘win10.vhdx 9/24/2019 6:07:28 PM 665 GB e

[} ‘wiin10.vhdx 9/24/2019 5:26:43 PM 340.23MB =
[} ‘win10.vhdx 9/24/2019 3:00:22 PM 161.50 MB >~
[} ‘win10.vhdx 9/24/2019 2:22:21 PM 6.69 GB >~
[} Win10.vhdx 9/24/2019 1:20:5% PM 0TI ME e
L] Win10.vhdx 9/24/2019 11:46:28 AM 18238 MB el

L] Win10.vhdx 9/24/2019 10:42:56 AM 670 GB el =

Restore | | Close

Navigate to the folder containing the virtual machine files and check the entire folder. This will restore

all files within this folder as well as all subfolders. The restore process will restore the latest version of
each file in the folder. The “latest version” is determined by the date filter at the top of the restore

screen. Now proceed by clicking Restore.

If the virtual machine contains snapshots, you need to restore all the files to the same folder, such as
C:\VHD. WARNING: Even though the default restore setting does not overwrite files without your

permission, you still need to be careful not to overwrite files accidentally!

.,

Show Advanced Optiohs

IJze thiz paszword to decrypt encrypted files:

[ Browze |

(] | [ Cancel
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Replacing the original VM
If you would like to replace the original VM with the one from your backup, there are several options.

First you need to turn off the original VM.

If your VM was neatly stored in a single dedicated folder, the restore process is extremely simple. You
can replace the files at their original location via a setting in the ‘advanced options’ of the Extraction
Options screen above. In that case, do not enter a destination path.

If your VM is stored in the default folders C:\ProgramData\Microsoft\Windows\Hyper-V and
C:\Users\Public\Documents\Hyper-V, you will see that Hyper-V places all VM files in there, for all VMs
you have. This isn’t exactly neat but still works. When doing a restore you will see those two folders in
your Restore Screen. Select the VHD and any AVHD files (checkpoints if any) and click restore. If you
want the latest version of your VM, select the VHDs at the top, like Win10.vhdx below:

b Select Files and Folders to Restore = f=n
Show Files Backed Up On: al ~
o OIS Al Files - =
i DL]I c Restore Name Date Size

a D[f_] ProgramData » 0] ‘win10.vhdx 9/24/2015 8:21:22 PM 663 GB >~
O Microsoft [ in10_DDISFCAD-3A2C-41AC-AE . 91672019 10:33.03AM  295.13KB yel
U@ ‘f’r‘”d"‘“ []  Win10_00347BA4-796A-4530-9C3.. 91212019 102658 AM  307.03KB o

Il Hyper-V =
SO Users [ ‘in10_DDS0E54A-5BF0-4C55-9E3.. 9/14/2019 5.46:46 AM A1370KB o
2 O Public [ ‘Win10_00357654-8E4A-4CC4-9E5 . 9/18/2019 8:08:43 PM 31155KB o
O Documents [ 'in10_D1578D8C-FO28-4EFS-B5E . §/7/2019 12:44:11 PM 10.55 MB pel
o L Hyperv ! [  Win10_DI9197EC-BATA-42F2-BS0.. 9/24/2019 6:07:42 PM 303.39KB yel

+[C0fg Virtual Hard Disks

OO F [ ‘Win10_D1FBEBE0-8D12-47FF-A3.  §/9/2019 11:14:57 AM 21629 KE P

O server2013s . U IS dmamm =
+OE Hv2019 Older File Versions:

- CJEg Snapshots 5

" D[I—] Virtual Hard Disks Restore Name Date Size —
- Ol Virtual Machines [l Winl0vhdx 924201972250 PM 19156 MB o
> L Hyper-V Vis O winlOvhdx 924201963502 P 16124 MB ol
O] ‘wini0vhdx 924201960728 PM GBS GB o

O] Win10vhdx 924201953649 PM 34023 ME £ |2
[ WinlOvhds 9247201930022 PM 16150 MB jo]
[ WinlOvhds 9247201922221 PM GBI GB jo]
[ WinlOvhdx 92472019 12059 PM 34071 MB o
[ WinlOvhdx 92472019 11:46:29 AM 18238 MB o

[ Winl0vhdx 92472019 10:4256 AM 670 GB & |-

Mote: Double-click on file opens file directly from backup store | Restare | | Close |

If you need an older version, do not select line at the top, select from the bottom half, or set the
Restore Point at the top of the screen “Show Files backed up on:”

If your VM doesn’t contain checkpoints (recommended practice), then all you need to restore is just the
VHD file/s, there’s just one for each virtual drive in the VM. If checkpoints are present you need to
restore those as well (file extension AVHD and AVHDX).
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Restoring a VM to a New Hyper-V Host or Side-by-Side with Original VM

Select the relevant VM files as described in the previous section. For VMs that use checkpoints you must
restore those as well (file extension AVHD, AVHDX). If your VM does not use checkpoints (recommended
practice) you just need to have the virtual disks for the VM (VHD or VHDX files).

In the Extraction Options screen, enter a destination path and finish the restore process.

e

Desztination path:

.,

o hrestored WHD 2

Browse |

IJze thiz paszword to decrypt encrypted files: I

Show Advanced Optiohs

| (] | | Cancel

You can enter any path you want, including UNC; it will be created if necessary.

If you want the VM restored to its original location, it can’t live side-by-side with the original. In that
case you will need turn off and delete the original VM first. Note that Hyper-V does not delete the VHDs
when you delete the VM in Hyper-V Manager. Then do not enter a path in the screen above and click
‘show advanced options’. When the screen expands choose ‘restore to original location’ and keep the
destination path box empty.

Head over to Hyper-V Manager and create a new VM in Hyper-V with similar settings as before
(optional).

Now add a new Hyper-V machine via the Server Manager and connect to the existing virtual disk:
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EH New Virtual Machine Wizard

Before You Begin

Spedfy Mame and Location

Specify Generation
Assign Memory
Configure Networking
Connect Virtual Hard Disk
Installation Options

Summary

2 Spedify Name and Location

Choose a name and location for this virtual machine.

The name is displayed in Hyper-¥ Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the quest operating system or warkload.

Name: | TR

‘You can create a folder or use an existing folder to store the virtual machine. If you don't select a
folder, the virtual machine is stored in the default folder configured for this server.

[] store the virtual machine in a different location

C:'\ProgramData\Microsoft\Windows\Hyper-v,

A

< Previous Finish Cancel

Try to assign the same or similar settings, such as number of CPUs and RAM, and start the machine.

Instead of creating a new virtual disk, select the one that BackupChain restored:
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EH New Virtual Machine Wizard >

El Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

storage now or configure it later by modifying the virtual machine's properties.
Spedfy Mame and Location = < 8 g —

() Create a virtual hard disk
Use this option to create a YHOX dynamically expanding virtual hard disk.

Specify Generation

Assign Memory

Configure Networking Restored VM, vhdx
Connect Virtual Hard Disk C:\Wsers\PubliciDocuments\Hyper-ViVirtual Hard Disks,
Summary

127 GB (Maximum: &4 TB)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or VHDX format.

o=l U \Restore Folder'\D \backupfolder\Restored WM. VHDX Browse...

(") Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel

The VM is now ready to boot. Note that if the VM had checkpoints you need to place them next the
VHDX file in the same folder. In the screen above you would select the most recent AVHDX for the VM's
main VHDX file, instead of the VHDX file. Checkpoint files always contain the parent’s name in their file
name so you can track them easily.

Summary

These steps above summarize the steps required to restore a VM on any Hyper-V host (Windows 8/10
and Windows Server 2008 and later). Note that the Server Editions of BackupChain contain automatic
backup and restore features that automate the entire process. When backing up or restoring VMs, you
just select the VM from a list and BackupChain does the rest. However, for home, test, and development
usage, the Professional edition provides all the features needed for a robust backup system that
provides deduplication, compression, encryption, alerts, and many other features. To keep the
management effort to a minimum and the backup and restore steps as simple as possible, it's greatly
recommended to do two things: place each VM in a dedicated folder (ideally all VMs under a dedicated
subfolder, like D:\VMs and then D:\VMs\Windows10VM., etc.) and do not use checkpoints, at least use
them only temporarily. That reduces backup to just selecting D:\VMs and restoring to just
selecting/replacing D:\VMs for a full restore of all VMs or D:\VMs\Windows10VM for one resting one
particular VM. More complex environments can be handled by the Professional edition as well, but
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require more management and configuration. It may be best to use the Server or Server Enterprise if
your VM configuration is complex and changes frequently.
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VMware Virtual Machine Backup

BackupChain performs live virtual machine backups of VMware hosts running on top of Microsoft
Windows, such as VMware Server and VMware Workstation. At the moment ESX and ESXi are not
supported. You can back up ESX virtual machines from inside the VM using a sector-level disk backup
(see respective chapter).

Important: In order to generate live virtual machine backups, BackupChain needs to run on the host
computer. Another option is to run BackupChain within the virtual machine where you can run file-level
backups as well as sector-level full disk backups. The steps below are illustrating backups taken from the
host. To take backups inside, check the sections on sector-level disk backup and general file backup.

Backup
Create a new VMware Backup task by clicking New Task in the main screen. It’s recommended to create
a VMware Backup task and use it only for VMware-related files:
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bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type Help Hyper-y Select Folders Select Wirtual Machines Default Settings Cptians Target Finished

Welcome to BackupChain's Backup Task Wizard!

This wizard guides you through the main functions of BackupChain and assists you in setting up a backup task. Backup tasks store all your
settings for future use, Tasks may be scheduled or may be run manually whenever you need to run a backup, Once saved, you may fine-tune
your backup task later in the Main Screen, where all features of BackupChain are available,

Create Task on Server: backupchain-PC

Enter a Task Name: VMware Daily Backup]|

Please select the purpose of this backup task:

I'want to back up documents and file server data...

"} File-Level Backup

[File Server and Version Backup.

Use for file server data, documents, ete,

Files are placed individually in backup folder.
Do not use for VMs)

I'want to back up virtual machines...

) Hyper-V Backup (Server) ) Hyper-V Backup (Client) ) VMware Backup ) VirtualBox Backup
[Automatic [File-based, recommended only for [Vhware Workstation, Player,
or Granular Backup) ‘Windows 8-10 = Pro Edition] VMware Server backup)

Iwant to back up the Windows boot disk or sector-level backup...

) Disk to Image Backup (Sector-Level) ) Disk Cloning (Sector-Level) ) Restore Disk Image Backup (Sector-Level)
[Sector-based backup of a physical disk into (Sector-based copy of a physical disk to [Restore a disk image
a disk image file, This is usually only done another physical disk. This can be used for file to a physical disk)
to back up operating system disks) ‘Windows operating system boot disks as

well as data disks)

I'want to convert physical and virtual machines / disks...

 pav 2 vap O vav
[Physical disk to virtual disk conversion) [Virtual disk to physical disk conversion] [Virtual disk format conversion)
Other backup task types:
[ SQL Server Backup ) Universal Backup
[Backup SQL Server [Backup all VS5 aware services,
and MSDE Databases) Use anly if no other backup type suits)

In this example, we back up a Windows Server 2008 R2 virtual machine, located in
C:\VmwareWorkstation. The folder has the following sample contents:

Marne Size
E] wrware-0.log 142 KB
r.;j vrmware-1.log 627 KB
IE] wrware, log Z53 KB
Windows Server 2008 R2 x64, nvram 9 KB
% WWindows Server 2005 B2 x6d, vmdk f, 780,992 KB
Windows Server 2008 R2 264, vinsd OKB
@Windnws Server 2008 B2 xbd, v 3KB

Windows Server 2008 R2 64, vinxf 1 KB
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We select that folder for backup. Note that you can only back up live virtual machines when they are

stored locally. Live backups do not work over the network. Offline backups do work over the network,

however.

If you don’t know which folders are used by a particular VM, simply check the virtual disk setting for the
VM in VMware. There you will find the path to the VMDK file, which is where all other VM-related files
are also stored. In our example below, it is c:\VMwareWorkstation, and all our VMs in subfolders, which

are included automatically:

bcCreate a Mewe Backup Task Wizard - BackupChain

SelectBackupTypel5E|ECtFD|dErS Default Settings | Options | Target | Finished

Selectthe folders you want backed up (sub-folders are automatically included):

Chwmwarewark station

Recarmmendations:

Regular file backups: select the data folders you have,
Micrasoft 5QL Server: select all data folders not listed abowve,
“WhAware, Wirtual Server, Wirtual PC, and YWidualBox: select falders cantaining wirtual machine files,

Add Falders =

Rermaowe Folder

Previous Step |

Mext Step

We then accept the default settings in the following screens and select a backup target. See previous

chapters for more information on backup options.

The task is now complete and can be started. You can set the schedule and edit other configurations

later once the task is saved.

Restore

Follow the steps below to restore a VMware virtual machine. Select Restore Files, Folders, and VMs

from the main menu:
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Restore | Task Logs FTP Server Disk Tools

Restore Files, Folders, and WVMs

! Restore Sector-Level Disk Backups

Then you need to fill in the details about the backup location. This information is usually preset with the
task settings:

£ Please Specify Your Backup Location =N|f=n|
@ Local folder P \wifilebackuptarget Browse

Usze this option to access files on a local hard drive, external USB/Firewire drive, flash drive, etc.

© Network UNC folder | Browse |

Use this option to access files on a network drive on your LAN or WPN. Example: imyserverimyfolder

() FTP site | Browse |

Use this option to access files via FTP on a remote server. Example: ftpiiftp.myserver.com

oK || Cancel |

Note: You need to select the root folder in this step.

If you open the folder in Windows Explorer, the root folder may look like this:

@U'| . v Computer » Server2008R2 (D:) » backuptarget »
Organize Include in library + Share with + Burn MNew folder
- Favorites MName ° Date modified Type Size
!
Bl Desktop g C_ 5/9/2011 2:35 PM File folder
4. Downloads || BackupChain.config.fastneurondate201104181030170012 4/18/201110:30 AM  FASTNEURONDA... 60 KB
i Recent Places || BackupChain.config.fastneurondate201104181643060703 4/18/2011 448 PM  FASTNEURONDA... 35KB
|| BackupChain.config.fastneurondate201104181650350112 4/18/2011 450 PM  FASTNEURONDA... 35KB
3 Libraries || BackupChain.config.fastneurondate201104181700520748 4/18/2011 5:00 PM FASTNEURONDA.., 35KB
3 Documents || BackupChain.config.fastneurondate201104190656490839 4/19/2011 6:56 AM  FASTNEURONDA... 35KB
rJ'- Music || BackupChain.config.fastneurondate201104190701250320 4/19/20117:01 AM  FASTNEURONDA... 35KB
| Pictures || BackupChain.config.fastneurondate201104190713170149 4/19/2011 7:13 AM  FASTNEURONDA... 35KB
B videos || BackupChain.config.fastneurondate201104190718270012 4/19/2011 7:18 AM  FASTNEURONDA... 35KB
|| BackupChain.config.fastneurondate201104190720380521 4/19/20117:20 AM  FASTNEURONDA... 35KB

Notice the C_ folder (for C: drive) and the BackupChain.config files. These files are necessary for restore
operations.

Proceed and select a Restore Point. Select a date from the calendar and the list of backups taken on that
day will be shown underneath. Select the backup time and click Proceed. Alternatively select “I do not
know when the data was backed up” to obtain the “full’ view of all available backups at the same time.



Select the date of the backup you want to restore:

|

Restore Option

) | want to restore from a particular backup peint in time
) | do not know when the data was backed up; show all avaiable data
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E)

1

Sun
28
4
11
13
25
1

29
5
12
19
26
2

January, 2015
Mon Tue Wed Thu
0 3 1
6 7 8
13 14 15
0 211 22
27 28 29
3 4 5

]

The oldest virtual digk found is dated: 7/31/2014 2:25 PM

Select the time aof the backup you wish to restore below.
Mate: Incomplete backups were either stopped or cleaned up.

| Cortinue || Go Back

Note that BackupChain will scan in the background all available restore points. It will look for the oldest
virtual disk that is available and display the date (see above in orange). Depending on your backup

settings, there may be restorable backups from before that, but the date displayed, once the scan is
complete, shows the backup date of the oldest virtual disk found, which is the oldest fully restorable

backup.

Now the Restore Screen opens:
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l& Select Files and Folders to Restore

Mote: Double-click on file opens file directly from backup store

Show Files Backed Up On Friday, January 23, 2015 at 9:56:46 AM
o I Al Files
SO D Restore
@ OlES VMware Workstation Vs (]
i Windows 7 x64 Internet Box 0o
O E: m
L
O
O
|
O
O
0
LI
0
L]
al

Name
new\indows 7 x64 Driver Testwvmdk
vmware.log
wmware-{.log
vmware-1.]og
vmware-2.log
vprintproxylog
Windows 7 x84 Driver Testnvram
\windows 7 x64 Driver Testvmsd
Windows 7 x64 Driver Testwmf
‘wfindows 7 x64 Internet Box vmsd
Windows 7 x64 Internet Box.vmax
wiindows 7 x64 Internet Bos vmud
Windows 7InternetBox vmdk
lwfindows TInternetBox-flat vmdl

Date
TI31/2014 2:25:35 PM
1212015 10:12:29 AM
12002015 5:10:45 PM
1/19/2015 £:58:08 PM
1/19/2015 11:54:33 AM
1/20/2015 5:10:44 PM
12002015 5:10:43 PM
&(17/2013 12:53:00 PM
71112014 3:03.52 PM
10/3/2014 10:15:21 AM
12172015 10:12:30 AM
11972015 10:01:35 AM
1/15/2015 10:25:12 AM
113/2015 5:47:32 PM

=3[
Size
16.81GB =
19.39KB P
3752 KB =
3608 KB P
HM.ETKE P
31.83 KB e
207 KB =
154 byte(s) >
101KE P
186 byte(s) P
1.38 KB P
435 byte(s) P
446 byte(s) >
2284 GB pe

In order to restore all the files related to a virtual machine (their latest version), select the folder in the
tree to the left and do not select any files. (“D:\VMware Workstation VMs\Windows 7 x64 Internet Box”

in example above).

If you want to restore an earlier version of a VMDK file, click on the VMDK file as shown above, and the
screen splits in half. The bottom half now shows all old versions of the VMDK file. To restore an old
version, do not select the file at the top, select only one file from the bottom list. Then click the Restore

button to proceed. If older file versions are present, the screen looks like this, note the file

“HV2019.VHDX" is selected at the top and its older file versions appear at the bottom:
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be Select Files and Folders to Restore = [
Show Files Backed Up On: all v
oIS ANl Files ] &
] DI':I c Restore Name Date Size =
i |:||';'| F: » [ |HV2019.vhdx 924/20198:37:32PM 6241 MB >
a[[Eg server2019VMs []  HV2013_0038CO15-DEF7-4F.. 916201981533 AM 20825 KB &
O Hv2o19 o -
| HW2019_0072C7DA-E6SE-46_. 917/20192:15:28 AM 20829 KB ~
>-[C(gg Snapshots
i D[ﬁ Virtual Hard Disks ] HWV2013_01423303-85F8-454 . 9113/2019 3:41:42 AM 20053 KB &~
> [CEg Virtual Machines [0  HWV2015_01ADAIZD-5455-46.. 914/20193:2843PM 19789 KB >~
> [ Hyper-V VMs [[]  HV2019_01D62ACD-157B-41.. 9/7/20194:23:25PM  190.32 KB &~
0 HV2013_020E556C-C432-44 . 922/20195:30:17 PM 20140 KB p
[1  HW2019 02373F07-ADFO-4F.. 9/9/2013 5:55:31 AM __ 190.81 KB o
Older File Versions:
Restore Name Date Size -
» O HWZ2019.vhdx 9/24/2019 B:02:38 P.. 59.77 MB P E|
[ HV2018.vhdx 9/24/2019 6:59:25 P.. 2.22 GB >~
£ HW2019 vhdx 9/24/201% 6:25:09 P.. 60.52 ME >~
[ HWZ019 vhdx 9/24/201% 5:56:52 P.. B9.12 ME >~ -
Nete: Double-click on file opens file directly from backup store Restore | | Close

To proceed after clicking “Restore” simply enter a path where you want the restored files to be stored.
You can always move them elsewhere from there. Note that a UNC path may also be entered here if

necessary.

Ll
(4]

Destination path:

F'restore

|se this password to decrypt encrypted files:

Show Advanced Options

Proceed with the restore and wait until finished:
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Restore Progress

Processing folder: F\C_“Virual Machines'\Windows Storage Server 2008 R2

Restoring file: Windows Storage Server 2008 RZ vmdk
Folders processed. 1 Rles processed: 1
Brors: 1] Time elapsed: 00:00:13

Restoring full delta 2.017% Windows Storage Server 2008 R2_ vmdlk

Stop | Pause ] [ View Logs

Then use Windows Explorer and navigate to the VMX file of the virtual machine you restored. VMware
will then ask whether you moved or copied the VM:

This virtual machine might have been moved or copied.

In order to configure certain management and networking features, YMware
Workstation needs to know if this virtual machine was moved or copied.

If you don't know, answer "I Copied It",

IMovedIt | | ICopiedIt | | Cancel

By answering “l moved it” you make VMware aware of the VM’s new location. Then power up the VM
and your restore is complete! “I copied it” will assign a new hardware ID to the VM. Use the latter only if
you are restoring the VM side-by-side for testing along with the original VM.

Note: When powering up a restored VM, If you receive a “Windows has not been shut down correctly”
it’s because the “booted” flag hasn’t been cleared from the hard disk image. Be assured that the VM is
in good condition.

Cold VMware Backups

Cold VMware backups are also possible. You can shut down the virtual machine before backup and then
restart it. Some users prefer this method or create some backups cold and some live. You could set up
several backup tasks to automate the process.

VMware provides the utility “vmrun.exe”, refer to VMware’s documentation for more information.



You could invoke VMware’s vmrun.exe as External Utility in BackupChain’s Options tab.

Run this command when the backup starts:
C:\path-to-vmware\vmrun.exe stop “C:\path-to-vm\myvm.vmx”
Run this command when the backup ends:
C:\path-to-vmware\vmrun.exe start “C:\path-to-vm\myvm.vmx”

In both cases you would want to use the option to wait until the program finishes.
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Microsoft SQL Server Database Backup

There are two ways to back up SQL Server database. One way to use a VSS-powered hot copy of the

database files (MDF, LDF, etc.). Alternatively, you can use SQL Server’s BACKUP DATABASE command
and then have BackupChain deduplicate the backup file.

Backup MDF and LDF Files

Create a new SQL Server backup task:

bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type Help Hyper-y Select Folders Select Wirtual Machines Default Settings Cptians Target Finished

Welcome to BackupChain's Backup Task Wizard!

This wizard guides you through the main functions of BackupChain and assists you in setting up a backup task. Backup tasks store all your
settings for future use, Tasks may be scheduled or may be run manually whenever you need to run a backup, Once saved, you may fine-tune
your backup task later in the Main Screen, where all features of BackupChain are available,

Create Task on Server: backupchain-PC

Enter a Task Name: Daily QL Database Backup

Please select the purpose of this backup task:

I'want to back up documents and file server data...

"} File-Level Backup

[File Server and Version Backup.

Use for file server data, documents, ete,

Files are placed individually in backup folder.
Do not use for VMs)

I'want to back up virtual machines...

) Hyper-V Backup (Server) ) Hyper-V Backup (Client) ) VMware Backup ) VirtualBox Backup
[Automatic [File-based, recommended only for [Vhware Workstation, Player,
or Granular Backup) ‘Windows 8-10 = Pro Edition] VMware Server backup)

Iwant to back up the Windows boot disk or sector-level backup...

) Disk to Image Backup (Sector-Level) ) Disk Cloning (Sector-Level) ) Restore Disk Image Backup (Sector-Level)
[Sector-based backup of a physical disk into (Sector-based copy of a physical disk to [Restore a disk image
a disk image file, This is usually only done another physical disk. This can be used for file to a physical disk)
to back up operating system disks) ‘Windows operating system boot disks as

well as data disks)

I'want to convert physical and virtual machines / disks...

P2V O vzp O vav

[Physical disk to virtual disk conversion) [Virtual disk to physical disk conversion] [Virtual disk format conversion)

Other backup task types:

[ SQL Server Backup ) Universal Backup
[Backup SQL Server [Backup all VS5 aware services,
and MSDE Databases) Use anly if no other backup type suits)

Select the Microsoft SQL Server database folders for backup. The default location of database files is
under C:\Program Files\Microsoft SQL Server
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Ensure the service “SQL Server VSS Writer” is activated and enabled. Ideally it should be set to start at
boot time automatically. To check it’s working, open a command prompt window as administrator and
issue the command: vssadmin list writers. The command should list a VSS writer for SQL Server.

Follow the guidelines introduced in previous chapters to complete the backup (select relevant folders,
set a target folder, save task, then set schedule and other settings in the main window).

Restore

Follow the general restore steps outlined in previous sections. (Select Restore from main menu and
select backup folder).

Then navigate to the database files (MDF and LDF file types). In our example below these are located in
C:\Program Files\Microsoft SQL Server\MSSQL10_50.MSSQLSERVER\MSSQL\DATA

b Select Files and Folders to Restore =8 Ecy
Show files addedichanged between: January 01, 1980 12:00:00 AM +  and June 24, 2012 11:59:59 FM -
Show deleted files
~ Ol Hyper-V -~
X Restore Delete_ Name Date Size
Ol 1S

-l Internet Explorer 7 master. mdf 2672011 2:38:45PM 400 MB

£
- CJfE Microsoft Deployment Toolkit ? mastlog.Idf 7I26/2011 23845 PM 1.25 MB £
. [lgg Micresoft Device Emulat
L& Microsoft Device Emulator ? model mdf 71262011 238:45PM 125 MB o)
-~ Cfga Microsoft Help Viewer
. CIE Microsoft Office ? modellog.Idf 7/26/2011 238:45 PM  512.00 KB o
- g5 Microsoft SDKs 7 MS_AgentSigningCertificat.. 4212010 3:28:11 PM 517 byte(s) b
£
a[M[E5 Microsoft SQL Server ? MS_AgentSigningCertificat.. 12714/2010 9:3218 AM 517 byte(s) o
~CEg 100
gﬁﬁj % ? MSDEData.mdf 7/26/2011 2:38:45FM 14,06 MB £
Oy % ? MSDBLog.Idf 7/26/2011 22845 PM 19,63 MB o
2 [F[E5 MSSQL10.5QLEXPRESS 3 ? tempdb.mdf 702612011 2:38:45PM  2.00 MB o
2 [V MssaL ? templog Idf 72612011 23845 PM  512.00 KB Jo]
- [[gg Backup
- i Binn
[y pata
-l Install o
< = | »
Mote: Double-click on file opens file directly from backup store | Restore | | Cancel |

We select the latest MDF and LDF files and hit restore. Note: you need to select matching LDF and MDF
pairs (matching date / time) when restoring an older version. You may use the date filter at the top of
the restore screen, or select one of the older file versions at the bottom half of the screen.

After restoring to a temp folder, open SQL Server Management Studio’s option to attach databases:
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P Attach Databases M=] E3
Seectapa ;S Script - m Help
' General
Databases to attach:
_I MOF File Location Database ... | Attach &3 Dwarier | Stabuz | Mezs
C:AdbregtoretC_WProgram. .. _I testdb testdb FASTH...
< | | i
Add... | Remove |

"teztdb" database details:

Onaginal File M ame I File Type I Current File Path tMeszage I
testdb. mdf [ata C:vdbrestoreC_\Progra... _‘
testdb_log. Idf Log C:hdbrestorehC_\Progra... _‘
Server:
lozalbozt
Connection:
FASTHELUROM \Admiristrator
2y View conmection properties
Add Catalog... | BHemove |

Ready

Select the MDF file you just restored. In the example above, the database is called testdb.mdf.

Then, refresh the Databases node of SQL Server Management Studio and the new database will show up

as a child node.
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Backup Via SQL Server Script and then Deduplicate Using BackupChain

Some people prefer to use SQL Server’s backup function to create a backup file.
Run the following script to create a BAK file from SQL Server:

BACKUP DATABASE mydatabase TO DISK='C:\tmp\db.bak' WITH FORMAT

Alternatively, create a SQL Server Backup task in BackupChain and use this command as external utility.
Run the utility before the backup starts:

"C:\Program Files\Microsoft SQL Server\90\Tools\Binn\osgl.exe" -E -Q "BACKUP DATABASE
mydatabase TO DISK='C:\tmp\db.bak' WITH FORMAT"

See example below:

|Fo|ders| Files | Exclusions | Backup Target | File Versioning/ Cleanup | Deduplication |Sche|:|.u|e| Options | Compression

Exdemal Ltilities
[l Run program when this backup task starts: am Files\Microsoft SQL Server\30%Tools\Binntosglexe”  -E -G "BACKUP DATABASE
[l Wait for program to finish [ Check exit code: 0

[ Run program when this backup task succeeds:
[ Whait for program to finish [ Check exit code:
[ Run program when this backup task ends:

[ Wait for program to finish [1 Check exit code:

[ Run program when this backup task fails:

[ Wait for program to finish [ Check exit code:

[J Run program after drive snapshot completed:

[ Wait for program to finish [ Check exit code:

Then, in BackupChain’s Folders tab, add the folder C:\tmp to back up the BAK file using deduplication.

In addition, you will want to turn on compression for BAK files in the File Types tab (use Add button if

entry does not exist):
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| Faolders | Files | Exclusions Backup Target | File Types | Dieduplication | Schedule | Options | Compression | Speed | Log | Log Options | Progress |
File types to back up:
Extension Mumber of Backups Compression Min. File Age Deduplication Delayed Deletion Period Retention |

» | ~hak 10 [¥] Osecs [ Never delete Forever

= 10 [#] 0 secs 3] Never delete Forever

~tre 10 [¥] 2 minutes [v] Never delete Forever

= 1df 10 [¥] 2 minutes [¥] Never delete Forever

* mdf 10 [¥] 2 minutes [v] Never delete Forever
4 ][ 3

Click Add and enter *.bak. Check “Compress Files of This Type” and check “Apply file deduplication on
files of this type”:

=’ Add New File Extension |E|

P

Mew Extension: *bak ~ Examples: “docx, “td, “vhd, =7

Compress files of this type
Apply file deduplication on files of this type

Mumber of backups to keep: 10 + Set ‘number of backups to keep'to zero to exclude certain types of files.
Set it to ALL to keep all file versions of this file type. You may also enter new values.

Minimum file age: 0 sec + After afile has been changed, this is the watting period before a file is backed up.
Examples: "0 sec” backs up files immediately
"1 h" backs up files that have been created or attered == 1 hour ago

oK | | Ccancel

Your backup configuration is now complete.

Restore using BAK files

Follow the general restore guidelines discussed in earlier sections to restore the BAK file. Then, follow
Microsoft’s SQL Server documentation on how to use the RESTORE DATABASE command to restore the
database (http://msdn.microsoft.com/en-us/library/aa238405%28SQL.80%29.aspx).



http://msdn.microsoft.com/en-us/library/aa238405%28SQL.80%29.aspx
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VirtualBox Backup and Restore

The steps outlined here are similar to the VMware backup and restore steps above.

Backup

1. Create a VirtualBox Backup task using the New Task button.

bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type Help Hyper-y Select Folders Select Wirtual Machines Default Settings Cptians Target Finished

Welcome to BackupChain's Backup Task Wizard!

This wizard guides you through the main functions of BackupChain and assists you in setting up a backup task. Backup tasks store all your
settings for future use, Tasks may be scheduled or may be run manually whenever you need to run a backup, Once saved, you may fine-tune
your backup task later in the Main Screen, where all features of BackupChain are available,

Create Task on Server: backupchain-PC

Enter a Task Name: VirtualBox Backup Nightly

Please select the purpose of this backup task:

I'want to back up documents and file server data...

"} File-Level Backup

[File Server and Version Backup.
Use for file server data, documents, ete,

Files are placed individually in backup folder.
Do not use for VMs)

I'want to back up virtual machines...

) Hyper-V Backup (Server) ) Hyper-V Backup (Client) ) VMware Backup (%) VirtualBox Backup
[Automatic

[File-based, recommended only for
or Granular Backup)

[Vhware Workstation, Player,
‘Windows 8-10 = Pro Edition]

VMware Server backup)

Iwant to back up the Windows boot disk or sector-level backup...

) Disk to Image Backup (Sector-Level) ) Disk Cloning (Sector-Level) ) Restore Disk Image Backup (Sector-Level)
[Sector-based backup of a physical disk into
a disk image file, This is usually only done

(Sector-based copy of a physical disk to [Restore a disk image
to back up operating system disks)

another physical disk. This can be used for file to a physical disk)
‘Windows operating system boot disks as
well as data disks)

I'want to convert physical and virtual machines / disks...

 pav 0 vap 0 vav
[Physical disk to virtual disk conversion) [Virtual disk to physical disk conversion] [Virtual disk format conversion)

Other backup task types:

[ SQL Server Backup

[Backup SQL Server [Backup all VS5 aware services,
and MSDE Databases) Use anly if no other backup type suits)

) Universal Backup

2. Select the folder containing all virtual machine files (VHD, VHDX, VMDK, VDI).
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bCCreate a Mew Backup Task Wizard -- BackupChain

Select Backup Type | | Help | | Select Folders Default Settings Options Target Finished

Select the folders you want backed up [sub-falders are automatically included):

WAVirtualBox Production WMs

Add Folders v| | Remove Folder

Recommendations:

Regular file backups: select the data folders you have.

Micrasoft SQL Server: select all data folders not listed abaove,

VMware, Virtual Server, Virtual PC, and VirtualBox: select folders containing virtual machine files.

To set up a Granular Backup, click "add folder, then add folder stared inside virtual machine’

Client Hyper-V Backup: Select folders containing virtual machine files, the default folders are already preselected.

If you are not aware of the exact location of your VM’s files, open VirtualBox and open the VM’s
settings. Navigate to the virtual disk configuration and take note of the path to the VDI or VHD file.
That’s usually the folder where all VM-related files are stored and the folder you need to include above.

3. Set atarget folder and either save the backup task or run the backup.

Restore

1. Restore the virtual machine folder to a new location.
Restore the VM'’s folder, navigate to the VM’s VBOX file and double on it to start the restored

VM.
a. Or, attach the restored virtual disk file (VDI) to a newly created VM.

3. Start the machine.

The detailed steps are shown below. Select Restore Files, Folders, and VMs from the main menu:
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Restore | Task Logs FTP Server Disk Tools

Restore Files, Folders, and WVMs

! Restore Sector-Level Disk Backups

Then you need to fill in the details about the backup location. This information is usually preset with the
task settings:

£ Please Specify Your Backup Location =N|f=n|
@ Local folder P \wifilebackuptarget Browse

Usze this option to access files on a local hard drive, external USB/Firewire drive, flash drive, etc.

© Network UNC folder | Browse |

Use this option to access files on a network drive on your LAN or WPN. Example: imyserverimyfolder

() FTP site | Browse |

Use this option to access files via FTP on a remote server. Example: ftpiiftp.myserver.com

oK || Cancel |

Note: You need to select the root folder in this step.

If you open the folder in Windows Explorer, the root folder may look like this:

@U'| . v Computer » Server2008R2 (D:) » backuptarget »
Organize Include in library + Share with + Burn MNew folder
- Favorites MName ° Date modified Type Size
!
Bl Desktop g C_ 5/9/2011 2:35 PM File folder
4. Downloads || BackupChain.config.fastneurondate201104181030170012 4/18/201110:30 AM  FASTNEURONDA... 60 KB
i Recent Places || BackupChain.config.fastneurondate201104181643060703 4/18/2011 448 PM  FASTNEURONDA... 35KB
|| BackupChain.config.fastneurondate201104181650350112 4/18/2011 450 PM  FASTNEURONDA... 35KB
3 Libraries || BackupChain.config.fastneurondate201104181700520748 4/18/2011 5:00 PM FASTNEURONDA.., 35KB
3 Documents || BackupChain.config.fastneurondate201104190656490839 4/19/2011 6:56 AM  FASTNEURONDA... 35KB
rJ'- Music || BackupChain.config.fastneurondate201104190701250320 4/19/20117:01 AM  FASTNEURONDA... 35KB
| Pictures || BackupChain.config.fastneurondate201104190713170149 4/19/2011 7:13 AM  FASTNEURONDA... 35KB
B videos || BackupChain.config.fastneurondate201104190718270012 4/19/2011 7:18 AM  FASTNEURONDA... 35KB
|| BackupChain.config.fastneurondate201104190720380521 4/19/20117:20 AM  FASTNEURONDA... 35KB

Notice the C_ folder (for C: drive) and the BackupChain.config files. These files are necessary for restore
operations.

Proceed and select a Restore Point. Select a date from the calendar and the list of backups taken on that
day will be shown underneath. Select the backup time and click Proceed. Alternatively select “l do not
know when the data was backed up” to obtain the “full’ view of all available backups at the same time.



Select the date of the backup you want to restore:

|

Restore Option

) | want to restore from a particular backup peint in time
) | do not know when the data was backed up; show all avaiable data
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E)

1

Sun
28
4
11
13
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29
5
12
19
26
2

January, 2015
Mon Tue Wed Thu
0 3 1
6 7 8
13 14 15
0 211 22
27 28 29
3 4 5

]

The oldest virtual digk found is dated: 7/31/2014 2:25 PM

Select the time aof the backup you wish to restore below.
Mate: Incomplete backups were either stopped or cleaned up.

| Cortinue || Go Back

Note that BackupChain will scan in the background all available restore points. It will look for the oldest
virtual disk that is available and display the date (see above in orange). Depending on your backup

settings, there may be restorable backups from before that, but the date displayed, once the scan is
complete, shows the backup date of the oldest virtual disk found, which is the oldest fully restorable

backup.

Now the Restore Screen opens:
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b Select Files and Folders to Restore =) &
Show Files Backed Up On: all -
& CIES A Files ]
[G SRECYCLEBIN Restore Name Date Size
y |]_] System Volume Information 3 = ‘windows 10 Dev Box.vbox 924/20194:31:48PM 224 KB >
[ VirtualBox Freduction Vs [ ‘indows 10 Dev Bax vbox-prev  S/24/20134:31:47PM 277 KB Jo]
(g Internet Bou W7
N [} Windows 10 Dev Box.vhd S24/20154:31:45PM 200 MB P
2 O[E Windows 10 Dev Box
- CfEg Windows 10 Dev Box
» [E8 VMware Workstation WMs
Nete: Double-click on file opens file directly from backup store | Restore | | Close |

In order to restore all the files related to a virtual machine (their latest version), select the folder in the
tree to the left and do not select any files. In our example above we would select “Windows 10 Dev Box’

4

in the tree and click “Restore”.

If you want to restore an earlier version of a VDI file, click once on the VDI file in the above screen, and
the screen splits in half if older versions exist. The bottom half now shows all old versions of the VDI file,
if any exist. To restore an old version, do not select the file at the top, select only one file from the
bottom list. Then click the Restore button to proceed. If older file versions are present, the screen looks
like this, note the file “HV2019.VHDX” is selected at the top and its older file versions appear at the
bottom:
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Iy Select Files and Folders to Restore =
Show Files Backed Up On: all v
a[[ES Al Files i a
] DII="| c Restore Name Date Size =
FOE F: » [ |HV2019.vhdx 9/24/2019 8:37:32PM  62.41 MB >~
a[[Eg server2019VMs []  HV2013_0038CO15-DEF7-4F.. 916201981533 AM 20825 KB &
Oy Hv209 o _
[  HWV2019_D072CTDA-EESE-46.. 917201981528 AM 20829 KB ~
>-[C(gg Snapshots
+{Ofgg Virtual Hard Disks [0 HWV2019_01423309-85F8-454. 9132019 3:41:48 AM 20053 KB P
> [CEg Virtual Machines [0  HWV2015_01ADAIZD-5455-46.. 914/20193:2843PM 19789 KB >~
> [ Hyper-V VMs [[]  HV2019_01D62ACD-157B-41.. 9/7/20194:23:25PM  190.32 KB &~
[0  HWV2019_020E556C-C432-4A . 92220195:30:17 PM  201.40 KB >~
[1  HW2019 02373F07-ADFO-4F.. 9/9/2013 5:55:31 AM __ 190.81 KB o
Older File Versions:
Restore Name Date Size -
» [ |HV2019.vhdx 9/24/2019 8:02:38 P.. 59.77 MB >~ E|
[ HV2018.vhdx 9/24/2019 6:59:25 P.. 2.22 GB >~
[ HV2019.vhdx 9/24/2019 6:25:09 P.. 60.52 MB >~
[ HV2019.vhdx 9/24/2019 5:56:52 P.. 59.12 MB >~ -
Nete: Double-click on file opens file directly from backup store | Restore | | Close |

In the above example, it would be possible to restore HV2019.vhdx, which is the VM’s main disk, from
the bottom half of the screen, which contains older versions.

To proceed after clicking “Restore” simply enter a path where you want the restored files to be stored.
You can always move them elsewhere from there once the restore process has finished. Note that a
UNC path may also be entered here if necessary.

&g

Destination path:

F:\restore [ Browse

|Ise this password to decrypt encrypted files:

Show Advanced Options

oK || Cancel |

Proceed with the restore and wait until finished:
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Restore Progress

Processing folder: F\C_“Virual Machines'\Windows Storage Server 2008 R2

Restoring file: Windows Storage Server 2008 RZ vmdk
Folders processed. 1 Rles processed: 1
Brors: 1] Time elapsed: 00:00:13

Restoring full delta 2.017% Windows Storage Server 2008 R2_ vmdlk

Stop Pause ] | View Logs

Then use Windows Explorer and navigate to and double-click on the VBOX file of the virtual machine you
restored and the restored VM will boot automatically.

Note: When powering up a restored VM, if you receive a “Windows has not been shut down correctly”
it’s because the “booted” flag hasn’t been cleared from the hard disk image. Be assured that the VM is
in good condition.
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How to Set up the Built-in FTP/FTPS Server

BackupChain includes a server-grade, yet simple to use, FTP and FTPS server. With this component you
can set up your own secure remote storage server.

Unlike many FTP servers on the market, BackupChain’s FTP server supports secure and encrypted
transfers, file name path lengths of up to 32,767 Unicode characters, and has virtually no file size
limitation. This ensures that all file names are preserved and that all kinds of files on a Windows file
server can be backed up correctly over the wire without issues.

Server-side scanning database

BackupChain’s FTP server offers more than just FTP. When you are dealing with very large file server
backups, the files will be likely distributed over thousands if not millions of folders. When scanning
folders, FTP is very inefficient because a separate request if necessary to obtain the list of files in each
folder. BackupChain FTP Server, only in the Server Editions of BackupChain, contains a server-side
scanning feature that compiles an up-to-date list of all files and folders on the server and transfers that
to the client in compressed form. The client can then detect file changes on its own. This method
eliminates 100% of all folder lookup requests and reduces transmission to just new and changed files
and the initial server scan request. The benefit is especially dramatic when dealing with very large file
server backups, where time savings can exceed 90%.

For VM-related or small scale backups, the server-side scanning feature is not necessary, as the number
of files and folders is small, even if the files themselves are rather large. You can switch off the use of
server-side scanning in the Speed tab of your backup task (“Enable folder cache” setting).

Incremental and Differential Deduplication

BackupChain supports incremental, file-level deduplication over plain FTP. This allows efficient backups
of large virtual machines and databases over the wire via the traditional incremental backup scheme: a
full, compressed backup is followed by N increments or differentials, forming a backup chain.

Security Features

BackupChain’s FTP Server will ban an IP address for three minutes if the user name / password
combination is incorrect. If you accidentally misspell the password or user name when connecting to the
server, you need to wait three minutes before retrying. This helps counteract brute force attacks. Also
the password has to be at least eight characters long.

The FTP server can be configured with permitted IP ranges per user, so that you can minimize the
probability for an attack. By only allowing a particular IP or specific IP ranges to access a user’s data, you
can be certain that no outsider can try to break into the account from other locations.

Reliability Features
BackupChain’s FTP connections are automatically reconnected and resumed when a link breaks. If the
link fails for extended periods, the file is skipped and an error is logged.
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Setting up the FTP Server
Select “FTP Server” and “Edit FTP Server Settings” from the main menu:

b BackupChain® Server Enterprise Edition v2.4.514 - Fasthleuron Inc. /=
BackupChain Restore Task Logs | FTP Server | Help
Task List Edit FTP Server Settings
Open FTP Server Log -
Name oo Status Last Run =
WM folder Backup on Manual start Idle 6192012 4:19:57 PM
Important File Backup off Manuzl start Idle 5/24/2012 1:35:10 PM
sql server on Manual start Idle 6/15/2012 9:00:38 AM

The FTP Server Settings screen opens up:

| BackupChain FTP / FTPS Server Settings (backupchain-PC) =

Server Status:  FTP Server is online

Server Settings | User Accounts | Cument Sessions |

[¥=]
=]

o

oUl Checlc Port Availabilty

O Require 55L Connections

Il Use SSL certificate file

Di\data' =
[l Allow remote requests {server-side file scanning, etc )
[ Automatic Intemet router corfiguration

[wl Tum an FTP server when the BackupChain Service starts

Note: You need to take the FTP server offline in order to change the settings in this tab.

Security feature notice: f a client connects with an invalid user name/password combination, the client IP is locked out for three minutes.
This helps prevent brute force attacks and passward guessing but may cause connectivity issues when you mispell passwords.

() TumFTPServerOFF | | TestComnectvity || LogViewer || Save || cancel |

Note: In order to change the base FTP server’s settings, such as port numbers, you need to take the
server offline (left-most button at the bottom “Turn FTP Server OFF”) if the server is currently running.
The other settings found in the User Accounts tab may be edited while the FTP server is running.
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First you need to select a primary port and PASV port number. It's recommended to use numbers above
5000 and the numbers shouldn’t conflict with other services installed on the computer.

You can check the local availability of the port numbers you entered by clicking “Check Port Availability”
or by using the command-line utility “netstat” with —a switch: “netstat —a” to see all occupied ports on a
system.

If you have a DSL or wireless home router with UPnP capabilities, you can check the option “Automatic
Internet Router Configuration” and then click “Check Port Availability” to have BackupChain
automatically open up the ports with your Internet router. The Windows Service “SSDP Discovery”
Service needs to be enabled and running for this feature to work and your Internet router must support
UPnP configuration.

For FTP transfers, you either need a static IP address on the Internet or a dynamic DNS service, such as
no-ip.com or dyndns.org. Basically you need to provide a host name for external computers to access
your FTP server. The example above uses the internal IP address “192.168.1.247” but you could also
enter a static public IP address instead if you have one, or a domain name, like
“myserver.mydomain.com”.

In order to use FTPS (FTP over TLS / SSL), which is an encrypted and secure form of FTP that doesn’t
expose user name and passwords or data to other parties that may be eavesdropping the link, you need
to either use a self-signed server certificate, or if you bought an SSL certificate you can provide the full
path to the pfx file name and the password you used when you created the certificate with the
certificate authority.

“Require SSL connections” will cause BackupChain to drop client links that do not ‘upgrade’ to a secure
link when connecting; i.e., only secure links will be accepted to proceed with user authentication and
data transfers.

“Use Certificate File” allows you to select your SSL certificate in pfx file format. If you don’t select one,
the server will generate a self-signed certificate automatically and you can still use encrypted links via
FTPS.

Adding FTP Users
Switch to the User accounts tab and click “add new user”:
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15 BackupChain FTP | FTPS Server Settings (win2019) o |2 Es
Server Status:  FTP Server is tumed off
Server Settings User Accounts  Current Sessions
Allow access to these users:
FTPUser Password Folder AFD Permitted |P Ranges (IPv4) PO—
P BaltimoreStoreEast ~ esescsss Wibsltimoreeast [ 65.0.0.1-66 255 255 255
-
4 [ |
AFD: Apply fle dats to fle storage [ AddNewlser | [ Deleelser |
@ Turn FTP Server ON | | Test Connectivity ‘ | Log Viewer | | Save || Cancel |

You need to have at least one FTP user set up and have assigned that user to a folder on your computer.
That folder will be used to store the incoming backups of that user. In our example above, user name
“BaltimoreStoreEast” with password “12345678" is assigned to the folder W:\baltimoreeast.

You can create as many users as you like and assign them to different folders. Each FTP user is confined
to their private folder and cannot enter other folders on your computer.

Note: Passwords need to be at least eight characters long.

AFD: Means “apply file date to file storage”. If enabled, this feature requires that you use “BackupChain
FTP Server” type at the client side where you send the backups to the server. The AFD stores the file
date of a file into the file system of the server. Otherwise, the file information is kept as a suffix in the
file name. This preserves the file date with high accuracy on systems where this can’t be done
otherwise. For example, the file with name abc.txt will end up being
“abc.txt.fastneurondate201804061919520637UT” without the AFD feature. Note that when you restore
files through BackupChain, the original file name is restored as well. The suffix containing the date
information is removed during restore. The AFD feature is useful for those settings where you want to
be able to access the file as-is directly from the FTP folder and wish to keep the original file name.

Permitted IP ranges. Here you can specify certain IPs and IP ranges that are allowed to access the
account. This is a very useful tool and allows you to minimize the attack surface of the server. It’s not
unusual for hackers to use port scanners and dictionary based brute force attacks to try to break into
servers. By only permitting certain IPs and/or IP ranges, you can protect your server from such attacks.
Also note the server will ban a client’s IP for three minutes when the user/password combination is
invalid. If you are setting up a server and misspell the password, you will need to wait for three minutes
before retrying.
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Multiple IPs and ranges can be entered with a comma separator. Enter a range using the ‘-* minus
symbol. Example entries: 1.2.4.5, 2.3.4.5-2.3.4.255, 10.20.30.40

Starting the FTP Server

After saving all your settings, click FTP Server is Offline and after a pause it should switch to “Online” and
indicate that your FTP server has been started.

Testing FTP Server Connectivity

The Test Connectivity button uses the first user on your list to connect to the server internally. This only
works if the first user is configured properly and if the server can handle internal connections. If your
FTP server is configured with the external IP address and you run the test from inside your LAN, the
router must be capable of rerouting the request within the LAN. Some routers can’t and an error will be
reported. In those settings you can use the server only from external networks or you need to specify a
local IP and use the server only within the LAN.

In order to test external access to your FTP server, and to be sure your firewall and Internet router
settings are correct, you need to use another computer outside of your office or home network and
connect to the external address you set up with the FTP server.

For example we would open an FTP client or a browser and enter this address:
ftp://backup.fastneuron.com:7777

Then, when the browser asks for a user name and password, we enter “BaltimoreStoreEast” and
“12345678", as configured earlier.

Note that Internet Explorer does not support FTPS; hence, you will have to use an explicit FTPS capable
client for testing, such as the test button in BackupChain’s FTP backup target settings.

Current Sessions
In the Current Sessions tab you can see all sessions that are currently connected to the server with
speed, IP and user information:

@ BackupChain FTP / FTPS Server Settings

Server Status: FTP Server is online

| Server Seftings | User Accounts | Current Sessions

User IP Start Time Comm... Command Start Time Bytes Sent Bytes Received Send Speed Receive Speed

» IR B oooceam STOR 97252019 8:10:02 AM 58 B (50355884) 3MB1/sec |
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The server also produces a log that you access via the Log Viewer button.

Helpful Hints
If you have not configured internet servers before, feel free to reach out to our technical support team.

Below are some hints to help you set up the network so you can provide access from the public internet

to your FTP server:

10.

11.

12.

BackupChain’s FTP server needs to be set up as described above before anything else

A firewall exception to the Windows Firewall is added automatically. If you use a 3" party
firewall system, you must allow incoming TCP traffic on the port numbers chosen in the
BackupChain’s FTP server configuration screen.

Make sure the port numbers you chose are actually available and not in use. Use netstat —a to
see if another service is listening on the desired port number.

Use non-standard ports for better security, above 5000.

Use static IP addresses inside your LAN on the computer running the FTP server

Use a static IP address for your internet router so it can be accessed reliably from the internet. If
that’s not possible, sign up for a dynamic DNS service that will map a custom domain name to
your current IP address and update the mapping automatically.

Use port forwarding for the ports configured. If the main port forwards correctly but the data
ports don’t, you will see download/upload errors. If only some data ports are affected you will
see sporadic connectivity issues in the logs for some files.

You need to be aware of the fact that some ISPs block certain ports on either the sender’s or the
receiver’s side. If you define a wide range of data ports, one of them could be potentially
blocked. It’s best to use high port numbers to avoid this and test the connection from outside to
be certain that sender and receiver have a clear path.

Some ISP break TCP links after a while on purpose (based on use, duration, port number, and
other unknown factors). This will cause connectivity issues. However, BackupChain can recover
from most by retrying the operation.

Firewalls may be prohibiting outbound traffic (the Windows Defender Firewall generally does
not but can be configured that way). Outbound traffic is not needed for the FTP server side.
Some smarter router and firewalls try to ‘listen’ into the protocol and may mistake the
communication as a malware threat. Use FTPS (explicit FTP over TLS/SSL), which is encrypted, to
avoid these issues.

Always use FTPS unless there is a good reason not to. Plain FTP exposes the connection
password in clear text to eavesdroppers on the network. If FTP is used over a trusted VPN,
performance is better without FTPS.
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How to Back up to a Remote FTP Server

Whether you use BackupChain’s FTP server or a different FTP host, all you need to do to send your
backup to an FTP server is to change the Backup Target to FTP and hit browse:

|de| Files | Exclusions |BackupTarget | FiJeTypesl Deduplication |Schedu.|e| Options | Compression |Speed | Log | Log Opiions | Progress |

Target Folder Settings

) Local folder | ‘ | Browse |

Use this option to send your files to a local hard drive, extemal USE/Firewire dive, flash drive, etc.

©) Network UNCfolder | | [ Bowse |

Use this option to send your files to a network drive on your LAN or VPN. BExample: “\myserver'myfolder

@ FTF site |Hp:f/mac.sfservers.com ‘ Browse

Use this option to transmit files via FTP to a remote server. Example: ftp //ftp myserver com

Now enter the connection details necessary to access your FTP server:

i B
8 s e oo e
L :

General Settings | Advanced

Server host name and folder: (Example: fip myftpserver.com/myfolder)

ftp:/fmyremote office .com

Port number: |User Mame: Password:

I;I;I-'I; hﬂlT}" (LA LL Ll ]l

[¥] Use explicit FTP over TLS {FTPS, encrypted link)

Server type:

BackupChain FTP Server v4 or later -
Microsoft 115 7 or later |

BackupChain FTP Server v4 or later
Linu-based server or NAS
— Custom Settings

Tes || ok || cancel

Don’t enter the ftp:// prefix, simply enter the IP address or host name as shown above.
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The port number is entered separately below. Port 21 is the standard port used for most FTP servers.

You need to enter a user name and password, use anonymous for anonymous access, if your server
supports it and you don’t have your own user name.

The option “Use explicit FTP over TLS” switches on encrypted FTPS which protects your session from
wiretapping.

The server type choice is very important. If you use a BackupChain FTP server backed, choose
‘BackupChain FTP Server v4 or later’. For IIS 7 and later, and fully compatible FTP implementations based
on NTFS file systems, use ‘Microsoft IIS 7 or later’. If you have a NAS server that is based on Linux or not
on a Windows operating system, use “Linux-based server or NAS”. For all other scenarios, use ‘custom
settings’, which you can edit in the ‘advanced’ tab:

-

ﬁ Add Mew FTP Server Connection Details — [S] |-

Advanced Settings

[¥] Use Keep Alive [¥] FTP server supports SIZE command
Server supports file names i Use Passive Mod 1
1 starting with a period 5 Massive Mods I
[ Full name transcription [ Server uses case-sensitive file system

[¥] Server supports tilde (™) in names

i Timeout [s]: 180 ] Debug Logging
[ Validate Server Cartificate
| Tes || ok || cancal |

= %

The above screen in ‘custom’ mode allows you to change the presets.

“Use Keep Alive” enables a function that attempts to keep the connection active (prevent line drop)
during long transfers.

“FTP server supports SIZE command” should be kept on. It is provided to cope with non-standard FTP
servers that don’t support SIZE commands.

“Use Passive Mode” is the recommended way to access FTP. If you need to use FTP active mode, switch
it off but ensure you firewall is configured properly.
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“Full name transcription” causes BackupChain to transliterate characters into codes, because on various
systems, certain characters are not supported which are valid on Windows. Some systems don’t allow
spaces or special characters, such as @ or dots. Those will appear in their ASCIl code for example like
this 12e.

Some versions of 1IS don’t support file names starting with a tilde ~, for those serves that do not fully
support ~ you need to uncheck ‘server supports ~ in names’.

On Linux/Unix systems, files and folders are case-sensitive, which can lead to backup errors because
Windows is not case-sensitive. Check the option ‘server uses case-sensitive file system’ to force all
names to uppercase.

“Validate Server Certificate” forces BackupChain to check the SSL certificate of the server before
proceeding. Keep this turned off if you use a self-signed certificate.

FTP Backup Characteristics

When you send your backups to a BackupChain FTP server, there is no need for further configuration.
With other FTP servers, however, you may need to change the FTP server type in order to get all files to
back up properly. For IIS targets and Linux-based targets you will need to choose the respective FTP
server type in the FTP target folder settings of your backup task.

Always use an empty FTP backup (sub)folder when you start using BackupChain’s FTP function. If your
FTP server requires file name transcription and has this feature turned on, after the backup is completed
you will find the backup altered the file names of your remote files with special characters, such as
“120”. In addition, BackupChain extends each file with file date information.

This can also occur if you are using a BackupChain FTP Server with the “AFD” (apply file date) option
switched off. If you are connecting to a BackupChain FTP server, set the server type as “BackupChain FTP
Server” and on the server side, check the AFD option.

The need for file name transcription has arisen from the fact that many FTP servers (especially some
NAS devices) do not follow the full standard and

1. Do not support file date manipulation, and
2. Cannot handle special characters in file names, such as spaces or international characters.

However, when restoring files through the BackupChain Restore Screen, the files are always restored
with their correct original names and file date.

Note that some FTP servers do not allow long file names (longer than 240 characters) or international
characters. If you have problems with Unix-based FTP servers, check that your FTP account has rename
permissions enabled and try to limit path length and the use of special characters. BackupChain v4 and
later provide some additional character transliteration settings to get files with certain special
characters to back up properly on those systems.
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BackupChain’s FTP server is capable of handling paths up to 32,767 Unicode characters long. If used on
top of a NTFS volume, there is virtually no file size limit.

How to Restore Files Stored on a Remote FTP Server

Restoring files stored on a FTP server works exactly as with local backup stores. After selecting “Restore
Files and Folders” from the main menu, select FTP site and Browse, so you can enter the FTP server
connection details. If you want to restore from a pre-existing FTP backup task your settings are already
pre-entered and you are ready to proceed:

¥ Ploase Spocily Your Backup Location =8| =R

() Local folder Browse

Use this option to access files on a local hard drive, external USEBIFirewire drive, flash drive, etc.

) Metwork UNC folder Browse

Use this option to access files on a network drive on your LAN ar VPN, Example: \imyserverimyfolder

@ FTP site ftp://mac remotedomain.org Browse |

Use this option to access files via FTP on & remote server. Example: ftp:/iftp.myserver com

ok || Cancel |
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How to Set Up Your Own Online Remote Backup System

Using the information provided in the previous sections, set up the FTP server at one site and set up
BackupChain to send the files to the FTP server:

v
Internet or VPN n
West Coast Server
v

\—-ﬂ‘

A

= Alternative: Local
Minimal Network Traffic Backup Storage
(in-file delta Backups via FTP)
|
East Coast Server

v
s
S—
:
> A5 o
e ~ -.,d‘}
Alternative: Local 'i:‘;;{i{; 7

Backup Storage
The above example uses two BackupChain installations, east and west coast.
To set this up, install BackupChain on each server and set up the FTP server on each server as well.

You need to have static IP addresses for both or a dynamic DNS service as discussed in the previous
section (How to Set up the Built-in FTP Server).

Then, set the Backup Target of each server to point to the other server’s FTP address. For example, if the
west coast FTP server is located at ftp://westcoast.mycompany.com, then the east coast server should
back up to that address. The west coast server would consequently back up to
ftp://eastcoast.mycompany.com.



Page | 241

How to Install BackupChain on Windows Server 2008 Core or Hyper-V Server
2008 R2

Also see http://backupchain.com/i/how-to-install-net-framework-2-0-on-windows-server-platforms

From the command line execute the following commands to install the .Net Framework 2.0:
start /w ocsetup NetFx2-ServerCore

start /w ocsetup NetFx2-ServerCore-WOW64

If the above lines do not work, try these:
DISM.exe /online /enable-feature /featurename:NetFx2-ServerCore

DISM.exe /online /enable-feature /featurename:NetFx2-ServerCore-WOW64

Then change directory to the folder containing BackupChainSetup.exe (available from our download
page) and run it as administrator.

Then run: C:\Program Files\FastNeuron Inc\BackupChain\BackupChain.exe to open the BackupChain
Monitor application.


http://backupchain.com/i/how-to-install-net-framework-2-0-on-windows-server-platforms
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How to Install BackupChain on Windows Server 2016 / 2012 Core or Hyper-V
Server 2016 /2012

A .net framework installation is not required because the .net framework v4 is already preinstalled in
Hyper-V and core servers.

Then change directory to the folder containing BackupChainSetup.exe (available from our download
page) and run it as administrator.

Then run: C:\Program Files\FastNeuron Inc\BackupChain\BackupChain.exe to open the BackupChain
Monitor application.
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How to Change the BackupChain Service User

Open the Windows Control Panel and search for Services or Service Manager.

The service name is “BackupChain Service”.

Gseices oo W W W T W T WEE W L s i s el
File Action View Help
&= Boz HFE »=nw
BackupChain Service MName ° Description Status Startup Type Log On As i
;. AMD External Events Uti... Started Automatic Local System
g:_eos‘tlaw:hs:::rcveice -%Appl?cat?on Experience Proc.esses a.. Started Manual . Local System H
‘. Application Host Helper... Providesad... Started Automatic Local System
-%Application Identity Determines ... Manual Local Service
-%Application Information  Facilitates t...  Started Manual Local System
& Application Layer Gate...  Provides su... Manual Local Service
- Application Management Processes in..., Manual Local System
- ASP.MET State Service Provides su... Manual Network Service
5 AVG WatchDog AVG Watch...  Started Autematic Local System I
. Background Intelligent ... Transfersfil.. Started Automatic (D.. Local System
“ BackupChain Service Started Automatic ABackupChainAgent I
S.s) Base Filtering Engine The Base Fil...  Started Automatic Local Service I
. BitLocker Drive Encrypti... BDESVC hos... Manual Local System
- Block Level Backup Engi... The WBENG... Manual Local System
- Bluetooth Support Servi... The Bluetoo.., Manual Local Service
-%BranchCache This service ... Manual Network Service
So) Certificate Propagation Copies user... Started Manual Local System
S.s) Client for NFS Enables this... Started Automatic Network Service

i CNG Key Isolation The CNG ke...  Started Manual Local System
5 COM+ Event System Supports Sy.. Started Automatic Local Service

-...-._6)COM+ System Applicati... Manages th... Manual Local System i

Extended /(Standard/

Open the properties and navigate to the Log On tab:



-

BackupChain Service Properties (Local Computer)

General | Log On | Recovery | Dependencies|

Log on as:

i7) Local System accourt

Allow service to interact with desldop

@ {This account; "\BackupChainAgent
Password: [ TTITTI T YT T
Corfirm password: (IIITITI I ST ]

Help me configure user account log on options.

| ok || Ccancel

Apply

e
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BackupChain uses the localsystem user by default. Change the Log On setting above only if there are

network access restrictions that cannot be remedied otherwise.

In the above screen you can specify a new account for BackupChain’s service if necessary. Please restart

the service after changing the user account.
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How to Set up Centralized Remote Management

In order to manage many servers from a single screen without having to log on to each server
individually, you need to use the Server Enterprise edition as the “master” and connect to it all other
instances of BackupChain you have running on other computers. All instances of BackupChain can be
remotely managed, except the Server Edition, which cannot be managed by a master.

Two Possible Connection Scenarios Combined

Essentially the master console is just another computer running BackupChain Server Enterprise edition
or later but has the additional capability of connecting to other servers as well. Connections are handled
via TCP and can be inbound or outbound.

Note that the way servers are connected for the purpose of remote management does not affect their
backups and how their backups are run or stored. The connection scheme is entirely and exclusively
limited to the remote management of these servers.

Inbound Connections
Inbound TCP connections are connections from a slave to the master. The slave is the server being
managed by the master.

Outbound Connections
An Outbound connection is a connection made by the master to the slave.

Once the connection is established, it doesn’t matter whether it was done via an inbound or outbound
connection. It does matter, however, for the setup and authentication phase of the connection.

Example diagram showing a mixed-mode setup

The diagram below shows a mixture of both methods, and also illustrates how the same console can
receive connections from slaves on the LAN as well as connections coming from the internet, and at the
same time it can also make connections to slaves:
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Firewall Firewall
outbound

connection

Slave #2
on internal LAN

Slave receives connection from
master {inbound)

Slave #1
on internal LAN

Slave connects to master
{outbound)

Local

inbound

Metwaork -
connection
Internet { }
M a St e r inbound
connection
Console Dutbound
. connection
Router
Firewall
Master receives two connections
{inbound) and creates one (outbound)
Slave #3
Local Router uses External network
Netwark TCP port forwarding Slave connects to Router’s
and forwards the link to master’s internal 1P public IP {outbound)

The above diagram shows a master console that is connected to three different slaves, i.e. it can
remotely control three other servers. Two of those are on the same LAN and one is external and is
accessed over the internet.

For slaves on the internal network, you can use outbound as well as inbound connections and you can
always use both methods in combination, but not to connect to the same slave twice from the same
master.

When to use inbound and when outbound?
The reason why BackupChain offers both methods is to offer flexibility and security.

When the master receives the connections from the slaves, it doesn’t have to know where the slave is. It
just needs to know the slave’s name and management password in order to establish trust when the
connection comes in. The master also has to be configured to listen for incoming connections in order
for this to work.

By using inbound connections, from the master’s perspective, the connection has to be configured at
the slave side and all devices along the path need to be configured accordingly. For example, slave #1 in
the diagram needs to be configured to connect to the master server, and the master server has to be
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configured to accept incoming connections. In addition, as with all slaves, you need to add the server in
the master’s server tree, then indicate that the connection is inbound, and set the password required to
manage slave #1. Then, when slave #1’s connection comes in, the server will recognize the slave by its
network name and they will be able to communicate as long as the password is correct.

Outbound connections are typically used in the case of slave #3 above. Because firewalls generally allow
outbound traffic, slave #3, which could be a server at a customer site, does not require any additional
configuration than what is mentioned above. Slave #3 will be configured to connect to the master
console and at the master console you need to add the server, enter the inbound slave name, and enter
its password.

In order for slave #3 to reach the master server, however, the connection needs to go through its local
router and firewalls, the public internet, then the enter company’s firewall and router at the receiving
office, the local LAN, and finally arrive at the master console.

Slave #3 will use the router’s public IP address or a domain name mapped to it in order to access it. It
also has to know the port number. For example, slave #3 could be configured to connect to the master
at address: 83.45.23.55:16888, or billsitservice.com:16888, where billsitservice.com maps to the static IP
address 83.45.23.55, which is the public IP address of Bill’s internet router.

Bill needs to allow incoming TCP traffic in the router’s firewall (or in a separate firewall if a third device is
used) on TCP port 16888 (this is just an example port, you can use any available port number).
Furthermore, the router now has to use TCP port forwarding in order to forward the TCP link to the
master console. Let’s say the master server’s internal static IP address is 10.0.0.3. The router needs to
forward the incoming external TCP port 16888 traffic to 10.0.0.3 also on port 16888. BackupChain will
need to be configured to accept incoming connections on port 16888 in this case. Once the link arrives
at the master server, whether from the internal LAN or from the internet, it will be processed the same
and its origin doesn’t matter.

Note that BackupChain adds itself into the standard Windows Firewall as exception; hence, you don’t
have to configure it for inbound or outbound TCP connections. However, if your organization uses a 3™
party firewall software or separate device or non-standard firewall settings, you will need to configure
each firewall to allow inbound and/or outbound TCP traffic on the port of your choosing, in our example
TCP port 16888.

Outbound connections from the master to the slave have their use and benefits, too. However, as you
can see from the diagram, if you wanted the master to connect to slave #3, the entire configuration
process (router port forwarding and firewall) would have to be done at the site where slave #3 is
located. If Bill is an IT service provider with hundreds of customers, his crew would have to configure
each customer’s router and firewall to let the remote management traffic come in. In addition,
customers may feel concerned that a port has to be opened. Naturally, the solution that requires less
work and is more secure is the one pictured above. Bill would not have to configure anything, assuming
no 3rd—party firewall other than the standard Windows firewall is being used, because the standard
Windows firewall by default permits outbound traffic, and so do most internet routers. Note that
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corporate networks naturally will have additional routers that may need to be configured for outbound
traffic as well.

Our example company “Bill’s IT service” will make the choice to use outbound (slave to master)
connections at each site. Bill would only have to configure his own router and firewall at the office, and
only once. Once this is configured, the master console will receive automatically all connections from all
customer sites without further configuration. The servers will have to be added individually to the
console, however, because for each site you must have the management password in order to connect.

Typical use for outbound connections (master to slave)

Within a LAN, you may want to have multiple laptops connect to the same group of slave servers and
manage them. In that case you don’t have to worry about routers and firewalls, since the standard
Windows firewall is configured by BackupChain to allow incoming traffic to BackupChain’s service.

In this scenario you would configure each server to accept incoming connections, say on port 16888.
Then on each device you want to use as a master, enable remote management and add each server
individually. Configure it to be an outbound connection, enter the slave’s static IP address and port
number, say 10.0.0.4:16888, and the slave’s password. This can be done to a number of master devices
connecting to the same slave computers.

The same slave computer can also be configured to connect to multiple masters and also accept
incoming connections from other masters. As you can see the system allows for a secure and flexible
interconnection with various network patterns.

General Recommendations for Setting up Remote Management

e Use static IP addresses everywhere, for your servers on the LAN as well as for your public
internet router if the traffic is to go through the internet. The latter is not a must but a better
solution because when the ISP changes the IP address of your router, the communication links
will break.

e If any “smart/intelligent/sophisticated” firewall has to be crossed, turn on SSL encryption. This is
because firewalls listen into the protocol and may mistake the data transfer as a security threat.

e You must turn on SSL encryption on all slaves if you plan to use it anywhere. It's more secure but
adds a small resource overhead per link. The same SSL setting (either on or off) has to be used
on all connected devices.

e Make sure you choose a port number that is not being used by the software packages you
normally deploy. In the case of Bill's computer service example above, it only affects the
receiving server. In the case where the link will be coming to a router through the internet, the
port number has to be available for forwarding in the router as well.

e Stick to the same port number on all servers for simplicity

e Use high port numbers above 5000; those are generally not being filtered by ISPs or used by
other services
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e Use netstat —a to see which ports are being listened to on a particular server and help you
choose a free port number.

Troubleshooting Remote Management Connectivity

e Use netstat —a to see which ports are being listened to on a particular server and help you
choose a free port number.

e Check the Remote Management Log, the log may be opened from the main menu

e Make sure the password and addresses are not misspelled

e All addresses should be static. Check with ping command that domain names resolve to the
correct address

e Set up alocal LAN test first before trying the connection from an external network. l.e. set up
the master and connect another device to be the test slave connecting to the master. When the
connection is confirmed to be working, try the connection from the external network or
internet. This method eliminates the possibility of a local issue before you move on to the router
and public firewall configuration.

e Some ISPs block certain port numbers on certain sites. It can happen that from your FL office
you can connect fine but from a different office with a different ISP you can’t. By the way, with
most routers you can define several port numbers to be forwarded to the same internal address
and port. This will allow you to connect to your home office site using different ports, such as
billsitservice.com:16888, billsitservice.com:50000, etc. and all connections can be forwarded to
the same internal server at 10.0.0.3:16888

e Turn off firewalls for a test if you suspect the connection is not coming through

Step By Step Instructions for Centralized Management

In order to set up remote management you need to decide which topology you want to use. You can
have slaves connect to the master console or the master connects to the slave, or combination of both
methods.

Setting up the Master Console
From the main menu, open Security and Remote Settings:

he BackupChain® Server Enterprise Edition v4

BackupChain | Restore Task Logs FTF

Export Backup Configuration —
el

Security and Remote Settings

Bat Momtor



In the screen that opens next you must set a password:

Security and Remote Management Settings

With this feature you can set up a password to protect vour backup settings.

if you require a passwaord, users cannot apen the BackupChain user interface without it;
hence, settings cannot be changed and backups cannot be stopped without authorization.
Mote that backups will continue to run inside BackupChain Service,

which is an independent, separate process.

The local network name of this serveris:  winZ2019

™ Require password to open BackupChain's Monitor Application
Mote: A password is required to enable remote management features.

Passwaord: | |

Confim paseword: | = |

[ Allow incoming remote management connections

Port Mumber: 7700

[] Connect to remote master consoles

Erter address ar IP with port number. Example: 10.0.0.4:7700

[ Use 55L links for enhanced security

Mote: all servers you connect together must

use the 551 same setting. Lse this option i | QK | | Cancel

intelligent firewalls need to be crossed.
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Once you set up a password (at the very least) you can click OK and then go back and Enable Remote

Management:

b€ BackupChain® Server Enterprise Edition v4.0.4690 - FastNeuron

BackupChain | Bestore Task Logs FTF Server Disk Tools
Export Backup Configuration
Security and Remote Sethings

Enable Remote Management OnfOfF Schec

Exat Monitor ]
T oo e | O Continuous
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In order to allow slaves to connect to the master server, you need to open the Security and Remote
Settings screen and check “Allow incoming remote management connections” on the master computer.
You also have to specify a TCP port number. In our example above it’s 7700.

The SSL option should be checked if any remote management link will go through an intelligent firewall
system or the internet or other public networks. Otherwise, firewalls might misinterpret the traffic as
malicious and abruptly break the connection. The standard Windows Firewall, however, will work fine
without the SSL option and requires no further configuration.

Adding a Slave Server

Once you have enabled remote management by clicking on the option in the main menu (after having
set up a password as described above), the main screen will split vertically. You will see a server tree on
the left with the local host being already added below. Then right-click on top entry “Server List” and
select “Add Server”:

be BackupChain® Server Enterprise Edition v4.0.4650 - Fas

BackupChain HRestore Task Logs FTP Server Dislt

= b EEY P————
b B serverd Add Server

Install Software Update

Update Task Lists

On the screen that follows you can enter the slave’s details:



be Add Server

Specify how is the connection made
(@) Outbound: This server connects to the server being added

i) Inbound: The server being added connects to this server

Local network name: | |

This is the netwark name of the server within its own LAN

Femote Control Password: | |

IP or address: | | Part: |

Cancel
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Here you need to specify if the slave will connect to this master server (inbound), or whether the master

is supposed to connect to the slave (outbound).

For the inbound scenario where the slave connects to the master, you must provide the local network
name and the remote control password. The password you enter here is the one you defined in the
slave’s “Security and Remote Management “configuration screen. Hence, the master can only control
the slave if the master knows the slave’s password as well as its network name; this is how trust is being

established.
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Setting up Inbound Connections (Master Receives Link from Slave)
When you add the server in the master screen by right-clicking on “Add Server”, enter the network
name and password exactly as it appears in the Security and Remote Management Settings of the slave.

Click Add Server:

b€ BackupChain® Server Enterprise Edition v4.0.4690 -- Fas

BackupChain Restore Task Logs FTP Server Dislt

=8 Server L . "
b B server?| Add Server B
Install Software Update
Update Task Lists \
And on the master side you enter:
e Add Server *

Specify how is the connection made
(") Outbound: This server connects to the server being added

(® Inbound: The server being added connects to this server

Local network name: |win2'|}'|9 |

This is the network name of the server within its own LAN

Remote Control Password: || |

Hirt: Ta complete the inbound configuration, after adding the server here you also need
to corfigure the other server to connect to this master server (From main menu select

BackupChain -> Security and Remote Settings)
Cancl

Based on the slave’s settings shown below (note the screen displays the network name “win2019”):
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Security and Remote Management Settings

With this feature you can set up a password to protect your backup settings.

If you require a password, users cannot open the BackupChain user interface without it;
hence, settings cannot be changed and backups cannot be stopped without authorization.
Note that backups will continue to run inside BackupChain Service,

which iz an independent, separate process.

The local netwerk name of this serveris: win2019

= Require pazsword to open BackupChain's Monitor Application
Mote: A password is required to enable remote management features.

Password: | e |

Corfirm password: | |

[ Allow incoming remote management connections

Port Number: 7700
[¥] Connect to remaote master consolas

Enter address or IP with port number. Example: 10.0.0.4:7700

mastersaddress.com: 7700
10.0.0.3:7700]

[ Use SSL links for enhanced security

Mote: all servers you connect together must

use the 550 same setting. Use this option i | oK | | Cancel

intelligent firewalls need to be crossed.

Also note, the slave has a password defined and the option “Connect to remote master consoles”

checked. In our example, this slave connects to two masters. One master is at mastersaddress.com:7700

and the other is a local master at 10.0.0.3:7700. The port number is 7700 and appears after the

semicolon.

In the master’s Add Server screen we need to enter the network name “Win2019” so that the incoming
connection can be matched to the password of that particular slave, which also has to be entered in the

same screen. Only then the two can talk together.
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Setting up Outbound Connections (Master Connects to Slave)

In this example, we set up the same slave to be receiving the master’s connection instead. From the
master’s perspective it’s an outbound connection. For the slave it’s therefore an inbound connection.
Hence, we need to “allow incoming management connections” and we choose port 7700 as shown
below:

Security and Remote Management Settings X

With this feature you can set up a password to protect your backup settings.

If you require a password, users cannat open the BackupChain user inteface without it;
hence, settings cannot be changed and backups cannot be stopped without authorization.
Note that backups will continue to run inside BackupChain Service,

which is an independent, separate process.

The local network name of this serveris: win2019

" Require password to open BackupChain's Monitor Application
MNote: A password is required to enable remote management features.

Password: | |

Corfirm password: | |

[l Allow incoming remote management connections
Port Mumber:

[ Connect to remote master consoles

Enter address or IP with port number. Example: 10.0.0.4: 7700

O Use S5L links for enhanced security

Note: all servers you connect together must
use the 551 same setting. Use this option if | 0K | | Cancel |
intelligent firewalls need to be crossed.

All we need to do at the slave side is to set the password and allow incoming remote management
connections.

On the master we need to configure the slave and tell the master to connect to the slave, which is an
outbound connection:



be Add Server

Specify how is the connection made
(@) Outbound: This server connects to the server being added

i) Inbound: The server being added connects to this server

Local network name: |win2D1 9 |

Remote Control Password: | |

This is the netwark name of the server within its own LAN

IP or address; |1D_D_|}_55 | Part: |??DI}|

Cancel
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Note that here we must provide the local network name for identification purposes, the remote
management password entered in the previous screen on Win2019, and the address or IP address of

Win2019 and port number, which in our example are 10.0.0.99 and 7700, respectively.

These settings tell the master where the slave is, what the password is (to establish trust), and that we
want the master to connect the slave (outbound); hence, we have to provide the address of the slave

(10.0.0.99 or network name on LAN) and the port number.
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Managing Remote Servers

Once the remote server is added, you can see all tasks of all servers listed one underneath the other by
selecting the top entry “Server List”. By right-clicking on a particular server, you see additional actions
available for each server:

be BackupChain® Server Enterprise Edition v4.0.4630 -- FastNeuron Inc.

BackupChain Restore Task Logs FTF Server Disk Tools Help User Guide

E‘bﬂ; Tasks on selected serverls:
New Task On/OfF Schedule
Update Task List
Remove Server ain Continuous
Logs » m BackupChain Service Log
Edit FTP Server Settings FTP Server Log
Install Software Update
Server Information

“New Task” creates a new task on the selected server.

“Update Task List” requests an up-to-date task list from the server. The master already periodically
makes such requests automatically; however, with this function you can force it to occur immediately.

“Remote Server” removes the server entry from the tree.
“Logs” allows you to load on of the remote server’s main service logs.
“Edit FTP Server Settings” opens the FTP settings at the remote server site.

“Install Software Update” opens the Software Installation Screen where you can remotely update the
software of all or selected connected servers.

“Server Information” displays additional server details of the connected server.

Restoring Files on Remote Servers

In order to start a restore process, you need to log on to the server where the restore process is
supposed to run. Note, however, that in LAN environments you can use UNC paths as targets, with
document based backups; i.e. you can run the restore process on any server via UNC and pull backup
files from another server, and also write the restored data over UNC to any other server. While all kinds
of backup tasks can be restored from UNC, restoring to UNC paths may only be done for documents and
offline virtual disks. Note that VMs cannot be integrated automatically into Hyper-V Manager over the
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network. For VMs to be added back into the Hyper-V Manager, you need to run the restore locally on
the server that is to receive the restored VM.

Managing Backups on Remote Servers
You can manage backups on remote servers from the master server as if you are connected locally.

Folder, file, and physical disk selection is passed through as if it were local.

The time in the log view is displayed in the local time zone of the viewer. If your remote servers are in a
different time zone, the time shown in the time column is adjusted automatically.

Note that the refresh of remote server backup progress will be slower than that of the local server. Also
there may be a delay when you request certain operations, due to the packet roundtrip time to and
from the destination. It may take a few seconds before the remote server reacts to a particular
command, depending on link conditions and distance.
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Troubleshooting

Please visit our website http://backupchain.com for up-to-date information.

General Recommendations

This section discusses various recommended practices when working with BackupChain.

RAM

Please ensure you have at least 512 MB free or available at all times, as reported by the task manager:

-

5 Windows Task Manager l = | (5] |-s-"vh1

File Options View Help

Applications | Processes Services |!

CPU Usage CPU Usage History

Memory Physical Memory Usage History

Physical Memory (ME) System

Total 3183 Handles 25057

Cached 5662 Threads 1011

Available 5736 Processes 63

Free 98 Up Time 0:06:52:20
Commit (GE) 2/15

Kernel Memary (ME)

Paged 472

Monpaged a7 | Resource Monitor... |

Processes: 63 CPU Usage: 0% Physical Memuory: 20%



http://backupchain.com/
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Note, BackupChain will log warnings if available RAM or system drive free disk space are too long during
backups.

System Settings

It is recommended to use a Windows managed page file on drive different than the boot drive for better
performance.

In addition, if your server is rather busy during backup, check the amount of space limit assigned to each
drive’s shadow storage, using this command:

vssadmin list shadowstorage

Try to assign as much space as feasible for shadow storage, especially on drives that are involved in
heavy disk I/0 during backup. Fortunately, you can also use a different drive for this type of storage:

vssadmin Resize ShadowStorage /For=C: /On=C: /MaxSize=1024MB
vssadmin Resize ShadowStorage /For=C: /On=D: /MaxSize=UNBOUNDED

Note that this space won’t be allocated until it’s necessary; hence, it’s more like an upper limit cap.

Windows System Restore and Other Backup Tools

Ideally BackupChain backups should not overlap with other backups or the Windows System Restore
feature. You can check the Task Scheduler in the Windows Control Panel to edit the System Restore
task.

Simultaneous Backups

Simultaneous backups are possible if you schedule backups to run overlapped. It’s not recommended,
however, to run too many concurrent backups due to the system stress it causes.

Hyper-V Backups
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Microsoft does not recommend using snapshots/checkpoints in production environments. The use of
snapshots dramatically reduces performance and also increases complexity. In addition, snapshotted
VMs may only restore on similar hardware because they contain processor dependent and other
hardware dependent information.

Many Hyper-V users apply snapshots to create “backups”; however, snapshots aren’t backups as they
are stored on the same disk as the original. If you want to keep older versions of your virtual machines,
simply back them up with BackupChain manually or in scheduled intervals. This is far more efficient and
does not involve a run-time performance penalty.

Speed Settings

At least initially most users like the idea of a super-fast backup, the reality is that it puts a strain on your
hardware and may impact the server’s responsiveness. For that reason, and especially in a cluster
shared volume setting, we recommend limiting the backup to one CPU core, using the lowest task
priority, and limiting the read 1/O speed of BackupChain to about 15 to 50,000 Kbyte/second as a
starting point.

To fine-tune this number, take into account your RAID speed and the average load on the hard drives,
relative to their read and write speeds. Also, consider that burst speeds may be multiples of the actual
long-term data access speeds. Modern hard drives may burst at over 150MB/sec but only give you a
reliable 60MB/sec when reading sequential data.

Defragment your drives as well as your VMs from within often. Defragmentation on the host is
recommended if you are using dynamically expanding virtual disks. If you use SSDs there is specialized
defragmentation software available that will reduce the wear on the drive’s cells and thereby prolong its
life.

For better speed consider using a RAID stripe array with mirror (optionally).
Schedule backups at a time when user access is limited.

Use a gigabit network target, ideally using a dedicated network access adapter just for backup data and
with a dedicated connection to the storage devices.

General Recommendations

Reboot your VMs regularly to spot problems early on. A boot error may go undetected and your backup
history may not be long enough to restore everything to a bootable state.
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Take offline backups at regular intervals in addition to live backups. Shutting down and rebooting will

also give you an additional assurance that the VM is in a good state (no boot errors or other disk errors
during boot).

Some viruses target the boot sectors of VMs and you may not notice the damage until you reboot. Other
common sources of boot problems include: Windows Update, Virus Scanner updates, and other
software installations or uninstalls.
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Frequently Asked Questions

Also see http://backupchain.com/faq/ and http://backupchain.com/v2help/BackupChainV2Help.html
for up-to-date information.

What is the FastNeuronDelta file extension?

FastNeuronDelta is the proprietary file format for deduplicated file backup chains.
.1.FastNeuronDelta files are full file copies (which may be data compressed as well).
.0.FastNeuronDelta files are increments or differentials of the above.

In order to restore a delta deduplicated file, you must access to have the latest full copy as well.

What is the FastNeuronDate extension?

It's a placeholder for a file date. It’s used for file systems that do not support file date modification, such
as standard FTP.

Will My Backups Run If I Log off?

Yes, BackupChain runs as a Windows Service in a background (see “FastNeuron BackupChain”, Control
Panel -> Services / Service Manager). You can use the Service Manager to change the default user used
by the service (default is BackupChainAgent).

How can I reduce RAM Usage?

Choose a lower delta block size in Deduplication tab, and limit to one CPU core in the Speed tab.

Can I Rename a Task?

Yes, in the Options tab.


http://backupchain.com/faq/
http://backupchain.com/v2help/BackupChainV2Help.html
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Can I Move the Backup Folder?
Yes. Please stop the backup and disable the task first and then ensure all files are moved beginning with

the backup’s root folder.

You will see subfolders, such as C_ or <server name>, in the root folder, as well as several
BackupChain.config* files.

Move all these to a new location without modification and then point BackupChain’s target to the new
folder.

Can I Restore Several Backups Simultaneously?

Yes, each one opens in its own new window.

Can I Backup Files in their Native Format?

Simply switch off deduplication in the Deduplication tab. Uncheck the option “Activate Deduplication
(Delta Compression), and switch off data compression in the Compression tab by unchecking “Turn on
compression to save space”

How do I get a Full Backup Every Time the Backup Runs?

Simply switch off deduplication in the Deduplication tab. Uncheck the option “Activate Deduplication
(Delta Compression).

How can I Get all my Files Compressed using ZIP?

Ensure compression in the Compression tab is enabled (“Turn on compression to save space” is checked)
and check the following in the Files Types tab table:
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The row *.* (all files) should have ‘data compression’ checked and ‘file deduplication’ unchecked.
This will turn off deduplication but keep data compression on for all files.
Now remove all other rows in the table so there is just one entry left for the *.* extension.

For quicker deletion, you can use the DEL key on your keyboard to delete the rows in the table.

What is the Name of BackupChain’s Background Service?

“BackupChain Service”. You can change the service settings via the Windows Control Panel, then
Services or Service Manager.

How Can I limit the Number of File Versions Retained in the Backup Folder?

Every time the backup runs it looks for changed files. If a file was changed, BackupChain will create a
new file version for it in the backup folder or backup store. The default is to keep the last 10 copies of
each file. Note: a new version is only created if the file has actually changed.

To change the settings, open the File Versioning / Cleanup tab and edit the table:

| Folders | Files | Exclusions | Backup Target | il Versioning /Cleanup | Deduplicaion | Schedule | Options | Compression [ verfcation | Speed | Log | LogOpions [tiotes | Progress |
Define below how you wouid like fies to be backed up, depending on their fe type
Edension Min. Nurber of Fie Versions Compressian Vi, Fie Age Decuplication Delayed Deletion Period _ Archive Period -
B - 0 secs B Never delete Forever E
“pst 10 - 0secs Never delete Forever Il
“msg 10 - 0secs Never delete Forever
~sc2 0 - Osecs Never delste Farever
~org 0 - 0sscs Never delsts Forever
— 10 - 0secs Never delste Forever
“adt 10 - 0secs Never delete Forever
“apr 10 - 0secs Never delete Forever 1l

Note: If **is defined, it will be used if there is no exact file extension match
Min. Number of File Versions defines the number of file versions you want to keep for each file,
before automatic cleanup occurs

You can set the ‘Min. Number of File Versions’ parameter to “No Backup” to completely omit a specific
file type, or to “ALL” to keep all file versions forever. Otherwise, enter a number and BackupChain will
clean up old backups as soon as the number of versions crosses that limit. See previous chapters for in-
depth discussion of this feature.
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How Can I Limit Bandwidth Usage?

Open the task’s Speed tab and enable speed limits.



